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Before You Begin

The TapeWare User’s Guide and Technical Reference provides all of the information
necessary to effectively implement and use all of TapeWare’s advanced features.
However, we ask you to refer to the TapeWare Installation Guide to install TapeWare. It
includes system requirements as well as step-by-step instructions.

TapeWare Documentation

The following documentation is included with TapeWare to help you install and use all
of TapeWare’s features and options.

Note In the following sections, <dir> represents the platform-specific directory on the
TapeWare CD-ROM, for example, win (Windows), dos (DOS), lin (Linux) and net
(NetWare).

Note In the following sections, <Ing> represents eng (English), fre (French), ger
(German), ita (Italian), jpn (Japanese) or spa (Spanish).

Printed Documentation

The /doc/<Ing>/acrobat directory on the TapeWare CD-ROM contains the following
printed documentation:

o TapeWare Installation Guide (install.pdf): Contains installation information for each
supported platform.

o TapeWare User’s Guide and Technical Reference (usersgd>.pdf): Contains
information for configuring and using TapeWare.

o TapeWare Error Code Reference (errcodes.pdf): Lists all TapeWare error codes
along with possible remedies.

Xv
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o TapeWare Addendum (addendum.pdf): Contains information on additional features
(English only).

Note You can also download these documents from the TapeWare website.

If you require extra copies of these manuals, you can print the PDF file. They were
designed to be printed one-sided, with a margin for placing them in a binder. For
consistency with this manual, the page numbers, page layout, table of contents and index
are the same (except that the PDF file does not have facing pages or odd/even headers).

To view or print this documentation, Adobe Acrobat Reader (version 4.0 or higher) must
be installed on your Windows or X Window (Linux/UNIX) computer. If not currently
installed, you can install it from the Adobe Acrobat Reader website at
http://www.adobe.com/products/acrobat/readstep2.html.

Note Adobe Acrobat Reader does not offer versions for DOS or NetWare systems.
Therefore, you can only view or print the TapeWare documentation on Windows or
X Window (Linux/UNIX) systems.

To print the documentation, open the appropriate file into Adobe Acrobat Reader.
Choose Page Setup... from the File menu and set the proper options for your printer. If
your printer supports it, select the Larger Print Area option. Then choose Print... from
the File menu and print the document.

(You can also purchase additional printed and bound copies of this manual. Contact us at
the numbers listed below for additional information.)

Release Notes

Release notes are included with every service pack. Before installing TapeWare, please
read and print the release notes for additional information. The release notes are available
in both HTML (/<dir>/read_<Ing>.htm) and text (/<dir>/read_<Ing>.txt) formats,
depending on platform. Access the release notes from the directory for your platform on
the TapeWare CD-ROM.
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Online Help
Windows
To get online help while using TapeWare, select Help Topics from the Help menu.

For context-sensitive help while using TapeWare:

El e Click on the Help button and then click on the part of the object you want help with.
Itjetltp e Right-click an object and select What’s this?
utton

e Use the Tab key to select an area in the TapeWare window and press F1.
Non-Windows

You can access online help from most TapeWare screens by pressing F1.

HTML Help

You can install the HTML help version of our online help system. Then you can access it
with a web browser. Please note that TapeWare will not access HTML help topics.

Note You can also download the HTML help system from the TapeWare website.

To install HTML help:

e  Windows: Copy htmlhelp.zip from the \doc\<Ing>\htmlhelp subdirectory on the
TapeWare CD-ROM. Use WinZip or some other file extraction software to unpack it
onto your computer.

e X Window (Linux/UNIX): Copy htmlhelp.tgz from the \doc\<Ing>\htmlhelp
subdirectory on the TapeWare CD-ROM. Use tar/gzip or some other file extraction
software to unpack it onto your computer.

Note The HTML help system requires the Java Plug-in. Internet Explorer users must
enable it. Netscape offers to install the plug-in if it is not installed.

Note For best results on X Window (Linux/UNIX) computers, we recommend Netscape
v6.X.

To launch HTML help, use your browser to open index.htm.
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Customer Support

You can get customer support for TapeWare in one of three ways:

e Visit our website at www.TapeWare.com and fill out an Online Customer Support
Form. (For a quick connection, select Web Page from the Help menu.)

e Fax usat (559) 449-1188.

e Phone us at (559) 449-8181. Visit our website at www.TapeWare.com for our
customer support hours.
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and Strategies.

TapeWare provides a powerful, yet cost effective and easy to use, management tool for
protecting data on network file servers and workstations. TapeWare provides users with
the capacity to back up and restore data across a network and the ability to administer a
comprehensive backup plan.

A complete network backup system consists of three parts: physical peripherals, storage
management database and backup management program.

Peripherals

TapeWare works with your existing computer network. A network connects workstations
and file servers together in order to allow various users to work together on projects and
with common files. Networks also allow users to share peripherals, such as disk drives,
printers, fax machines and modems. Sharing peripherals across a network makes
economic sense, since multiple workstations can use a single peripheral. Backup devices,
such as tape drives, which back up or copy files onto tapes or other media, may also be
shared.

Sharing a backup device or tape drive makes operational as well as economic sense.
Rather than back up each workstation individually, a shared backup device on a network
can back up every workstation and file server on the network. This lowers costs and
makes it possible to centralize backup operations for the network. Further, a single user,
such as the network administrator, can have primary responsibility for backing up all the
file servers and workstations on a network.
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Although sharing a backup device or tape drive on a network makes economic and
practical sense, it also poses several problems.

e First, security is an issue. Most networks have elaborate security systems that prevent
sensitive or confidential data from being accessed by unauthorized users. However,
unless protective measures are taken, once these files are backed up onto a tape or
other media, any user in physical possession of the media can gain access to those
files. Although it is possible to physically store the media in a secure location, a
complete network backup system will prevent unauthorized viewers from accessing
confidential or classified information.

e Second, tracking the location of backed up files is a further issue. While a single user
may be able to find a file backed up onto a floppy disk by manually searching
through a stack of disks, this approach is unworkable for large networks. Without the
appropriate software, locating a given occurrence of a file may be impossible, since
there may be hundreds of thousands of files backed up on hundreds of tapes created
over weeks or months.

Storage Management Database

For more
information,
see Managing
the Storage
Management
Database in
Chapter 10 —
Tips,
Techniques

and Strategies.

To solve the problems of security and tracking files, TapeWare creates and manages a
storage management database. The TapeWare database keeps track of each tape or
other media and each file that is on that tape. For each tape, the storage management
database contains detailed information about the tape, such as when it was created and
who created it and about the files on the tapes, such as when they were backed up and on
which tape the file is stored. This is true as well for other media.

The storage management database also addresses the security complication. Included in
the database is information about which users can use or view which files. The storage
management database prevents unauthorized users from accessing files for which they
have no security clearance. It tracks each user and ensures that only approved users have
access to files stored on the backup media.
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Backup Management Program

Writing files to the backup media and managing the storage management database

requires an application program, such as TapeWare. Two of the most important functions
of TapeWare are managing the storage management database and creating and running
jobs. TapeWare manages the storage management database to keep track of files and to
ensure security. TapeWare also creates and runs jobs, such as backup and restore jobs,
which transfer files back and forth between backup devices (such as tape drives) and file

servers and workstations.

Managing the Storage Management Database

Much of the power and usefulness of TapeWare comes from its extensive capabilities to
manage the storage management database. There are three important concepts associated

with the database: objects, properties and storage management zones.

Objects

The storage management database collects and organizes information about objects. An

object is any file, machine, tape or user about which TapeWare needs to store data.
Examples of objects which TapeWare tracks in its database include tapes, tape drives,
network servers, occurrences of files, backup jobs, users and so forth.
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Objects that contain other objects within them are referred to as containers. A simple
example of a container is a folder. It contains other objects within it, including objects
that are not containers, such as jobs and files and objects that are containers, such as other
folders.
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Properties

For more The information about each object that TapeWare stores in its database are called

information on properties. The properties of each object include important information about that

prr]op(:rty object, such as what kind of object it is, who has security clearance to use it and its

sheets, see : : :

’ relationship to other objects.

Chapter 12 — p J

Objects and For example, an individual backup tape is an object in the TapeWare database. Some of

Properties the properties of that tape stored in the storage management database include the name of

Reference.

the tape, when it was created, who has clearance to use the tape and whether or not the
tape can be erased.
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Working with TapeWare objects and properties is easy. Even though when you work
with TapeWare you work primarily with objects and properties, extensive knowledge
about objects and properties is not necessary. If you know how to use Windows Explorer,
you already know most of what you need to use TapeWare.

Storage Management Zones

TapeWare is not limited to just one database. On a large network, it may be useful to
have multiple storage management databases, each addressing different storage needs.
For example, there may be a separate database for each work group or department, even
though they are all on the same network.

If your network has multiple TapeWare databases, then you choose which database you
wish to use by selecting a storage management zone when you log on to TapeWare.
Choosing a storage management zone is simply a way to select which database you wish
to use.

Each TapeWare storage management zone is overseen by a TapeWare administrator. It
is the TapeWare administrator’s job to manage the security and integrity of the files in his
or her storage management zone.



6

TapeWare® User’s Guide and Technical Reference

Storage Management Zones and Security

For more
information,
see Chapter 11
— Permissions
and Security
Reference.

Storage management zones also help ensure network security. TapeWare uses storage
management zones to promote security in two ways: first, by preventing users from
working with more than one storage management zone at a time and, second, by allowing
file servers and workstations to be the member of only one storage management zone.

Note the following about machines, users and storage management zones:

o  Workstations or file servers (called a machine container) can only be the member of
one—and only one—storage management zone. Because these machines belong to
only one database, their peripherals, such as disk drives and backup devices, can
belong to only one storage management database.

e Tapes or other media created in one storage management zone cannot be used in
another storage management zone without following special procedures. This ensures
that there is no improper access to secure files and data.

e Each storage management zone must have at least one backup device, such as a tape
drive. Further, that backup device can only belong to one storage management zone:
it cannot be shared among multiple zones. (However, a storage management zone
could have multiple backup devices.)

e From one workstation, a user can work in other storage management zones besides
the zone his or her workstation belongs to. This means they can remotely administer
jobs for other storage management zones besides the zone their workstation belongs
to. They cannot, however, work in multiple storage management zones at the same
time.

e A user can work from other machines with other storage management zones besides
the one to which their machine belongs. Their machine, along with its drives,
peripherals and accompanying data, however, always remain in a single storage
management zone. This helps to prevent the unauthorized sharing of data between
storage management zones. Thus while users can work outside of their database, the
workstations and file servers they use always stay within their home zone.

Creating and Running Jobs

TapeWare creates backup tapes and restores files with jobs. Working with backup
devices and a network, TapeWare jobs either back up network file servers and
workstations onto media or restore files from media onto file servers or workstations.
When you want TapeWare to back up or restore a file, you create and run a job.

There are three kinds of jobs: backup, restore and verify. Every kind of job you create
and run has six components: creating the job, permissions, selection, options, scheduling
and running.
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Creating the Job You begin by creating a job, either a backup, verify or restore job. Refer
to Chapter 3 — Creating TapeWare Jobs for more information.

Permissions In order to create a job, you must have permissions to the objects that job
will work with. For example, to create a backup job, you must have permissions to the
tape drive, the tape and the files you will back up. If you wish to backup files on another
workstation, you must have permissions to that workstation and to the files on that
workstation. Individual users are assigned permissions by the TapeWare administrator,
who is responsible for ensuring the security and integrity of the backup system. Refer to
Chapter 4 — Permissions for more information.

Selection Once you have permissions to a file, you must select it to be included in your
job. You might select all files, only a few files or perhaps only a single file. You select
files first by selecting them in the selection window and second by having TapeWare
‘sort’ them with filters, which apply additional selection criteria, such as date modified,
type of file and so forth. Refer to Chapter 5 — Selecting Files and Instances for more
information.

Scheduling After selecting files, the job is scheduled to be run. A job may be scheduled
to run later or to run immediately. It can be scheduled to run regularly or only once. Refer
to Chapter 6 — Scheduling Jobs for more information.

Options After scheduling the job, you specify the job’s option parameters. Some of the
options you can specify include what backup device to use, what media to use, whether to
automatically format the media and so forth. Refer to Chapter 7 — Job Options for more
information.

Running Finally, the job is run. Many scheduled jobs are run automatically by
TapeWare, but you can manually run a job at any time. Refer to Chapter 8 — Running
Jobs for more information.

Every time you create a job in TapeWare, your job must include these six components.
You begin by specifying a type of job. Before you can proceed further however, you must
be certain that you have permissions to the objects, such as files and tape drives, that you
wish to use. Your TapeWare administrator will work with you to determine which type of
permissions you require. Then you select the files for your job, specify the option
parameters and finally schedule the job to run.
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TapeWare is designed to be easy to use. This chapter will familiarize you with all you
need to know in order to use most of TapeWare’s features, including keyboard shortcuts
and mouse conventions.

Note This manual deals specifically with the graphical user interface available on
Windows systems and Linux and UNIX systems running X Window. The console
interface operates basically the same way on DOS, NetWare, Linux and UNIX systems.

In This Chapter
e Starting TapeWare
e Logon Window
e Main TapeWare Object Window
e Property Sheets
e Menus
e Reports
e  Working with the TapeWare Wizard

Starting TapeWare

After you have installed TapeWare, you start it like any other program.
Windows

To start TapeWare in Windows, double-click the TapeWare Administrator icon on the
desktop.

You can also click the Start button and select TapeWare from the Programs (or All
Programs) submenu. Then select TapeWare Administrator.
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NetWare

To start TapeWare on a NetWare machine, access the server console. Then type
TWAdmin. It is not necessary to specify a search path. For example:

SERVER: TWAdmin
DOS

To start TapeWare on a DOS machine, access the directory where you installed
TapeWare. Then type TWAdmin. For example:

C\..>TWAdmin
Linux/UNIX

To start TapeWare on a Linux or UNIX machine, open a terminal window. Then access
the directory where you installed TapeWare. Type ./twadmin. For example:

[root /ust/local/tapeware]# ./twadmin
Linux/UNIX (X Window)

To start TapeWare on a Linux or UNIX machine running X Window, open a terminal
window. Then access the directory where you installed TapeWare. Type ./twxadmin. For
example:

[root /ust/local/tapeware]# ./twxadmin

On Linux systems, you can create a shortcut on your KDE or GNOME desktop. On
UNIX systems, you can create a shortcut on your CDE desktop. (See the TapeWare
Installation Guide for more information.)

Logon Window

Each time you start TapeWare, you are shown the TapeWare Logon window.
%, Logon ME =

"‘Fj Enter your user name and password ta log on.

Storage server: ISDuth Sequaia j

User name: |GALEN CLARK

Pazsword: I
Logon

window  HAue % 01:54Fn Cancel |

To log on, you must select a storage management server, enter your user name and enter
your password.
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Selecting a Storage Management Zone

When your TapeWare administrator set up TapeWare to run on your network, he
assigned your workstation to a storage management zone. Y our workstation, along with
its drives and peripherals, can only be the member of one database zone. The name of this
zone is the default name that appears in the Storage server list box.

Normally, you should leave the default name in the list box unchanged. This is because
you will typically want to work with the storage management zone your workstation
belongs to.

Occasionally, however, you may wish to work in a different zone. You might be asked by
a co-worker or your TapeWare administrator, for example, to run a TapeWare job in a
different storage management zone.

To select a storage management zone other than the default zone, first click the arrow
next to the Storage server list box. You will see a list of possible storage management
zones. Select the storage management zone you wish to use.

Enter pour uger name and password to log on

To select a storage
management zone,
click on the Storage | Sterage server South Sequoia =
server list box and Lo T ————
select the storage
management server

you wish to use. T

Tser name:
Jazon's Backup Zone

Password: Mathans

Note Although you can log on to different storage management servers, you can only
create and run jobs within a single storage management zone. Further, you can only
access files and devices in a single storage management zone. This means, for example,
that you will be unable to restore files backed up from workstations in one storage
management zone to workstations in another storage management zone. (If you need to
share data from one storage management zone to a different storage management zone,
see Import Media in Chapter 9 — The Media, Device and Database Tabs.)

User Name and Password

After selecting a storage management zone, type in your User name and Password.

If you type your name or password wrong, you will be asked to re-enter your name and
password.
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In order to log on, your TapeWare administrator must first assign you a user name and a
password. If you are having difficulty logging on, ask your system administrator to
specify again the exact spelling of the user name and password assigned to you.

Note Passwords are not case-sensitive, e.g., USER1 is the same as userl.

Changing Your Password

It is a good idea to regularly change your password, particularly if you are working with
sensitive and important data.

To Change Your Password

1.
2.
3.

type in your old password and your

Click on the Security menu to make it active.

Click on your User Object icon.

Open the User Password window by either

e Selecting Change Password... from the Security menu, or

e Right-clicking the user object and selecting Change Password... from the
shortcut menu.

Type in your old password and then your new password, unless you are logged in as
the TapeWare administrator.

Confirm your new password and then click OK.

File Edit | Securty Tools View ‘wWindow then Se|eCt
Josbmzya | o M | s
passvl\;or OIS Igt' your Password... from
ser Ubject icon... the Security
Adrnin Corservation  {EE[EaINENS menu.

Study Group
& User Password y 3 2=

% Old password:

W password: lm—
Canfitm password: l“‘—

Cancel |

In the New Password window,

new password twice.

When selecting a password, remember that some passwords are notoriously easy to
break. For example, because many people use their birth date or the name of their spouse,
these are not good choices for passwords.
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Tip The TapeWare administrator can change a user’s password without knowing the
user’s current password. TapeWare does not even ask you to enter the old password. This
is useful when the user has forgotten his or her password.

Logging on the First Time

Grace Logons

The default user name for the TapeWare administrator is ADMIN. There is no default
password required for this user to log on.

Warning TapeWare administrators have unlimited access to all of the objects in the
database. Any user who logs on as the TapeWare administrator will have complete access
to all of the files and machines on the database.

Your first security step should be to change the TapeWare administrator’s password.
Click on the Security tab. Select the Admin user object. Select Change Password...
from the Security menu. Type in the new administrator’s password, enter it again to
confirm and click OK. Do not continue until you have changed this password.

Your TapeWare administrator may have set up your password to expire after a set period
of time. For example, your password may expire after 60 days. This forces you to change
your password regularly.

If your password has expired, TapeWare will prompt you to change your password. If
you choose not to change your password, TapeWare may still let you log on, even with
an expired password. Logging on with an expired password is called a grace logon. Your
TapeWare administrator will determine how many grace logons you are allowed.

When your password has expired and you have used all of your grace logons, TapeWare
will ask you to change your password when you log on.

Logging Out

On occasions you may want to change the storage management zone you are using or
want to log on as a different user. Although you could quit TapeWare and restart the
program, it is quicker and faster to log on again without quitting TapeWare.

To log on again, choose Log Out from the File menu. You will be presented with the
TapeWare Logon window and asked to log on again.
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File Edit Securty Tools
"i% Mew Object...
Wiew| metances
Select LOQ 25 Print Setup...
Out from the &5 Piint Repart...
File menu to @ Preferences. ..

logontoa
new zone or to PE'“ES &
close the main | | ¢ PN

window. Exi 1

Logging Out and Running Scheduled Jobs

For more
information,
see Running
Scheduled
Jobs in Chapter
8 — Running
Jobs.

TapeWare can run scheduled jobs even when no one is logged on. (Only scheduled jobs
can be performed when no one is logged on to TapeWare.)

When you leave your workstation, you may need to leave TapeWare open. In order to not
let any other users have unauthorized access to the network, log out of TapeWare before
leaving your workstation. Any scheduled jobs will still run, but no unauthorized users
will be able to work with TapeWare unless they can log on.

Note If the TapeWare service is installed and running, you can close TapeWare and your
scheduled jobs will still run (see Appendix E — TapeWare Service in the TapeWare
Installation Guide for more information).

Main TapeWare Object Window

You use the main TapeWare object window to view, create and manipulate TapeWare
objects, such as jobs and tapes.

In addition to the menu bar, the TapeWare window has the following parts: tabs, toolbar,
the hierarchical or “tree” view area, the object detail area and the status bar.
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Tabs

Toolbar

Toolbar

Hierarchical
“tree view”
area

Status bar

-
=
File Edit Database Tools “iew ‘Window Help

|ﬁ W’izardl ==} Backupl = Heslorel = Venfyl E Media

_I_@_Admm Falder

Flf | % e da v [F

19[=] 3

@ Dewcal @ Queuel m Security
AN ERE NN R L

==k South Sequoia
E\-ﬁ Home
I (5 Admin Folder
(-1 Historical Backups
- 3 Legal Documents Archive
- L0 NT to Metulare Transfers
B -] El Capitan Server Main Bakup Ji
(22 Daily Rotation Media
N : -2 Monthly R otation Media
N anthly
@[3 Weekly Ratation Media
B- (6] Conservation Study Group Folder
- (g Everpone Folder
- (5] Galen Clark Folder
- (5] Sequoia Study Group Folder
[ (8] Stephen Mather Folder
&
B
B
ol

(88 User 5 Folder

- (g User & Foldsr

7[5 User with Sccess permission ta vl
[ e, Metwork

| -\ Security

|<| | »l

B &8 @ @

Historical Legal MNT to El Capitan
Backups Docume... Metwla... ServerM...

DaySet1:1 DaySet 21

El Capitan Fire Study  Nefware from
Restare Job Data NT Restore

Day Set 3:1 Media1

For Help, press F1

[ADMIN@Sauth Sequoia [30-6ua 93 01:48Pm @ dlert| 2

I Tabs

Object
detail
area

At the top of the window are eight tabs which help to group and organize similar sets of
objects. For example, you use the Backup tab to display and work with backup jobs, the
Restore tab to display and work with restore jobs and so forth. To display a different tab,
click on the tab you wish to view. You can also display a different tab by using the View

menu.

The toolbar has a list box and several buttons. Not all buttons are on all tabs and some
buttons on a tab may be unavailable. When a button is grayed out, it is not available
because no object that it can work with is currently selected.

Up One Level

|Em Admin Foldsr

List box

Bk

Properties

Find

Job control buttons

Display buttons

NERERE = =R L

Help

o The List box contains the name of the folder (or container) currently displayed in the
object detail area.

e The Up One Level button changes the currently displayed folder (or container) to the
next higher container in the hierarchy, that is, the container that contains the current
container.

e The Properties button displays the properties of any object you have selected in the
object view area.
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o The Delete button lets you delete any object you have selected in the object view
area.

e The Find button lets you search for an object in either the left or right window pane.
e The Display buttons determine how objects are displayed in the object detail area.

o The Job control buttons let you start, stop and pause a job. You can also perform a
variety of tape-specific tasks.

You can use the View menu to either hide or show the toolbar.

Object View Areas

The left window pane displays containers, such as folders. Examples of other container
objects include networks, workstations and drives. These are displayed in hierarchical or
“tree” view. This portion of the window is referred to as the tree view area.

The right window pane is referred to as the object detail area. It displays the contents of
the container currently selected in the tree view area. If you select an object in the tree
view area, you will see its contents displayed in the object detail area on the right side of

the window.

- |

File Edit Datahase ook ‘iew wWindow Help

& leavdl =] Backupl =] F(eslme' =] VEHlyl 2 Mad\al () Device | = Dueuel % Seculy | EF Datahas&'

W BB X m @ E=E o= e | s s e e || | Contents of the
- B o &7 0 F:ontame'r selected

o suchGup e[| et Lo Mo et in tree view area...
Everyone Folder
Ea\e‘:\ Clark Folder E ﬁ @ E

Sequoia Study Group Folder
Stephen Mather Folder DaySetlsl  Day

Ider
=

1 DapSet3:l Medial

Only containers

are displayed on e ...are displayed in
. = {5 Secui ElCapian  Fie Sty Nefware fiam . .
the left side of the Feseiy  Daa NI eame the right side of
window, the tree the window, the
view area. object detail area.
Kl o ml
For Help, press F1 |ADMIN@South Sequoia |30:4ug- 990224 Pm @ dleit| 4

The object view area is designed to be easy to use and if you have worked with Windows
Explorer, you probably already know all you need to work with it. If you are new to
working with objects presented like this, keep the following in mind:

e The left window pane, the tree view area, only displays containers, that is, objects
that hold other objects. Objects that do not contain other objects are displayed only in
the right window pane, the object detail area.

e To display the objects in a folder or other container, open it by clicking on it in the
tree view area.
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Expand tree
icon

=

Collapse tree
icon

Status Bar

e To view the folders within a folder, expand the “tree” by clicking on the expand tree
icon next to the folder. Alternatively, you can double-click the folder and it will both
expand and display its contents in the object detail area.

o To close a folder, click the collapse tree icon next to the folder. Alternatively, you
can double-click the open folder and it will close.

Note You can instruct TapeWare to only show the expand tree icons when a container
contains other containers within it. Select Preferences... from the File menu and check
the Smart expandable indicators check box. Before displaying the expand tree icon,
TapeWare will check to see if that container contains other containers in it. If it doesn’t,
the expand tree icon will not be displayed.

There are numerous keyboard shortcuts available that make it easier to work with objects
in TapeWare. For more information, see Keyboard Shortcuts later in this chapter.

The status bar displays short descriptive messages about the menu commands on its left
side. The middle of the status bar displays the current user’s name and the database zone
they are currently logged on to.

Descriptive messages about menu commands

Show properties of the selected object ADMINGES outh Sequoia |28-.-’-‘«ug-99 12:02 Pm Alertl v
Current user and zone }-/ Alert button

The Alert button is on the right. This button flashes whenever there is a problem that
requires your attention. For example, TapeWare might not be able to locate a backup
device you specified for a job and so it will send an alert to the Alert window notifying
you of the problem. When you click on the Alert button, TapeWare brings up the Alert
window so you can view any pending alerts.

You can use the View menu to either hide or show the Status Bar.

Working with Objects in the Main TapeWare Window

You can easily change how objects are displayed in the main TapeWare object window.
This will assist you in working more effectively and quickly.
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Arranging Objects

In the object detail area, you can arrange the objects in several different ways using either
buttons on the toolbar or the Arrange Icons submenu on the View menu. Depending on
the tab, you can sort the objects by name, date or type. You can also

e Drag the icons to arrange them when working with either large or small icons; and,

e Use the column head at the top of the object detail area to change how the objects are
displayed when working in detail view.

Use these buttons to arrange
icons in the object detail area.

(i 6 [ e 2 | o [N

GFS-20Main  El Capitan Annual Fire

In an icon view, drag
icons to arrange them.

Large Backup Job Server Suppressio...
o6 B
view
Histaric:al MT to
Backups et are Annua@e
Suppression
D ata Backup
MHame o | Tupe | Click column
[CONT to Metware Transfar Jab Folder heads in Ob]eCt
@ Mew RestareJob Restore Job il vi
il view
X @ Mefwfare from MT Restore Restaore Job deta ,e o
Detall & Legal Documents Archive Job Folder Sort ObJeCtS by
view (I Histarical Backups Job Folder name, Size’ etc.
@ Fire Study D ata Restaore Job
@ El Capitan Restore Job Restaore Job

Keyboard Shortcuts

Although you may find using the mouse to be the most intuitive way to work with objects
in the main TapeWare window, there are several keyboard shortcuts that will help speed
up your work. The next time you work with TapeWare, try these keyboard shortcuts.

e The TAB key will move the active or highlighted area to a different area of the
window.

e The PLUS SIGN (+) on the numeric keypad or the RIGHT ARROW key expands the tree
in the tree view area.

e The MINUS SIGN (-) on the numeric keypad or the LEFT ARROW key collapses the tree
in the tree view area.
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o The ASTERISK key (*) on the numeric keypad will expand the tree as far as possible.

o The ARROW keys also select objects in the tree view area and in the object detail area,
as well as change the active tab.

Shortcut Menus

When you right-click in most windows, the shortcut menu appears. The shortcut menu
list commands that pertain to the particular portion of the screen you clicked on. This is
often the fastest and easiest way to create new objects and modify existing objects.

if_l,ll = Medial @ Devicel @ Queuel % Securit_l,ll Databasel
EEE | oo e K
Click the right
(=—1
E’ E’ mouse button to
bring up a context-

sensitive shortcut
menu.

Histoncal NT to Annual Fire
Backups Metw'are Suppressio.,..

New Backup Job

7
i‘-ﬁ New Job Folder

GFS-20 Main EIEapltan _
BackupJob | Server | Vigw y

Arranage lcons 4

Find Button

o

Find button

The Find button lets you locate objects in the database quickly without searching through
multiple volumes and directories.

To use the Find command, click on the Find button, select Find... from the Edit menu or
press CTRL+F. In the Find window, type in the name of the object you wish to find.
TapeWare will search through the database, attempting to locate that object. When the
object is found, it will be displayed and highlighted.

Note that the Find command is not case-sensitive; additionally, you may use the wildcard
characters ? and *.

Property Sheets

Every object in the TapeWare database has a property sheet associated with it. Each
property sheet has two or more tabbed pages on it that display the properties of that
object.
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B3 Properties of Admin Folder M= B3

Examples of property
sheets for a job folder...

General | Permizsions |

Marme: & drnin Folder|

Tupe: O Properties of El Capitan Server [_[2]=]
i::e:ti:fe _DE [xERErE I Dlagnnstlcsl Comm Test | Ping Test I Connections | Sdiress | Permissions | [ritErs I A network
oies: Users ar groups which have permissions ta this object ..
. Permission server...
Size: Galen Clark .
5 Stephen Mather 12| Suiperisar
Sequoia Study Group | tocess
¥ Gres
?’z Properties of El Capitan Server Backup Job e IEllll
Generall Selechnnl Options  Schedule | Logs I Permlsslnnsl
Backup mode Count
Daily: IIncrementaI | IB j
Tvpe: IGFS 20-tape 'l Weekly: IFu" ﬂ IB ::II
Start time: I”-DD Pm _|j Motk JFul =l IB ::|I
ey JFul = |2 j
End of wesk: IFliday ﬂ
Legend
.. and a Completed Al Movember 2002 |
backup JOb \Warning Sun Man I Tue I ‘wed I Thu I Fri Sat
| s T ey
3 ) R N s 2 | o
Opening Property Sheets
You can display the property sheet of an object in one of three ways:
By e Select the object with the mouse or keyboard and then click the Properties button on
button

¢ Right-click the object to display a shortcut menu, then select Properties.

e Select the object and press ALT+ENTER.
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Menus

o g [ o e 5 2 0

O O 0O
. Historical WT to El Capitan tedia:
You can view || Backups [RERETE Server -
the prqpertlgs of % % %
an object either Py Py Ul
by s.ele.ctlng it Sﬂl«:;r;:eals ;ge Elsu:e?sgf.n il B copy
and clicking the Moo .
Properties S ...or seI«_actmg
button on the Rename ]f’rOpehrtles
toolbar... = rom the
b=l um shortcut
menu.

Note Property sheets work just like other windows, except that their size cannot be
changed. You can leave them open when you return to working in the main TapeWare
object window and you can have multiple property sheets open at once.

You will find the menus easy and intuitive to use. Most of the menu commands are
discussed in some detail in later chapters of this book.

If you are having difficulty with a particular command, look in the index of this manual
under the name of the menu. The Status Bar also displays a short description of the
highlighted menu command. Alternatively, select Help Topics from the Help menu.
Then type the name of the command with which you are having difficulty in the list box
on the Index tab of the TapeWare Help window.
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Help Topics EH

You can get help on an
9 P y Contents  Index |Find I

menu command by typing the

name Of the Command on 1 Tupe the first few letters of the word you're looking for.

Index tab of the Help Topics I
window.

2 LClick the index entry you want, and then click Display.

Access permizsion ﬂ
Reference
Access Range, Backup Jobs
Restore Jobs
erify Jobz
Access range:backup jobs
restore jobs
Access bo Historical Files, Buil-in Schedules
Access, Permission
Accounting for Storage kanagement D atabaze Size
Adding Mew Users and Groups, Permissions Reference
Additiohal Conditions, SOL Server
Additional Motes, BTrieve Database Sets
Address tab
Reference
Admin folder
Advanced Options, Backup and Restare Jobs LI

Dizplay I Brirt.. | Cancel |

Reports

TapeWare has a series of helpful diagnostic and summary reports available. To run a
report, select Print report from the File menu. In the Report type list box, you will see a
list of the reports available. When you select a report, a short description appears in the
Description field.

L —— 2]
i~ Printer
Marme: Properties |
. Status: Ready T
Report type lists Type: HP LaserJet 3000 5 The Description
the name of the shere: P5 drivers ) field has a short
selected report. R _fete /] description of the
r—Print ran Copies / report
i al lﬁ Mumber of copies:
. . Range Erarm: 1 =
Indicate the object . =
in the Storage \ EEN
Management Report \ /
database Report bype: IObjects Ab Risk - Summary / j
. . Descripkion: Report prinks objects may be lost due ¥ insufficient backup TO Save the report
hierarchy to begin \ as a file instead of
the report W|th m Starting object: |Suuth Sequoi f y EFOWEE. i prmtmg |t, Check
this field. [ ion.
¥ Save report to a fils instead of Drint(g Cancel | thls Opt|0n
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Before printing a report, specify which objects you want the report to cover by selecting a
Starting object. The report will generate information for all of the objects in the
TapeWare hierarchy that are below the object specified in the Starting object field. You
can change the starting object by clicking on the Browse button and selecting a new
object.

You can also specify the font the report will be printed in by clicking on the Font...
button.

Note These reports can output many hundreds of pages. Therefore, we recommend that
you select the Save report to a file instead of printing option. Then you can use a text
editor to print the appropriate report information.

You can print the following reports:

Objects At Risk The Summary and Detail versions of this report lists the files,
directories and volumes that have not been sufficiently backed up. Therefore, they are at
risk unless additional backups are performed.

Media Information The Summary report lists general information about the media,
including read and write statistics. The Detail report lists the summary as well as the
files, directories and volumes that have been backed up to the media.

Database Listing The Summary and Detail reports list all objects in the storage
management database. Select a different Starting object to only list data for particular
objects, such as users or media. For example, to list database information about Users and
Groups, set Starting object to the Security folder.

Diagnostics This report lists diagnostic information about each device.

Printer Test This sample report lets you verify operation of a specific printer.

Additional Report Capabilities

Besides its reporting capabilities, TapeWare has several advanced features to help you
track and compile necessary information.

e The Instructions command on the Tools menu lets you check to see which media
and devices are required for the scheduled jobs. See Viewing and Printing Scheduled
Job Instructions in Chapter 8§ — Running Jobs for more details.

e The Email (SMTP or MAPI) option allows you to email the logs of jobs to any valid
email address. For more information, see Email Support for Job Logs in Chapter 8§ —
Running Jobs.
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e You can also create audit logs for files, directories and volumes in order to monitor
the backup and restore activity for these objects. See Audit Logs in Chapter 8§ —
Running Jobs for additional information.

Working with the TapeWare Wizard

The TapeWare Wizard gives you a fast and quick way to perform most tasks. You can
use the TapeWare Wizard to create and schedule backup jobs, restore jobs and verify
jobs. You can also create and edit reports from the Wizard tab. The TapeWare Wizard
will guide you through each step necessary to create and run a job or create a report.

= H[=]
File Edit Tools Wiew ‘window Help
Iﬁ ‘wizards | =3 Backup | 23 Fiestore | 2 Wity | Eﬂ Media | @ Device | @ Status | % Securty | Database |
,;EI,; Backup Local Machine &7 Restore Specific
Backs up thiz machine; runs once or Restores files you select to original location
regularly
== Backup All Workstations Yerify Specific
Backs up all network workstations; runs Compares files on media with their original
once or regularly sources; checks integrity of backup media
Y| . _
Backup All Servers % Media Content
Backs up all netwark file servers: runs once Shows you which files are stored on the
aof regularly media you select
A . g .
Backup All Machines Instructions & Logs
Backs up all network. machines; runs once or Wiews or prints instructions for upcoring jobs
regularly and logs of past jobs
Backup Specifi &% Report
ackup opecitc !....T epors
leard Backs up the files and machines you select; Compiles informational reports about files,
tab Tung once of regularly media, and security of data
For Help, press F1 ADMINGES outh Sequoia |28-4ug-99 03:47 Am | @ Alertl i

The name of each TapeWare Wizard option indicates what task that wizard helps you
perform. The descriptions are self-explanatory. The backup, restore and verify options
create jobs; for additional information about creating these jobs without the TapeWare
Wizard or about the jobs the TapeWare Wizard created, consult chapters 3 through 8 of
this manual. The Media Content wizard is a specialized implementation of the Query
Filters window, discussed in greater detail at the end of chapter 9 and in chapter 12. The
Instructions and Logs wizard tells you which media and devices are required for
scheduled jobs and results of previously executed jobs; for additional information,
consult Viewing and Printing Scheduled Job Instructions in Chapter 8§ — Running Jobs.
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If an option is not listed on a screen, e.g., Disaster Recovery on the Wizards tab or SQL
Connector on the Tools | Configurations submenu, it may be caused by one of the
following:

e The option has not been installed. For example, you must install the Disaster
Recovery option for it to appear.

o The option is not available due to your license agreement. For example, you must
purchase a license to back up more than one file server.

e An error occurred when starting TapeWare. Examine the twtrace.txt file located in
your TapeWare directory.






Chapter 3 — Creating TapeWare Jobs

In This Chapter

To transfer files back and forth from backup devices, such as tape drives, to network
workstations and file servers, you create and run jobs. You organize and store these jobs
in folders you create on job tabs in the main TapeWare administrator window.

® Backup, Restore and Verify Jobs
e Creating New Jobs
e Renaming, Deleting and Moving Jobs

e Organizing Jobs with Folders

Overview

You use backup jobs in order to protect against loss of data due to disasters or equipment
malfunction, to archive important files and to create permanent historical records. Restore
jobs allow you to transfer stored files on media back to file servers and workstations.
Verify jobs compare the version of a file stored on media, such as tapes, with current
versions of the file stored on machines on a network.

You can create folders to store these jobs in on one of the job tabs. These folders and the
jobs stored within them can be renamed, deleted and moved to new locations.

Backup, Restore and Verify Jobs

TapeWare can create and run three types of jobs: backup jobs, restore jobs and verify
jobs.

27
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Backup Jobs

Backup jobs copy selected files from workstations and file servers fo various media, such
as tapes. This media can then be stored, preserving a copy of the file for future use. You
might create and run a backup job for one of the following reasons:

o To ensure the integrity of data should a disk drive on a workstation or file server fail.

This is perhaps the most common type of backup job. Its purpose is to protect
valuable information in case of a disastrous data loss. This type of backup allows
a company or organization to return to work quickly, even after the failure of a
main file server. To be effective, these backup jobs must be run regularly
(normally daily) without exception in order that recent changes to files can be
safely restored. This type of backup job is for disaster protection.

o To remove files from a workstation or file server that are infrequently used.

Some files are important to keep, but are never or rarely used. For example, you
may wish to keep a copy of correspondence from last year for legal reasons, but
have no regular need to access these files under normal circumstances. By
backing up the files onto a tape or other media, you safely store the media,
preserving a copy of the file and then delete the file from the workstation or file
server. TapeWare will keep track of which files you have backed up and which
tape they are located on. As long as the media is undamaged and safely stored,
you will be able to retrieve the file if necessary. This type of backup job is called
an archive job.

o To store a copy of a particular historical version of a file.

Sometimes you may wish to keep a permanent record of a particular version of a
file. For example, you may need to preserve a copy of company records as they
exist on a certain date or before they are converted for use in a new program.
You can store a copy of the file as it exists on a certain date and instruct
TapeWare to make certain that this file and media it is on are not overwritten
with other data. TapeWare will keep track of the file and the media in its
database and you will be able to retrieve it if necessary. Unlike an archive job,
the file that was backed up is not deleted from the file server or workstation. This
type of backup job is sometimes called a historical backup.
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Restore Jobs

Restore jobs copy files from backup devices to workstations and file servers. You might
create and run a restore job when files on a workstation or file server have been lost
because of a disk crash, when you need to view a file that has been archived (backed up

onto a tape and then deleted) or when you need data from a particular historical version
of a file.

Verify Jobs

Verify jobs compare a file on some media, such as a tape, with a file at a workstation or
file server. These jobs verify that the two files are in fact the same file. A verify job is
useful when you wish to make sure a particular file, such as a program file, has not been
corrupted or modified.

Job and Database Tabs

The three different job types each have their own tab. You create, modify and run backup
jobs with the Backup tab selected, restore jobs with the Restore tab selected and verify
jobs with the Verify tab selected.

/_:{ Job tabs

vl Wizardl =) Backup =) Verifyl =) Medial @ Devicel @ Queuel % Securityl Databasel

[ @ Admin Folder =R s Y 8 | =) & ) = o R

E--'ﬁ Home (=1
=)~ (&) Adrmin Folder D ﬁ, ﬁ, Jobs onl
-( Historical Backups . Histarical Legal MT to El Capitan y .
g Legal Documents Archive Backups Docume. .. Hefwfa... Restore Job appear on their
MT to Netware Transters . .
El Capitan Restore Job own tabS, n thlS
Fire Study D ata i i case, a restore
i Netware from NT Restore Fire Study  Metware from .

(& Conservation Study Group Folder Data MT Festore JOb on the

(g Everyone Folder Restore tab.

[-[&H] Galen Clark Folder

-] Sequaia Study Group Foldsr

(5] Stephen Mather Folder

Note that a job only appears on its own type of job tab. For example, backup jobs are
displayed on the Backup tab, but not on the Restore or Verify tabs.

However, you can also view all three types of jobs on the Database tab. But because the
Database tab keeps track of all of the objects in the TapeWare database, it may appear
very cluttered. Normally, when working with jobs, make the appropriate job tab active.
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Creating New Jobs

There are three ways to create new jobs: with the wizard, from the job tab and by copying

old jobs.

Creating Jobs with the Wizard
&

Wizard button

The TapeWare wizard will help guide you through all of the steps necessary to create and
run a backup, restore or verify job. This is often the fastest way to create a new job,

especially when you are inexperienced using TapeWare. After you answer a few
questions, the TapeWare wizard will create the job for you. You can then work with this

job in the database just like any other job.

The fastest way to activate the TapeWare wizard is to click on the Wizard tab. Then
click on the appropriate button to create either a new backup, restore or verify job. You
can also create reports from the Wizard tab which will help you monitor how jobs have
run and the backup status of various files and databases.

=t

File Edit Toolz Wiew Window Help

= Backupl = Hestorel =] \-"erifyl L-a Medial @ Devicel @ Queuel % Securityl ",Ejf Databasel

=1 E3

y Backup Local Machine
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_@l:?l: Backup All Workstations
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e
Backup All Servers

Backs up all network file servers; ns once
or regularly

A
Backup All Machines

Use the
H Backs up all network machines: runs once or Wiews o printg ingtuctions for upcoming jobs
leard tab regularly and logs of past jobs
to create ) o
5y . 7
new backup, Backup Specific Reports
restore and Backs up the files and machines you select; Compiles informational reports about files,
e . unz once of regularly media, and securnity of data
verify jobs.

Restore Specific

Restores files you select to ariginal location

=] Verify Specific

Compares files on media with their original
sources; checks integrity of backup media

Media Content

Shows pou which files are stored on the
media you zelect

(&7
Instructions & Logs

For Help, press F1

ADMINGES outh Sequoia |30-4ug-39 03:00 Fm @ Alertl g

You can also create a new job with the TapeWare wizard by either

e Selecting Wizard... from the Job menu,
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e Typing CTRL+W, or

o Clicking the Wizard button on the toolbar.

Creating New Jobs from a Job Tab

Commonly, you will create jobs while working with one of the three job tabs (Backup,
Restore, Verify) in the main TapeWare object window. When you create a job this way,
TapeWare opens the property sheet of the new job so you can name the job, select files
and schedule it to run. Selecting files and scheduling a job to run is covered in detail in
chapters 5 through 7.

The type of job created depends
on which job tab is active.

‘" Properties of New Restore Job

File Edit Job Tooly ‘iew ‘window He

General Selectionl Dptionsl Schedulel Logs I Permissions

B4 wizards 1= Hestorel =
Ia Hizstarical Backups j | ’E
EI--*ﬁ Home ]

EI-(58 Admin Folder

EIE Hizstorical Backups N _
[:l Legal Documents Archive Lame:
B2 NT to Metware Transfers Tupe: IHestoreJob
(g Conzervation Study Group Folder
(@] Conservationists Folder Effective permission: I[Sup Acc Cre Mod Del Rd 1]
(@) Eveyyone Folder Pt —— —
[1-(gE) Galen Clark Falder
[#-[GH Sequoia Study Group Folder Size: KB
(& Stephen Mather Falder
-5 User 5 Folder
-(@H User & Folder Last backup: I[nm)i]
(g User with Access permission to volu
Created: I[none}\
Deleted: I[none]
M odified: I[none] \
Accessed: I[nune] \
K3 |
For Help, press F1 \ 0K I Cancel | Al | Help |

When you create a new job, its property
sheet automatically opens.

Which type of job you create depends on which job tab is active. Where TapeWare keeps
track of the job depends on which folder is open in the tree display area.

For example, if the Backup tab is active, TapeWare will create a new backup job. If a
personal or workgroup folder is open, TapeWare stores the job in the open folder.



32 TapeWare® User’s Guide and Technical Reference

To Create a New Job from a Job Tab

1. Make either the Backup, Restore or Verify tab active by clicking on it. This
determines what type of job TapeWare will create.

2. Open the folder in the tree view area where you want to store the job. The contents of
that folder are displayed in the object detail area. TapeWare will store your new job
here.

3. Create the new job by either

e Seclecting New Object... from the File menu and then selecting the appropriate
job from the New Object window, or

e Right-clicking in the TapeWare object detail area and selecting New...Job from
the shortcut menu, or

= e Clicking the New Object button on the toolbar and selecting the appropriate job
New Object from the New Object window.

button 4. Type in the name of the new job in the Name box.

TO Create anew jOb I'Ight |ﬁ wizard 72l Backup |@ Hestnrel =3 Venf_ul % Medlal @ Dewcel @ Queuel
click the mouse and select | @ Adnin Foce (e |2 oot BB 0
New...Job from the ‘ =t o

E| (g] Admin Folder

Shortcut menu. ./ [#1-[_] Historical Backups

= Legal Documents Archive
-[Z70 NT to Metw are Transfers
- far instance
[g] Conservation Study Group Falder
{8 Evervone Folder MewBackup |
(8] Galen Clark Folder Job Wi 3

New jobs are stored in
the folder open in the
tree view area.

Mews Job Folder

[0 Sequoia Study Group Folder —————
(81 Stephen Mather Folder Arrange lcons >

(&0 User 5 Folder
(&8 User £ Folder Praperties

Creating New Jobs by Copying

Creating a new job by copying an existing job is sometimes a useful method of creating a
job. In particular, copying an existing job is appropriate when you want your new job to
be like the old job in every way except for a few minor changes.

To Create a New Job by Copying an Existing Job
1. Copy the existing job you wish to duplicate by either

e Holding down the CTRL key as you drag the existing job to a new location, then
skip to step 4 below, or

e Selecting the existing job (with the mouse or keyboard) and pressing CTRL+C, or
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e Right-clicking the existing job and selecting Copy from the shortcut menu, or
o Selecting Copy from the Edit menu.

2. Open the folder you want the new job to be stored in by selecting it in the tree view
area. (To store the job in the same folder as the existing job, skip this step.)

3. Right-click the folder where you want the new job to be pasted and select Paste from
the shortcut menu. Alternatively, highlight the location where you want the job
pasted; then select Paste from the Edit menu or press CTRL+V.

4. Change the name of the new job.

Note TapeWare copies all job properties, including job logs, to the new job.

Renaming, Deleting and Moving Jobs

E You can change the names of jobs or move them to new folders. Or, if you don’t plan to

Delete button use a job again in the future, you can delete it.

You rename, delete and move jobs by either
e Selecting the appropriate command from the Edit menu, or

o Right-clicking the job and selecting the appropriate command from the shortcut
menu.

To move a job, drag it to a new location. You can also use the DELETE key and the Delete
button to delete jobs.

Right-click an object to
display the shortcut
menu to Copy, Move,
Delete and Rename
objects.

Rename

ﬁ Run

Properties

Note When you run a backup job, TapeWare uses its storage management database to
keep track of the files you have backed up and the name of the tape on which they are
stored. Deleting a job does not affect how the storage management database tracks files
and tapes. TapeWare continues to track these files and tapes even after the job that
created them has been deleted.
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Organizing Jobs with Folders

Every backup, restore and verify job is stored by TapeWare inside a folder. You can
create new folders to help organize your jobs or you can use existing folders.

When the TapeWare administrator added you as a user, TapeWare created a personal
folder for your use. Generally, because there may be many users in your TapeWare
storage management zone, it is a good idea to store your personal jobs in your personal
folder. Alternatively, you can store workgroup jobs in the appropriate group folder.

Types of Folders

There are three types of folders: User/Group folders, Job folders and Media folders.
Each of these folders is a container, that is, they store other objects within them. They
differ from each other according to the type of object that can be stored within them.

o User/Group folders can only be stored in a special folder, called the Home folder.
These folders can have either Job folders or Media folders within them; additionally,
you can store jobs or media “loose” in these folders.

e Job folders can only be stored in User/Group folders or in other Job folders. These
folders usually have jobs stored within them, although you can also store additional
job folders within them.

e Media folders can only be stored in User/Group folders or in other Media folders.
These folders usually have media stored within them, although you can also store
additional Media folders within them. Media folders are discussed further in Chapter
9 — The Media, Device and Database Tabs.

El@ South Sequoia

=] *ﬁ Home
=& in Folder
Job - istarical Backups
3 Legal Documents &rchive
f0|derS - (2] MT ta Metw/are Transfers
=R Capitan Server bain Bakup Job - Raotation Media

Media
User/Group | folders

folders |

equoia Study Group Folder
Stephen Mather Folder

- - -
[ - [ - -
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Folders and Job Tabs

Job folders are unlike jobs in one important way: Job folders appear on all the job tabs
and on the database tab. Jobs, on the other hand, only appear on one tab (backup jobs on
the Backup tab and so forth) and on the Database tab. When you create a new job folder,
that folder appears on all the job tabs and on the database tab.

Similarly, User/Group folders appear on every job tab, as well as the Media tab and the
Database tab.

Media folders, however, only appear on the Media and Database tabs.

|ﬁ \wizards 5 Backup |23 Hestorel =3 Verif_l,ll E Medial
Ia NT ta Metwane Transfers j | (B %1 HE_E

ﬁ Home | |a
i=1-(gA] Adrwin Folder "-'d spays
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(23 Legal Documents &rchive Eackup depending on
ERERER EN T to Metwiare Transfers: H H
= which tab is
The 4 Wizardsl =3 Backup =3 Restoe |% \-ferifyl (2 Medial active.

Ia NT to Metware Transfers j | yl% b 2] Hg_g

same
folder... E-{y} Home ==
=H-{@) Admin Falder i-‘ﬁ
+-[_7] Historical Backups . Netwiare from
21 Legal Documents Srchive MNT Restare

RSUEM T to Metiw are Transfers:

Because every folder is seen on every job tab, you may not need or want to have separate
folders for different types of jobs. For example, a folder that stores only backup jobs will
appear on all three job tabs, including the Restore tab and Verify tab. For this reason, it
is better to name the folder after your workgroup or yourself, than by the type of job
stored in it. Again, a single folder can store all of your personal or workgroup jobs.

5] Wizardsl =B Restore |g |

Don't name job folders after
Histarical Backups j | 1%

type of job, since they
appear on every tab.

[ [Z3 Legal Documents Archive
-2 NT to Mefware Transfers
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Home, Admin and Everyone Folders

Three folders play a special role in every database: the Home folder, the Admin Folder
and the Everyone Folder.

Iﬁ Home

E--ﬁ Harme
- (] Admin Folder
[#-[gH] Conzsrvation Study Group Folder

Home' Admin and : [@] Conservationists Folder
Everyone folders | & everyone Foider

The Home folder is the folder that stores all of the User/Group folders within it. It is
always at the top of the hierarchy in the tree view area of a job tab. You are not allowed
to store jobs “loose” in the Home folder, only inside other folders.

The Admin Folder is a special folder used by the TapeWare administrator. Normally,
only the TapeWare administrator has permissions to the Admin Folder. If you don’t see
it inside your Home folder, this is because the TapeWare administrator has not given you
permissions to view it.

The Everyone Folder is a folder to which every TapeWare user has permission. Your
TapeWare administrator may place jobs in this folder to which he wants everyone to have
access.

Everyone Folder and Permissions

For more
information,
see Chapter 4
— Permissions.

Because of the way TapeWare assigns permissions to new objects, if you create a new
object inside the Everyone Folder, normally everyone will have at least some
permissions to it. For example, if you create a new backup job and store it in the
Everyone Folder, it is likely that every TapeWare user will have permissions to that
folder and thus to the job.

To restrict the permissions of other TapeWare users to a job or folder, the best strategy is
to use a folder to which only you or your workgroup have permission. Granting
permissions are covered in detail in the Chapter 4 — Permissions.
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Creating Job Folders

Usually, the best strategy for organizing your personal jobs or the jobs of your
workgroup is to create a special folder in which to store them. This is particularly true
because it makes it easier and quicker to manage permissions to those jobs.

When the TapeWare administrator adds a user or group, TapeWare creates a personal
folder for that user or group. If you have the proper permissions, you can also create as
many additional new job folders as you need and organize them in whatever way is
convenient. You can create additional job folders either inside your personal or
workgroup folder or inside the Everyone Folder.

) W’izardsl & Backup E2) Restore | 623 v
Ia Fire Suppression Data j | 1% >
= *ﬁ Haome

=[] Admin Folder

v-(Z7 Historical Backups

[ Legal Documents Archive
(27 MT to Mefware Transfers

Fire Study Data
g Mefware from NT Restare

[-[@H Conzervation Study Group Folder
[ Conservationists Folder

[-[g] Everyone Folder

=& Galen Clark Folder

You can create
additional job
folders inside your
personal folder.

-] Sequoia Study Group Folder
-] Stephen Mather Folder

To Create a New Folder

1. Select the existing folder in which you want to store the new job folder. (It cannot be
the Home folder.)

2. Create the new folder by either

o Selecting New Object... from the File menu and then selecting New Job Folder
from the New Object window, or

e Right-clicking in either the tree view or object detail area and selecting New Job
Folder from the shortcut menu, or

= Clicking the New Object button and selecting New Job Folder from the New

New Object Object window.
button

TapeWare creates the new folder inside the selected folder.

3. Type in the name of the new folder on its property sheet.

Tip After creating a new folder, be certain to specify which users have permissions to it.
This is the simplest and fastest way to assign permissions to multiple objects stored in the
folder.




38 TapeWare® User’s Guide and Technical Reference

Moving, Renaming and Deleting Folders

You can move, rename or delete a folder just like you can any other TapeWare objects,
such as jobs; however, you cannot copy folders. When moving, deleting or renaming
folders, keep the following in mind:

Moving Folders Contents of a folder move with the folder to the new location. This may
change the permissions of the objects stored in that folder.

Renaming Folders Only the name of the folder is changed. TapeWare still treats that
folder and any objects associated with it in the same manner.

Deleting Folders Deleting folders also deletes their contents, including any other folders
or jobs contained in that folder. Before deleting a folder, be certain that you wish to
delete all of its contents.

Warning Once a folder has been deleted, its contents cannot be recovered. Be certain
either that the folder is empty or that you no longer need the contents of the folder before
deleting it.

Modifying Folders
You can rename, delete and move folders using one of these methods:
o Selecting the appropriate command from the Edit menu, or

e Right-clicking the job and selecting the appropriate command from the shortcut
menu, or

e Clicking and dragging the folder to a new location.
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In This Chapter

Security is an important issue when managing a network. One of the most important
functions of the TapeWare storage management database is to handle security. The
storage management database prevents unauthorized users from working with objects to
which they have not been granted security clearance. To ensure only authorized users can
access sensitive data, TapeWare tracks the permissions of each user. The TapeWare
administrator can grant different types of permissions to various users to ensure the
security and integrity of the network data while efficiently implementing a productive
backup program.

® Overview

e Users and Groups

e Effective Permissions

® Types of Permission

® Two Examples of Permissions

e Granting Permissions to Other Users

Overview

Before you can work with any object (directory, file, user, etc.) in the TapeWare storage
management database, you must have effective permissions to that object.

Different types of permissions restrict what type of operations can be performed on an
object. For example, some permissions allow users to write to an object (such as a file, a
tape or a workstation) or create new objects (such as folders or jobs). Sometimes a user is
granted unlimited permissions to an object or all objects. Usually, however, to protect the
integrity of the data and for security reasons, most users have only limited effective
permissions to some (not all) of the objects in the TapeWare database.

39
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Maintaining the security of data on a network is the primary responsibility of the
TapeWare administrator. Because of this, this chapter is only an overview of security and
permissions. This chapter will help the typical user understand how TapeWare handles
security and permissions so that you can work efficiently with your TapeWare
administrator. More detailed information on permissions is covered in Chapter 11 —
Advanced Permissions and Security.

Users and Groups

For more The TapeWare administrator grants permissions to objects in the TapeWare database to
information on either a user or to a group. Individual TapeWare users have effective permission to an
setfing up object either as a user or as the member of a group. A group is a set of users that are all
uf:rssansdee granted permissions in the same way and at the same time. For example, the TapeWare
g\ d(l;if;d New administrator may grant permission to read the files on a tape to users individually, to a
Users and group of users or both to users and to groups.
ggou;;s ";1 Users and groups

apter 11 —
Permissions can be g.rantetd Generall fledia Cantol | Pemissions |

. ermissions to

and Securlty an)?object in this Userz or groups which have permissions to this object:
Reference. case ,a tape 8 Galen Clark

Sequoia Study Group
ﬁ Stephen Mather
Conservationists

Individual TapeWare users can be the member of more than one group or of every group,
depending on how the TapeWare administrator arranges the storage management
database security. The number of groups the TapeWare administrator creates and the
assignment of members to those groups depends on the security needs of your particular
network.

Everyone Group

Normally most TapeWare users are a member of a special group, the Everyone group.
Whenever a new user is added to a TapeWare storage management zone, TapeWare
automatically assigns that user to the Everyone group. Typically, only limited
permissions are granted to the Everyone group, although users can be granted more
extensive permissions either individually or as members of other groups.
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Effective Permissions

The permissions you have to an object in the TapeWare storage management database are
called your Effective permissions. You can view your effective permissions to an object
on the General tab of that object.

& Properties of NetWare from NT Restore

General |Selecti0n| Dptionsl Schedulel Logs I Pelmissionsl

The current user’s effective

permissions to an object are Harme: [Netwiare from NT Flestore
shown on the General tab g [Festore Joo
Of that ObjeCt' fective permissions: I[S up Acc Cre Mod Del Rd'wi]
Attributes: I[Hw ----- A [ =
Size: |u KB

Determining Effective Permissions

A user is assigned effective permissions to an object through by direct permissions or
inherited permissions.

A user has direct permissions to an object if they are listed on the Permissions tab of the
object, if they are equivalent to a user who has direct permissions to the object or if they
are a member of a group that is listed on the Permissions tab of that object.

A user has inherited permissions to an object if they do not have direct permission, but
they have effective permissions to the container that contains the object. If you do not
have direct permissions to an object, you must have effective permissions to the container
in which the object is stored.

Note Your effective permissions to a container object can be either direct or inherited.
All that matters is that you have effective permissions to the container.

When determining a user’s effective permissions to an object, TapeWare checks if the
user has direct permission; if not, TapeWare checks if they have inherited permission.

For example, if a user has the Read direct permission, but the group has the Access
permission, the user’s effective permission is Access.
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Examples of Determining Effective Permissions

The following two examples illustrate how TapeWare determines the effective
permissions a user has to an object.

Effective Permissions Example #1

In this example, a user named Galen Clark has direct permissions only to the User/Group
folder named Galen Clark’s Folder.

Clark has direct permissions to this zalen Clark Falder
folder. @ Clark's Personal Backup Job

When determining the effective permissions Clark has to Galen Clark’s Folder,
TapeWare first looks to see if he has direct permission to the folder. Because Clark is
listed as a user on the Permissions tab of the folder’s property sheet, Clark has direct
permission to the folder. TapeWare uses this information to determine Clark’s effective
rights. TapeWare does NOT look to see if there are any inherited permissions to the
folder.

When determining the effective permissions Clark has to the backup job named Clark’s
Personal Backup Job stored in Galen Clark’s Folder, TapeWare first looks to see if he
has direct permission to the job. Because Clark does not have direct permissions,
TapeWare checks to see if Clark has effective permissions to the container that contains
the job. In this case, TapeWare checks to see if Clark has effective permissions to Galen
Clark’s Folder; because Clark has effective permission to this folder, TapeWare uses
this information to calculate the effective permissions Clark has to the job.

Effective Permissions Example #2

In this example, a user named Stephen Mather has direct permission to the User/Group
folder named Conservationist Workgroup Folder as a member of the Conservationist
Workgroup and to the Job folder named Mather’s Personal Jobs as a user.

Mather has effective
permissions to this folder as
a member of the

[gf] Consersationists Workgroup Folder

conservationist group... EII:l Wawana YWorkgroup Falder
EI[:l b ather's Perzonal Jobs
...and to this folder @ Mather's Archive Job

as a user.
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When determining the effective permissions Mather has to the Conservationist
Workgroup Folder, TapeWare first looks to see if he has direct permission to the folder.
Because Mather is a member of the Conservationist Workgroup which has direct
permissions to the folder, Mather also has direct permissions to the folder. TapeWare
uses this information to determine Mather’s effective permissions. TapeWare does NOT
look to see if there are any inherited permissions to the folder.

When determining the effective permissions Mather has to the Job folder named
Wawona Workgroup Folder stored in the Conservationist Workgroup Folder,
TapeWare first looks to see if he has direct permission to the folder. Because no users or
groups have direct permissions to this folder, TapeWare checks to see if Mather has
effective permissions to the container that contains this folder. In this case, TapeWare
checks to see if Mather has effective permissions to the Conservationist Workgroup
Folder; because Mather has effective permission to this folder, TapeWare uses this
information to calculate the effective permissions Mather has to the Wawona
Workgroup Folder.

Similarly, TapeWare determines the effective permissions Mather has to the folder
named Mather’s Personal Jobs by the direct permissions Mather has to that folder. Note
that when determining the effective permissions to this folder, it makes no difference that
Mather also has effective permissions to the Wawona Workgroup Folder which
contains this folder.

When determining the effective permissions Mather has to the job Mather’s Archive
Job contained in the Mather’s Personal Jobs folder, TapeWare checks to see if Mather
has direct permissions. Because he does not, TapeWare checks to see if Mather has
effective permissions to the container that contains the job. Because Mather has effective
permissions to the Mather’s Personal Jobs folder, TapeWare uses these effective
permissions to determine his effective permissions to Mather’s Archive Job.

Note especially that the effective permissions Mather has to Mather’s Archive Job are
determined ONLY by Mather’s effective permissions to the Mather’s Personal Jobs
folder—and NOT by his effective permissions to the Conservationist Workgroup
Folder or the Wawona Workgroup Folder.

Mather's permisssions @ Conzervationizts “Workaroup Folder  butNOT
to Mather's Archive | =~ “awaona W arkgroup Folder by his
Job are determined by = |:| b ather's Perzonal Jobs effective

his effective permissions

‘o this folder @ b ather's Archive Job permissions

to this folder.
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How Moving Objects Affects Permissions

When an object is moved from one container to another, TapeWare determines the
effective permissions of the object based on its new location.

For example, suppose a user has effective permissions to a job because that job is stored
in his or her User/Group folder, a container to which the user has been granted direct
permission. If the job is moved from that folder to a new folder, the user’s effective
permissions to the job may change. If the job were moved to the Admin folder, the user
would lose permission to it because he or she does not have permission to the Admin
folder. On the other hand, if the job were moved to the Everyone folder, the user will
still be able to access the job, although the effective permissions might be different.

3--»& Haome
=] Admin Ordner E e )
El Capitan Server Main Backup Job - Rotation Media i lf Clark S
[Z3 Historizal Backup s Annual Fire permissions to
g h?gd aocﬁ:’men? Arcl’;ive Suppression Da... thlS JOb are
to Metware Transfers . . .
[#-[8F] Conservation Study Group Folde s Annual FHS inherited from his
(@] Conservationists Folder Hppression Ua.. User/ GI'OUp
- [@f] Galen Clark Folder folder. then th
-3 Fire Suppression Data Ode ’ then t ey
(@] Sequaoia Study Group Folder will Change when
[]---% Stephen b ather Folder it is moved to the
= Uszer 5 Folder .
53-@ User 6 Folder Admin folder.
(] User with Access pemission to valume Folder

Types of Permission

TapeWare controls access to objects in its database with seven different types of
permission. The type of permission determines what actions a user can perform on an
object. Users and groups can be granted all seven types of permission, only some of the
permissions or none of the permissions.

The seven types of permission are Supervisor, Access, Create, Modify, Delete, Read
and Write.
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Supervisor

Access

?;"1 Properties of GF5-20 Main Backup Job M=
Generall Selectionl Dptionsl Schedulel Logs  Permissions |

Users or groups which have permissions to this object; e
- — Permissions

™ Supervizor
[V Access Users or groups
V| Create can have any of

I Moy seven permissions
¥ Delete to an object.
v Bead

[ drite

This is the most powerful permission. Supervisor permission grants the user three specific

abilities:

e First, a user with supervisor permission to an object is automatically granted the other
six permissions to that object;

e Second, a user with supervisor permission to an object automatically has effective
permission to all the objects in the storage management database below that object;
and

e Third, a user with supervisor permission to an object cannot be denied any of the
seven permissions to any object in the storage management database below that
object.

The TapeWare administrator is automatically granted supervisor permission to the
highest container in the TapeWare storage management database hierarchy (called the
System Container). This means that the TapeWare administrator has full permissions to
all the objects in the TapeWare database and that none of these permissions can be
denied.

Often, only the TapeWare administrator will be assigned supervisor permission.

A user with Access permission to an object can grant other users and groups permissions
to that object. For example, if you wish to grant a co-worker permissions to a tape you
have created, you must have Access permission to that tape.
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Create

Modify

Access permission can be very powerful, since it allows a single user the ability to grant
all other users in the TapeWare database extensive permissions to an object. For this
reason, your TapeWare administrator may not grant you Access permission to objects
even though you have other permissions to them. For example, your TapeWare
administrator may grant you permission to read and write from a particular tape. Without
Access permission however, you will not be able to grant other users or groups that same
ability.

You can only grant permissions to other users or groups if you have Access permission.
If you want other users to have permissions to an object, such as a job or tape, and do not
have Access permission to that object, ask your TapeWare administrator to grant the
permissions for you.

This permission allows a user to create new objects within a container object. For
example, to create a new job within a folder, a user must have Create permission to the
folder. Note that the Create permission applies fo the folder, not to the job: it grants the
user permission to create new objects within that folder.

If you want to create new folders or jobs, your TapeWare administrator must grant you
Create permission. Your permission to create new jobs or folders might be limited to a
single folder. For example, you may have Create permission only to the Everyone folder
or to a personal folder that your TapeWare administrator has created for you or your
workgroup.

If you can’t create a new job or folder, first make sure you have selected a folder in the
tree view area to which you have Create rights. If you still cannot create a new job or
folder, ask your TapeWare administrator to grant you Create permission to a folder.

This permission allows a user to change the name and location of an object, such as a job,
in the TapeWare storage management database. Modify permission also allows a user to
change or modify the property sheets of an object. If you have this permission, you will
be able to move, rename and change the property sheets of objects. For example, to
change the name of job, a user must have Modify permission to that job. You must also
have Modify permission to move a job from one folder to another.

Delete, Read and Write

These three permissions control user access to objects, such as tapes, devices and files,
that are read, deleted or written to. These permissions are necessary in order to run
backup, restore and verify jobs as specified below.



Chapter 4 — Permissions 47

To complete a backup job, a user must be granted Read permission to the files to be
backed up and Write permission to both the media and the backup device. If the
backup job will overwrite the media with the new data (as opposed to merely
appending the new data), the user must also have Delete permission to the media.

To complete a restore job, a user must be granted Write permission to the volumes
(disk drives) on which the files are going to restored and Read permission to the
media and backup device. If the restore job will overwrite or replace old files, the
user must have Delete permission to those files.

To complete a verify job, a user must be granted Read permission to the files on the
workstation or file server to be verified, to the media and to the backup device.

Examples of Permissions

The following two examples illustrate how the permissions work with each other.

Permissions Example #1

In this example, a user named Galen Clark has effective permissions to a folder named
Clark’s Jobs, to a drive (or volume) named Clark’s 2 Gig Drive and to a tape named
Clark’s Personal Backup Tape.

Database Object Effective Permissions
Clark’s Jobs (Job folder) [-—CMDRW]
(==l Clark’s 2 Gig Drive (Volume) [-———- R-]
Clark’s Personal Backup Tape (Media)  [————— R-]

These permissions allow Clark to do the following:

Because Clark has Create permission to the Clark’s Jobs folder, he will be able to
create new job folders within that folder and to create backup, restore and verify jobs
inside that folder. The Modify permission allows him to move these jobs between
folders, to change the name of the job and to change the property sheets of these jobs.
The Delete permission allows him to delete any jobs or folders inside this folder.
Clark also has Read and Write permissions to the Clark’s Jobs folder and will have
these same permissions to any object stored in that folder.
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e Because Clark also has Read permission to the volume named Clark’s 2 Gig Drive,
he will be able to select files from that drive for backup. He will also be able to select
files for restoring.

e Because Clark has Read permission to both the tape and to the volume, he will be
able to create and run verify jobs—if he also has Read permission to the backup
device.

These permissions do NOT allow Clark to do the following:

o Although Clark will be able to create a backup job, he will not be able to run the
backup job because he does not have Write permission to the tape. The job must be
run by the TapeWare administrator or some other user the TapeWare administrator
grants Write permission to the tape.

e Similarly, although Clark will be able to create a restore job, he will not be able to
run the restore job because he does not have Write permission to the disk drive. If
Clark wants to run the restore job, he must ask the TapeWare administrator to run it
for him or to grant him the permissions necessary to run it.

e Clark is prevented from granting permission to other users to his folder, to his drive
and to his tape because he lacks Access permission to these objects.

Permissions Example #2

In this example, a user named Stephen Mather has effective permissions to a drive named
Mather’s 1 Gig Drive and to a tape named Mather’s Personal Backup Tape. He is also
a member of the Conservationist group which has effective permissions to a folder
named Conservationist Workgroup Jobs.

Database Object Effective Permissions
g Mather’s 1 Gig Drive (Volume) Mather: [————- R-]
Mather’s Personal Backup Tape (Media) Mather: [————~ RW]

Conservationist Workgroup Jobs (Folder) Conservationists: [ ~—CMDRW]

These permissions allow Mather to do the following:

e Because he is a member of the Conservationist group, Mather will be able to create
jobs and folders within the Conservationist Workgroup Jobs folder. He will also be
able to modify and delete any jobs or folders in that folder.
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Because Mather has Modify permission to the folder and Read permission to the
drive named Mather’s 1 Gig Drive, he will be able to select files from that drive to
backup. Similarly, Mather will be able to select files for restoring because he has
Read permission to the tape named Mather’s Personal Backup Tape.

Unlike Clark, Mather will be able to run backup jobs because he has Write
permission to the tape. (This assumes he also has Write permission to a tape drive.)

Mather will also be able to create and run Verify jobs.

These permissions do NOT allow Mather to do the following:

Although Mather will be able to create and run backup jobs, he will not be allowed to
restore files from those tapes onto his drive because he has not been granted Write
permission to his disk drive.

When Mather runs a backup job, he will be prevented from overwriting old files on
the tape with new files because he does not have Delete permissions to the tape. Thus
the backup jobs he creates and runs must all be append jobs.

Mather, like Clark, is prevented from granting permission to other users to either his
drive or his tape because he lacks Access permission.

Other members of the Conservationist group also have some permissions to the jobs and
folders inside the Conservationist Workgroup Folder, including those created by
Mather. This affects them in the following ways:

They will be able to view the folders and jobs Mather creates in the Conservationist
Workgroup Folder. Because they have Modify permission, members of the
Conservationist group will be able to modify the properties of any jobs or folders
Mather creates inside the Conservationist Workgroup Folder.

Because members of this group lack Read permission to Mather’s drive and tape,
they will be unable to change the files Mather selected for backing up or restoring—
even if they have Modify permission to a job Mather created.

No other members of this group can run one of Mather’s jobs unless the TapeWare
administrator grants them the appropriate Read and Write permissions.
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Granting Permissions to Other TapeWare Users

If your TapeWare administrator has given you Access permission to an object, you will
be able to grant other users and groups permissions to that object. Generally your
TapeWare administrator will only grant you Access permission to objects in the
TapeWare database when he or she wants you to be able to share this data with other
users.

For example, if your TapeWare administrator has given you Access permission to an
archive tape, you will be able to grant other users Read permission to the tape. This
would allow other users to restore files from this tape to any drive they have Write
permission to.

To Grant Permission to Other TapeWare Users

1. Open the properties window of the object to which you wish to grant users or groups
permission.

2. Click on the Permissions tab. (If you don’t have Access permission to an object, the
Permissions tab will not appear on the object’s property sheet.)

3. Click the Add... button.
4. Select a user or group to add in the Browse window and then click OK.

5. Select the appropriate Permissions check boxes at the right of the window.
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Restricting User Permissions

In most cases you can restrict the permissions a user has to an object in the same way you
grant permissions—by clearing the appropriate check boxes on the Permissions tab of
that object. If the user or group is not listed on the Permissions tab of the object, you
must first add that user or group to the list of users or groups that have direct permissions

to that object.
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€ Siophen Mather
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To Restrict Permissions of Other TapeWare Users

...and check the
appropriate
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1. Open the properties window of the object to which you wish to restrict user or group
permissions.

2. Click on the Permissions tab. (If you don’t have Access permission to an object, the
Permissions tab will not appear on the object’s property sheet.)

3. Ifthe user is not listed on the Permissions tab, first add the user or group by clicking
the Add... button and then selecting a user or group to add in the Browse window.

4. Select the user or group to whom you wish to deny permissions on the Permissions

tab.

5. Clear the appropriate Permissions check boxes at the right of the window.
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When you restrict a user’s direct permissions to a container, you also change that user’s
effective permissions to objects within that container—but only when the user’s effective
permissions to those objects are inherited from that container’s effective permissions. For
example, if you deny a user direct Modify permission to a job folder by clearing the
Modify check box under that user’s name, you also deny that user effective Modify
permission to jobs stored in that folder—unless that user has direct permissions to those

jobs.

Normally, your TapeWare administrator will have arranged the security of your storage
management zone to prevent unauthorized permission to files and tapes. However, if you
believe another user’s permission to an object should be restricted and you cannot restrict

it yourself, notify your TapeWare administrator.
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You use the Selection tab of a job’s property sheet to select files for backing up, restoring
and verifying. TapeWare’s powerful selection filters allow you to select exactly the files
you want and to automatically update your selection before the job is run.

In This Chapter
e Overview
e Backup Selection Concepts
e Selecting Files for Backup Jobs
e Restore Selection Concepts
e Selecting Files for Restore Jobs
e Restoring Files with New Names and Locations
e Verify Selection Concepts

e Selecting Files for Verify Jobs
Overview

When you select files for a job, you want to select only those files which are necessary
for your job and not any others. However, you also want your selection criteria to be
flexible enough to automatically select new files that meet your criteria.

TapeWare allows files to be selected in several ways: by directly selecting volumes,
folders and files; by using filters to sort through selected files; and by additional
automated filters used by TapeWare when your job is run. For restore jobs, you can also
specify which instance or version of a file you wish to restore, what name that new file
will have and what folder or directory the file will be restored to.

53
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By specifying your selection criteria carefully, when TapeWare automatically updates the
selected file list each time your job is run, you can be certain that the job will work with
those files you intended to select.

This chapter discusses how to select files for separately each type of job: backup jobs,
restore jobs and verify jobs. For each type of job, there is a discussion of concepts you’ll
need to correctly and carefully select files. Be certain to read this section before
proceeding.

Backup Selection Concepts

You use the Selection tab of a job to select files for that job.

Files are selected for backup in three steps. In the first step, the appropriate files are
selected by marking them with a check. In the second step, these marked files are sorted
through using filter selection criteria. This step is optional. In the last step, as the job is
run, TapeWare checks to see if it will back up all the files or only those files that have
changed since the last backup job.

Marking Files for Backup

A file is selected for backup when the selection box next to the file is checked.

When the box next to a folder or other container is gray, it means that this folder or
container contains selected files, even though it is not selected itself. When the box next
to a folder or other container is grayed and checked, the folder itself is selected and may
also contain selected files within it.
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You can select or deselect a file for backup by checking or clearing the selection box next
to the file. You can also select the folder that contains the file and not the file itself.
Notice that when you mark a container, such as a folder or volume, all of its contents,
including all the folders and containers it contains, are also marked.
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Selecting Folders vs. Selecting Files

You can select the contents of the folder in one of two ways: either by individually
marking the selection box of each object in that folder one-by-one or by marking the
selection box of the folder itself. Which method you choose is important because it
affects which files TapeWare includes in the selection list after changes have been made

to that folder.

If you select the contents of the folder individually, when new objects such as files are
added to the folder, TapeWare does not select them for backup. However, if you select
the folder itself, when new items are created in that folder, TapeWare also selects these

files for backing up.
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In general, when selecting files for backup, especially for jobs designed for disaster
protection, begin by selecting containers at the top of the TapeWare hierarchy. Then
deselect containers or files lower in the hierarchy that you do not need to back up.

For example, you could begin by selecting the network container icon at the top of the
hierarchy. This will automatically select all of the machines on the network and all of the
volumes on those machines. If there are machines, volumes or folders you do not want
backed up, unselect them by clearing their selection box. When new machines or
volumes are added to the network (that is to the current storage management zone),
TapeWare will automatically select these machines and volumes.
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There is an additional reason to select containers rather than the objects in the containers:
to ensure that you don’t miss any files stored loose in the container.

For example, suppose you want to back up a folder named 1995 Fire Study Data &
Reports and the folder named 1995 Reports that is in it, but not the folder named Field
Data. If you check only the 1995 Reports folder, your job will not back up any files in
the 1995 Fire Study Data & Reports folder that are not in the 1995 Reports folder.
Instead, check the 1995 Fire Study Data & Reports folder and then clear the Field Data
folder. This selects all files in both the 1995 Fire Study Data & Reports and 1995

Reports folders.
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Selecting Files with Filters

E Selection filters let you identify specific volumes, folders and files to exclude from the
Selection backup, restore or verify job. Click the Selection Filters button on the toolbar. Then
Filters button specify the filter criteria for the job.

Note The selection filters you specify are applied to all of the volumes, folders and files
that have been marked for the job. You cannot apply different filters to different folders
or volumes in the same job.

How Selection Filters Work

By default, TapeWare backs up all volumes, folders and files that have been marked for
the job. Selection filters let you identify specific criteria for excluding one or more of
these marked objects. TapeWare applies these filter criteria at runtime, in effect
unmarking any objects that do not meet the criteria.
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For example, suppose you want to exclude all files that were created before 2002. Access
the Date Range window for the Create range field. Select On or after for the Range
type. Enter 1-Jan-2002 for the Starting date. When you run the job, TapeWare
temporarily deselects all files with a creation date before 2002. They will be excluded
from the backup.

You can change the filter criteria at any time. You can also mark or unmark objects
before running the job. TapeWare does not apply the filter criteria to any marked object
until it runs the job.

Note You cannot use selection filters to add unmarked objects to the job set. Selection
filters are only used to exclude marked objects from the job set.

Filters and Grayed Folders

When you apply a filter to a marked folder, this may result in no files from that folder
being selected. Although no files in that folder are selected, the folder will still appear
with a grayed selection box next to it. The grayed selection box indicates that if any new
files which meet the filter criteria are created in that folder, they will be selected for the

job.
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Selecting Changed Files Only

When you run a job repeatedly, particularly backup jobs designed for disaster protection,
many times you only want to back up files that have changed since the last time you ran a
backup job. TapeWare handles this with the backup mode setting.

If you want to back up all selected files, use the Full backup mode setting; TapeWare
does not deselect any selected files.

If you only want to back up files that have changed since the last fu// backup, use the
Differential backup mode setting; TapeWare automatically deselects all the files that
have not changed since the last fi/l backup.
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If you only want to back up files that have changed since the last backup, use the
Incremental backup mode setting; TapeWare automatically deselects all the files that
have not changed since the last backup.

The job then runs with this updated selected file list.

Automatically Selecting New Files for Backup

When you set up a job to run repeatedly, you want that job to adjust to changes made to
any of the directories on your computer or any machine in your storage management
zone. Sometimes these changes include the addition of new files and directories that were
not originally selected when the job was created. It may even include the addition of new
machines on the network or any volumes on these machines that were not previously
selected for backup.

If your selection criteria was carefully specified, TapeWare will also select these new
files, folders, volumes and machines for backup. In general, a new file or container is
selected for backup if (1) it is in a container selected for backup and (2) it meets the
selection filter criteria.

For example, a new folder will be included in the backup selection list if it is in a selected
container. If you create a new folder at the root level on a volume, that folder will be
selected for backup if the volume was marked for backup. The files in that folder that
pass through the selection filter criteria will be included in the backup job. However, if
the volume itself was not selected, the new folder will not be selected.
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If you want to see what files will be backed up, open up the Selection tab on the job’s
property sheet. Whenever this tab is opened, TapeWare recalculates which files should be
selected for backup. Check the display to see that the files you intended to be backed up
are selected.

Note The Selection tab shows all files that will be backed up by a full backup job. It does
NOT indicate which files will not be backed up by a differential or incremental backup.
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Selecting Files for Backup Jobs

e
Selection
Filters button

R

To select files for backup jobs
1.
2.

Open the property sheet of the backup job and click on the Selection tab.

Check the selection boxes next to the files, folders or other containers you wish to
include in the job.

Click on the Selection Filters button on the toolbar and specify filter selection
criteria. (You can skip this step if you don’t wish to apply any selection filters.)

Examine the tree view and object detail areas on the Selection tab to see that the files
you intended to select are marked for backup.

Applying Filter Criteria

d
Selection
Filters button

When you click on the Selection Filters button, the Selection Filters window appears.
This window has multiple selection filters you can apply to the files you have selected.
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Note Each filter criterion works independently. To be selected for backup, each file must
pass every filter criterion specified. For example, if you specify that every file selected
must have been created after January 1, 2002 and must have .doc as its extension,
TapeWare will only select files which meet both selection criteria.
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Filter Selection Criteria

This section contains a brief description of each selection filter TapeWare applies to the
files and folders marked for backup.

Note that some of the selection criteria are operating system-specific. Your storage
management zone may include multiple machines working with files created by different
operating systems. If you select a filter criterion that is operating system-specific, files
from other operating systems will be automatically excluded from the backup. This
affects, in particular, the Required attributes and Exclude attributes filters.

Note TapeWare figures the century dates using the following algorithm: if the year is 70
or smaller, the century is set to 20 (21st century); if the year is 71 or greater, the century
is set to 19 (20th century). For example, if you set the date to 01-Jun-33, TapeWare
calculates the date as June 1, 2033. If the date is set to 05-Apr-81, TapeWare calculates
the date as April 5, 1981.

Backup Range

The backup date is the date a file or other object was last backed up. Each time a file is
backed up, TapeWare changes the backup date to match the current date. Each file has
exactly one backup date. You can use this filter for files that have been backed up on
specific dates. More often, however, you would use this filter to filter out files that have
been recently backed up.

By | To select files that have specific backup dates, click on the Filter Change button next to
Filter Change the Backup range field. In the Date Range window that appears, select the appropriate
button range type and the starting and ending dates and times.

¥ Date Range HE
Range type: by
Starting date: 01-Jan-70 _Ij

Starting time: 12:00 Am ::

|
Ending date: IUB-Feb-DB _|::‘

E hding tirne: 0628 Arm
Date Range
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Cancel




Chapter 5 — Selecting Files and Instances 61

Modify Range
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Each time a file is modified, its modified date is updated. You can use this filter to
backup files whose modified date matches your criteria. TapeWare checks the directory
information on the volume to see if the file should be included for backup. For example,
you can select only those files that were modified after a certain date and time or,
alternatively, those that were modified before a certain date and time.

To select files that have specific modify dates, click on the Filter Change button next to
the Modify range ficld. In the Date Range window that appears, select the appropriate
range type and the starting and ending dates and times.

When a file is first created, it is assigned a create date. You can use this filter to select
only those files that match your criteria. TapeWare checks the created date for each file
stored in the directory of the volume and uses this to select files for backing up.

To select files that have specific creation dates, click on the Filter Change button next to
the Create range field. In the Date Range window that appears, select the appropriate
range type and the starting and ending dates and times.

Note Since DOS does not support create dates, TapeWare ignores this filter on DOS
volumes.

Each time a file is read, whether or not it is modified, its access date is updated. You can
use this information to select files for backup. For example, you might want to back up
only those files which have been accessed (opened or read) in the past two months.
Alternatively, you could back up only those files which have not been accessed in the
past two months.

To select files that have specific access dates, click on the Filter Change button next to
the Access range field. In the Date Range window that appears, select the appropriate
range type and the starting and ending dates and times.

Note Since DOS does not support access dates, TapeWare ignores this filter on DOS
volumes.

This filter lets you select files for backup according to their sizes. You might want to
select only smaller files, larger files or files between two sizes.
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|

Filter Change
button

To specify a filter that sorts files according to their sizes, click on the Filter Change
button next to the Size range field and then select the appropriate criteria in the Size
Range window that appears.

Y Size Range d B

Range type: I Between two gizes j

inimum size: ID _Ij Butes
b aximum zize: |429495?295 _Ij Buytes

Size Range

WindOW 1] 3 I Cancel

Instance Range

|

Filter Change
button

Each time TapeWare backs up a file, it creates a new instance of that file. For example, a
file named Expense Account Reporting Form may have been backed up several times
during the previous months and years. Typically, each instance of the file is stored on the
backup media of a different job. TapeWare tracks each instance of a file separately in its
storage management database.

You can use this filter to instruct TapeWare to not back up files for which you already
have multiple instances. For example, you may not want any more than three instances of
a particular file backed up. When you set the Range type to At most and Maximum
instances to 3, TapeWare only backs up those files with less than three instances.

Note, however, that having multiple instances of a file does not ensure that the instances
you have reflect the latest changes to the file. It may have been modified after the last
time you backed it up. If so, your latest instance may not match the file’s current form.

To specify a filter that selects files according to their number of instances, click on the
Filter Change button next to the Instance range field and then select the appropriate
criteria in the Instances Range window that appears.

Y Instances Range 2=l
Range type: I Between j

= . =1

Mimimumm instances: ID =

b asimum instances: |429498?295 ﬁ
Instances
Range

. ak I Cancel

window
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Wildcard Type

Must Match

Cannot Match

Select which wildcard format you wish to use from the list box. You can use any of the
following formats:

e DOS: Uses the 11-character name format with the eight-character primary name and
the three-character extension, e.g., filename.txt.

e Long: Uses the 256-character name format with a long primary name and an
extension with multiple characters, e.g., Monday backup.txt.

e UNIX: Uses UNIX search expression format, e.g., [Mm]onday.

TapeWare lets you use wildcard matches to include files. Only files that match the
wildcard indicated in the Must match field are included in the backup set. For example,
if you enter *.exe, TapeWare will only back up those files with the .exe file extension.

You can specify multiple wildcards by separating each with a semicolon (no spaces). For
example, if you enter *.exe;*.doc in the Must match field, TapeWare selects all files that
have either the .exe extension or the .doc extension.

This wildcard field works just like the Must match field except that it excludes any files
that match the wildcards. You can specify multiple wildcards by separating them with a
semicolon (no spaces); if you specify multiple wildcards, TapeWare excludes any file
that matches any one of the wildcards you specify.

Required Attributes

Operating systems track certain features of files called attributes that they use to manage
these files. You can use these same attributes as a selection filter. In the Required
attributes field, if an attribute is checked, TapeWare only selects those files which have
these attributes. For example, if you check Hidden, TapeWare only selects those files
which the operating system has assigned the Hidden attribute.

You can select multiple attributes. In this case, TapeWare only selects those files that
meet all of the required attributes.

Note that some of these attributes are only supported by certain operating systems. If you
specify an attribute that is specific to a particular operating system, then only files created
under that operating system will be selected for backup.
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Exclude Attributes

Parents

Children

Media

This field works like the Required attributes field except that TapeWare excludes files
that match these attributes. For example, if you have checked the Execute Only box,
TapeWare will exclude from the backup job any files with the Execute Only attribute.

You can select multiple attributes. A file that has any one of these attributes will be
excluded. For example, if you mark the Hidden and System attributes, any file that has
either attribute will be excluded.

When this option is checked, TapeWare backs up the directory information for the parent
along with the file. This option must be checked in order for folders and other directory
data to be backed up. When this option is not checked, TapeWare will not back up any
parent information for any file backed up.

When this option is checked, TapeWare backs up the selected files. If you want only to
back up the marked directories, however, you can clear this option. When the Children
box is unchecked and the Parents box is checked, TapeWare backs up the directory
structure, but not the files stored in the directories (that is, in the folders).

This option can be useful for replicating a complex directory structure. Begin by marking
the directory structure you wish to duplicate. Then clear the Children option. TapeWare
will back up only the directory structure. You can then replicate that directory structure to
any volume by restoring the directory to that volume.

TapeWare tracks instances of files and the media on which those instances are stored.
You can use this information to sort files according to the media on which they appear.
Only files with instances on the media in the Media field will be selected for the backup
job. For example, if you select media named “Daily Set:1,” TapeWare will only include
files in the backup job which have a valid instance on the media named “Daily Set:1.”

To sort files according to the media on which they appear, click the Add... button and
select the media from the Browse window. Note that you must select a Media object, not
a Media folder or User/Group folder. If there are multiple media shown in the Media
filter field, only files which have a valid instance on al/l the media listed will be selected.
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This filter has limited applications for backup jobs. One way to use it, however, would be
in the case of media you know is corrupt or damaged. To back up a new instance of every
file on that damaged media, begin by creating a new job and then selecting the
appropriate Network or Machine object on the Selection tab. Then open the Selection
Filters window by clicking on the Selection Filters button. Add the damaged media to
the Media field. Then set the Backup mode on the job’s Options tab to Snapshot. When
TapeWare runs the job, it will only back up files which had an instance on the damaged
media shown in the Media field.

Restore Selection Concepts

You select files for restoring the same way you select files for backing up; however
besides selecting which files you wish to restore, you can also change the name of the
restored file, restore it to a new location and create a new folder in which to restore the
file. Additionally, when you select a file for restoring, you must specify which instance of
the file you wish to restore.

Files are selected for restoring in four steps. In the first step, you modify the file tree to
look the way you want it to appear when you restore the files. For example, you might
make a new folder to store the restored files in. Second, the appropriate files are selected
by marking them with a check and selecting the appropriate instance. In the third step,
these files are filtered using multiple selection criteria. In the last step, you can specify
new names and locations for the restored files.

Selecting Files for Restoring

A file is selected for restoring when a check mark appears in the selection box next to the
file.

When the box next to a folder or other container is gray, it means that this folder or
container contains selected files, even though it is not selected itself. When the box next
to a folder or other container is grayed and checked, the folder itself is selected and may
also contain selected files within it.
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You can select or deselect a file for restoring by checking or clearing the selection box
next to the file. You can also select the folder that contains the file and not the file itself.
Notice that when you mark a container, such as a folder or volume, all of its contents,
including all the folders and containers it contains, are also marked.
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Note The tree view and object detail areas are different for restore jobs than for backup
jobs. For restore jobs, the files displayed in the tree view and object detail areas are the

files for which TapeWare has instances in its storage management database. For backup
jobs, on the other hand, the files displayed are those currently present on the file servers
and workstations in the current database zone.

Selecting Instances of Files

Each time a file is backed up, an instance of that file is created. There may be multiple
instances of files stored on different media created by different backup jobs. TapeWare
keeps track of all the instances of each file in its storage management database and the
media on which each instance is stored. When media is overwritten or deleted, TapeWare
deletes those instances from its storage management database as well.
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When you select a file for restoring, TapeWare automatically selects the <Latest>
instance. If you want to select an instance other than the latest instance of a file backed
up, you must select that instance in the Instances of... window. When you open the
Instances of... window, the Available instances field shows a list of the instances of the
file and the media on which those instances are stored. Select which instance you want to
restore by highlighting it. For more information about a particular instance of a file, click
on the Details button. TapeWare displays various details it uses to manage the file in its
storage management database, including its backup date and its modify date.

B Instances of My Documents EH
Avvailable instances:
Backed up | Status | Media
-4ug-99301:10 Pm Mot verified Media: 2
20-40g-99 04:44 Pm Mot verified Media:1

<Latest>

Instances

window 1] | _>| Dietails »» |

If you select the <Latest> parameter, TapeWare will restore the most recent instance of
that file or folder.

In general, if you want to restore a specific instance of the file, you must select that file
directly and specify which instance you wish to restore in the Instances of... window.

Note that when you specify an instance date for a container, such as a folder or a volume,
only those files which have matching instance dates will be selected. If a file does not
have an instance date that matches the date of the container, it will not be selected. On the
other hand, if you want only certain files to be restored, you can specify the instance date
of a container to only select those files with matching instance dates.

Selecting Instances of Folders

When you select a folder, TapeWare automatically selects the <Latest> instance for that
folder and for every file within that folder. If you wish to specify another instance, open
the Instances of... window and highlight the instance date to select it.

TapeWare uses the instance you specified when you selected the folder to also select files
contained within that folder. Specifically, a file is selected for restoring only if an
instance matches the folder instance.

Note When you specify an instance date for a folder, volume or other container, files
stored in that container are only selected when they have an instance date that matches
the instance date of the container. Many times, files will not have instance dates that
match the dates of the containers they are stored in, for example, when you select an
instance date from an incremental or differential backup job. To be sure you select all of
the files inside a container, select the <Latest> instance for that container.
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Consider these two examples:

In the first example, by selecting the <Latest> instance of the folder, all of the files
contained within the folder are selected because each of these files has a <Latest>
instance. Note that these instances may be from different dates and different backup jobs,
but because each file has a <Latest> instance, each one will be restored.
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will be selected.

In the second example, another instance besides the <Latest> instance was selected. In
order for the files within the folder to be selected for restoring, they must have an
instance date that matches that selected for the folder. In this example, some files are not
selected for restoring because they do not have an available instance which matches the
instance date selected for the folder.
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instance date.

In general, if you want to restore a specific instance of the file, you must select that file
directly and specify which instance you wish to restore in the Instances of... window.

Selecting Folders vs. Selecting Files

You can select the contents of the folder in one of two ways: either by individually
marking the selection box of each object in that folder one-by-one or by marking the
selection box of the folder itself. Which method you choose is important because it
affects which files TapeWare includes in the selection list after changes have been made
to that folder.
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For example, if you select a folder for restoring by marking its selection box, all of the
contents of that folder are restored. If a new backup job is run before the restore job is
run, TapeWare selects files for restoring using the new folder’s contents. So, for example,
if a new file is created in that folder, TapeWare will also restore that file. Additionally, if
you have selected the <Latest> instance of the folder, TapeWare will use the latest
instance of each file in its storage management database. These files may be newer than
the files you originally selected.

Instances and Filters

You cannot use filters for selecting instances. The Selection Filters window can be used
to sort through the instances you have otherwise specified in the Instances of... window,
but filters will not change the selected instance date.

Selecting Files with Filters

d
Selection
Filters button

Selection filters let you identify specific volumes, folders and files to exclude from the
restore job. Click the Selection Filters button on the toolbar. Then specify the filter
criteria for the restore job.

Note The selection filters you specify are applied to all of the volumes, folders and files
that have been marked for restore. You cannot apply different filters to different folders
or volumes in the same job.

How Selection Filters Work

By default, TapeWare restores all volumes, folders and files that have been marked for
restore. Selection filters let you identify specific criteria for excluding one or more of
these marked objects. TapeWare applies these filter criteria at runtime, in effect
unmarking any objects that do not fit the criteria.

For example, suppose you want to exclude all files that were created before 2002. Access
the Date Range window for the Create range field. Select On or after for the Range
type. Enter 1-Jan-2002 for the Starting date. When you run the job, TapeWare
temporarily deselects all files with a creation date before 2002. They will be excluded
from the restore.

You can change the filter criteria at any time. You can also mark or unmark objects
before running the job. TapeWare does not apply the filter criteria to any marked object
until it runs the job.

Note You cannot use selection filters to add unmarked objects to the restore set.
Selection filters are only used to exclude marked objects from the restore set.
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Changing the Name and Location of Restored Files

When you restore a file, you may wish to restore the file with a new name or in a new
location. If you restore a file to its original location using its original name, if that file
currently exists there, TapeWare overwrites the current file with the restored file.

You can avoid overwriting current files by giving the file a new name or by restoring the
file to a new directory. For example, to avoid replacing the current file named Project
List with a previous, older instance of the file, you can rename the file before restoring it
or restore it to a different folder.

You can either select a different folder or, alternatively, TapeWare lets you create a new
folder in which to restore the files.

Selecting Instances of Files for Restore Jobs

Select Instance
button

Each time you mark a selection box of a file or folder for restoring, TapeWare
automatically selects the <Latest> instance. If you want to specify a different instance,
use the Instances of... window to select which instance of the file you wish to restore.

You can also specify a particular instance of a file or folder by highlighting it in the tree
view or object detail areas and then clicking the Select Instance button on the toolbar.
TapeWare will show you the Instances of... window with a list of the available instances
for that file.

Be certain to specify carefully which instance of a file you wish to restore. A single
TapeWare restore job can restore files backed up over a period of months or years on
media created by many different backup jobs. You can easily restore all of the latest
instances of the files by selecting <Latest> in the Instances of... window. However, if
you want instances of files that were created on different dates, you must select each
instance of each file individually.

Note that you cannot restore multiple instances of the same file in a single restore job. If
you want to restore more than one instance of a file, you must create and run a separate
job for each instance.

To select instances of files for restore jobs

1. Open the Properties sheet of the restore job and click on the Selection tab.

2. Check the selection boxes next to the files, folders or other containers you wish to
include in the job.
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3. To select a specific instance of the objects you selected, highlight the folder or file
Select Instance and click the Select Instance button. In the Instances of... window that appears,
button select the appropriate date of the instance you wish to restore. If you want to include

all of the files in a folder or on a volume, select <Latest>.

E 4. Click on the Selection Filters button on the toolbar and specify filter selection
Selection criteria. (You can skip this step if you don’t wish to apply any selection filters.)
Filters 5. Examine the tree view and object detail areas on the Selection tab to check that the

button files you intended are marked for restoring.

Additionally, you can change the names of the files and store them in new locations. This
is discussed in Restoring Files with New Names and Locations later in this chapter.

Applying Filter Criteria

T When you click on the Selection Filters button, the Selection Filters window appears.
Selection This window has multiple selection filters you can use to sort through the files you have
Filters selected for restoring.
button Y selection Filters 2=l
Backup range: |<Any Datex il
I odify range: |<Any Datex il
Create range: |<Any Datex il
Delete range: |<An}I Datex il
Access range: |<Any Datex il
Size range: |<An_l,l Sizex il
Instance range: |<An}l rurnber of instances> il
Required attributes:
‘wildcard type: IDDS j [IRead Only ﬂ
[ Hidden
Must match: I CSystem
Cannat match: I EE:‘E_C_UEE Orily j
Media: Exclude attributes:
. []Read Only -
Selection [Hidden :I
Filters ¥ Farents [1System
window for ¥ Chiden || ) S a
restore jobs Resetdl | Rl | Delzte | ok | Cancel |

Note Each filter criterion works independently. To be selected for restoring, each file
must pass every filter criterion specified. For example, if you specify that every file
selected for restoring must have been created after January 1, 2002 and must have .doc as
its extension, TapeWare will only select files which meet both selection criteria.
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Filter Selection Criteria

Backup Range

>

Filter Change
button

This section contains a brief description of each selection filter TapeWare applies to the
files and folders marked for restoring.

Note that the Selection Filters window for restore jobs is similar to the Selection Filters
window for backup jobs. This allows you to use the same filters to select the files for
restoring that you used for selecting files for backing up previously. This allows you to
create a restore job that selects the same files as a backup job, no matter how widely
distributed over the network these files may be.

Note TapeWare figures the century dates using the following algorithm: if the year is 70
or smaller, the century is set to 20 (21st century); if the year is 71 or greater, the century
is set to 19 (20th century). For example, if you set the date to 01-Jun-33, TapeWare
calculates the date as June 1, 2033. If the date is set to 05-Apr-81, TapeWare calculates
the date as April 5, 1981.

When a file is backed up, TapeWare stores in its storage management database the date
the file was backed up. This is called the backup date. Each time you back up a file,
TapeWare changes the backup date to the date of the backup. (You can view this
information for all of the available instances in the Instances of... window in the Backed
up field list.) You can use this information to filter files for restore jobs.

To select files that have specific backup dates, click on the Filter Change button next to
the Backup range field. In the Date Range window that appears, select the appropriate
range type and the starting and ending dates and times.

¥ Date Range [ 2]

Range type: by

Starting date: 01-Jan-70 _Ij
Starting time: 12:00 Am _|::‘
Ending date: IUB-Feb-DB _|::‘
E hding tirne: IDB:28 A _I:

Date Range
window ok I Cancel
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Modify Range

>

Filter Change
button

Create Range

|

Filter Change
button

Delete Range

Each time a file is modified, its modified date is updated. You can use this filter to restore
files whose modified date matches your criteria. TapeWare checks the directory
information on the volume to see if the file should be included in the restore job. For
example, you can select only those files that were modified affer a certain date and time
or, alternatively, those that were modified before a certain date and time.

To select files that have specific modify dates, click on the Filter Change button next to
the Modify range ficld. In the Date Range window that appears, select the appropriate
range type and the starting and ending dates and times.

When a file is first created, it is assigned a create date. You can use this filter to select
only those files that match your criteria. TapeWare checks the created date for each file
stored in the directory of the volume and uses this to select files for restoring.

To select files that have specific creation dates, click on the Filter Change button next to
the Create range field. In the Date Range window that appears, select the appropriate
range type and the starting and ending dates and times.

Note Since DOS does not support create dates, TapeWare ignores this filter on DOS
volumes.

This filter gives you an easy way to select files to restore that have been deleted from the
volume, but for which TapeWare has valid instances stored in its storage management
database and on valid media.

When files that have once been backed up are later deleted, TapeWare marks these files
with a special icon, indicating that they have been deleted. In addition, TapeWare assigns
the file a delete date, which you can view on the General tab of that file’s property sheet.
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This filter instructs TapeWare to only restore files which have a delete date that matches
the criteria you have set. Note that if a file has not been deleted from the volume, it will
be excluded by this filter and thus will not be selected for restoring.

You can easily select every file deleted for restoring by first marking the selection box of
the volume and selecting the <Latest> instance. This will cause all of the files to be
selected initially. Then, click on the Filter Change button next to the Delete range field
and then select On or before from the Range type list box. Next select a random future
date, for example, February 6, 2106. TapeWare will exclude all of the files that have not
been deleted from the set of files to be restored. When you return to the Selection tab,
only those files that have been deleted will be checked.

On the other hand, you can also not restore files that have been deleted. In this case, set
the Delete range filter to On or before some random early date, such as January 1, 1980.
Any file that has been deleted will be filtered out by this filter, so that no deleted files
will be restored. This can be useful if you don’t want to unnecessarily restore files that
were properly deleted in the first place.
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Access Range

>

Filter Change
button

Size Range

>

Filter Change
button

Each time a file is read, whether or not it is modified, its access date is updated. You can
use this information to select files for restoring. For example, you might want to restore
only those files which have been accessed (opened or read) in the past two months.
Alternatively, you could restore only those files which have not been accessed in the past
two months.

To select files that have specific access dates, click on the Filter Change button next to
the Access range field. In the Date Range window that appears, select the appropriate
range type and the starting and ending dates and times.

Note Since DOS does not support access dates, TapeWare ignores this filter on DOS
volumes.

This filter lets you select files to restore according to their sizes. You might want to select
only smaller files, larger files or files between two sizes.

To specify a filter that sorts files according to their sizes, click on the Filter Change
button next to the Size range field and then select the appropriate criteria in the Size
Range window that appears.

¥ Size Range i |
Fiange type: IBetween two sizes j
Minimum size: ID _|::' Bytes
b aximum size: |429498?295 _I; Bytes
Size Range
. g oK I Cancel
window

Instance Range

Each time TapeWare backs up a file, it creates a new instance of that file. For example, a
file named Expense Account Reporting Form may have been backed up several times
during the previous months and years. Typically, each instance of the file is stored on the
backup media of a different job. TapeWare tracks each instance of a file separately in its
storage management database.

You can use this filter to instruct TapeWare to select files according to the number of

instances that exist in the database. You might, for example, instruct TapeWare to restore
all of the files for which there is only one instance. When you set Range type to At most
and Maximum instances to 1, TapeWare only restores those files with a single instance.
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|

Filter Change
button

Wildcard Type

Must Match

Cannot Match

Note, however, that having multiple instances of a file does not ensure that the selected
instances reflect the latest changes to the file. If it was modified after the last time you
backed it up, your latest instance may not match the file’s current form.

To specify a filter that sorts files according to their number of instances, click on the
Filter Change button next to the Instance range field and then select the appropriate
criteria in the Instances Range window that appears.

Y Instances Range 2=l
Range type: I Between j

= . =1

Mimimumm instances: ID =

b asimum instances: |429498?295 ﬁ
Instances
Range

. ak I Cancel

window

Select which wildcard format you wish to use from the list box. You can use any of the
following formats:

e DOS: Uses the 11-character name format with the eight-character primary name and
the three-character extension, e.g., filename.txt.

e Long: Uses the 256-character name format with a long primary name and an
extension with multiple characters, e.g., Monday backup.txt.

e UNIX: Uses UNIX search expression format, e.g., [Mm]onday.

TapeWare lets you use wildcard matches to include files. Only files that match the
wildcard indicated in the Must match field are included in the restore set. For example,
if you enter *.exe, TapeWare will only restore those files with the .exe file extension.

You can specify multiple wildcards by separating each with a semicolon (no spaces). For
example, if you enter *.exe;*.doc in the Must match field, TapeWare selects all files that
have either the .exe extension or the .doc extension.

This wildcard field works just like the Must match field except that it excludes any files
that match the wildcards. You can specify multiple wildcards by separating them with a
semicolon (no spaces); if you specify multiple wildcards, TapeWare excludes any file
that matches any one of the wildcards you specify.
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Required Attributes

Operating systems track certain features of files called attributes that they use to manage
these files. You can use these same attributes as a selection filter. In the Required
attributes field, if an attribute is checked, TapeWare only selects those files which have
these attributes. For example, if you check Hidden, TapeWare only selects those files
which the operating system has assigned the Hidden attribute.

You can select multiple attributes. In this case, TapeWare only selects those files that
meet all of the required attributes.

Note Some attributes are only supported by certain operating systems. If you specify an
attribute that is specific to a particular operating system, then only files created under that
operating system will be selected for restore.

Exclude Attributes

Parents

Children

This field works like the Required attributes field except that TapeWare excludes files
that match these attributes. For example, if you have checked the Execute Only box,
TapeWare will exclude from the restore job any files with the Execute Only attribute.

You can select multiple attributes. A file that has any one of these attributes will be
excluded. For example, if you mark the Hidden and System attributes, any file that has
either attribute will be excluded.

When this option is checked, TapeWare restores directory information for any selected
folder or volume. For example, if you have marked a folder, TapeWare will restore that
folder only if this option is checked. When this option is not checked, directory
information about folders and volumes is not restored.

When this option is checked, TapeWare restores files. When this option is unchecked,
TapeWare does not restore files. This is useful if you want to restore a complex directory
structure, but not the files in that directory. To restore a directory structure, but not the
files (children) stored in the directories, begin by marking the directory for restoring.
Then clear the Children option. TapeWare will restore only the directory structure to the
volume you specify.
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Media
TapeWare tracks instances of files and the media on which those instances are stored.
You can use this information to sort files according to the media on which they appear.
Only files with instances on the media in the Media field will be selected for the restore
job. For example, if you select media named “Daily Set:1,” TapeWare will only include
files in the restore job which have a valid instance on the media named “Daily Set:1.”
To sort files according to the media on which they appear, click the Add... button and
select the media from the Browse window. Note that you must select a Media object, not
a Media folder or User/Group folder. If there are multiple media shown in the Media
filter field, only files which have a valid instance on a// the media listed will be selected.
For more This filter can be useful for restore jobs if you want to restore files only from a particular
information, media. For example, you may have imported media from another storage management
see Import zone and may wish to limit the files restored to those on that particular media. In this
Aé’;gﬁ’;;? 9 case, you can ensure that only files on that media are selected by adding that media to the
The Media, Media field.
Device and Note, however, that under ordinary circumstances, you should let TapeWare track the
?atl;abase instances of particular files and restore files not according to the media on which they
abs.

appear, but rather according to their instance date. For example, if you want to restore
the most recent version of a file, simply select the file. TapeWare will automatically
select that file and identify the proper media on which that instance is stored. TapeWare
will then prompt you for the correct media when the job is run.

Restoring Files with New Names and Locations

You can change the name and location (folder) of a file when it is restored. You can also
create a new folder in which to store the file.

Restoring a File with a New Name

After a file has been selected for restoring, you can rename the file. When you rename the
file, TapeWare restores the file with the new name. This can be useful for not overwriting
versions of the file that currently exist on disk.

To rename a file, right-click the file name, select Rename from the shortcut menu and
type the new name. You can also click its name again and type the new name.

-1 g, Metwork. Name [ Tupe:
e Q El Capitan Server 2 Fire Collection D ata Template. doc File
O=c B)' Fire Study D atabase.mdb File

L 1 1897 Cunent Field Data B:' Fire Study Spreadsheet xlc File
5, Restored Field Data "

[ 23 Annual 5equoia Fire Study D

To restore a file with a new name,
select it, click it again and type
the new name.
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Note that when you rename an instance, you are only renaming that file for the purposes

of restoring it with this particular restore job. Only the current restore job will assign the
new name to that file. When you create a new restore job, you will see the file displayed
with its original name. Similarly, the Database tab always displays files with the names

they had when they were backed up.

Restoring Files to a Different Folder

You can also restore files to different folders. When TapeWare restores the file, it creates
a new file in the new location. Similarly, you can restore folders in new locations as well.
This is useful in order to prevent overwriting files and folders that currently exist on disk.

To restore a file to a different folder, drag the file in the tree view area to the new folder.
Alternatively, right-click the file name and select Move... from the shortcut menu. In the
Confirm Move window, select a target location. TapeWare will move the file to the
location you specify in the Target field.

To restore a folder
or file to a different
folder, select it and
then drag it to the
new folder...

Data
L 1997 Currert Field Data

TR LTI AFFONTS
Confirm Move EHE

fj ‘r'ou are about to move the following objects to the selected target location. Please

confir.

=
Cancel |
Deselect |

...and then confirm
the move in the
Confirm Move

window.

Target:

ISUuth Sequoiah... Mannual Segquoia Fire Study Data Browse. |

You can also restore folders and volumes in new locations. The contents of these
containers move with them and are restored, along with the folder or volume, in the new
location.

Note that when you move an instance on the Selection tab of a restore job, the changes
you make are only recorded for that restore job. Only the current restore job will assign
the file or folder the new location. When you create a new restore job, you will see the
files and folders in their original locations. Likewise, the Database tab will continue to
display files in their original locations.
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Restoring Files to a New Folder

You can also create a new folder and restore files to that new folder. When TapeWare
restores the files, it creates the new folder and restores the files you specified to that new
location. Similarly, you can restore folders and their contents in new folders you create.

To create a new folder in which to restore the file or folder, first highlight the location
you want to create the new folder in the tree view area. Then click on the New Object
button on the Selection tab’s toolbar. You can also right-click the container and select
New Directory from the shortcut menu. TapeWare creates the new folder in the specified

location. Give the folder a new name and then drag the files and folders to restore into the
new folder.

-1 B Mebwork

-1 = EICapitan Server

D=

[ 1997 Cunen
S T Sequoi
[ (2 1995 Fire £ (2] Mave.
-1 (] 1996 Fires  Rename
31987 Come
&[0 (3 1997 Fire § View Instances
5= e [ apates

Next, drag the folder or file ~E1B5 Ntk

=i

you wan to restore o the -€;‘ 1957 Cunert: Field Data
new folder you created.

- O D Annual Sequoia Fire Study Dat,
-] [[3 Help Projects
[ 23 HFFONTS

To restore a file or folder to a new folder,
right-click the container in which you
want to create the new folder and select
New Directory from the shortcut menu.

MNew Directory

¢ 1997 Curent Field Data

Note that any new folder you create on the Selection tab of the restore job is only created
in the restore job currently opened. Only the current job will show this new folder. When
you create a new restore job or open another restore job, the new folder you created in the
current job will not be displayed. Likewise, the new folder you created will not be
displayed on the Database tab either.

Verify Selection Concepts

You select files for verifying the same way you select files for backing up or restoring,
including selecting which instance to verify.

Files are selected for verifying in two steps. In the first step, the appropriate files are
selected by marking them with a check and selecting the appropriate instance. In the
second step, these files are filtered using multiple selection criteria.
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Tip You can quickly check to see if a file was verified when it was backed up by opening
the Instances of... window for that file. The Status field will show either Verify
complete, Verify failed or Not verified depending on whether or not that file was
successfully verified or not when the job was run.

Selecting Files for Verifying

A file is selected for verifying when a check mark appears in the selection box next to the
file.

When the box next to a folder or other container is gray, it means that this folder or
container contains selected files, even though it is not selected itself. When the box next
to a folder or other container is grayed and checked, the folder itself is selected and may
also contain selected files within it.
?ﬂ Properties of El Capitan Server Yerify Job M= E3
Grayed selection boxes
without checks mean that
there are selected objects
in the container.

General  Selection | Dptionsl Schedulel Logs | Permissionsl
23 1995 Fire Study Data & Rep v | B | B 60 |55 28 | @ W ]

X E';l:l_ Metwork 21995 Fieports
I:| Q El Capitan Server (CAField Data
sdsc Fire Collection Data Template. doc
Fire study database.mdb
Fire study spreadsheet. xlc

Grayed selection boxes
W|thtcheck? m;gn thlat :hs = A checked
container Itselr IS selecte 1997 Fire Study D ata & Reports .

O 62 Help Projects selection box

and may also contain &[] (. HRFONTS indicates the

selected objects within it. -E g LR file is selected.

(2 1997 Current Fire Data

You can select or deselect a file for verifying by checking or clearing the selection box
next to the file. You can also select the folder that contains the file and not the file itself.
Notice that when you mark a container, such as a folder or volume, all of its contents,
including all the folders and containers it contains, are also marked.

EE": Properties of El Capitan Server Yerify Job =1 3

General Selection | Options | Gehedule | Logs | Pemissions |

| €4 1935 Fire Sty Dt & e > | (21 || E5' 64 ||

B v &=~ O

When you select B Hetwark. (11995 Reports
(Field Data

a folder... R

Fire Collection Data Template.doc
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Fire study spreadshest «lc
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...its contents
are automatically
selected as well.

[
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Note The tree view and object detail areas are different for verify jobs than for backup
jobs. For verify jobs, the files displayed in the tree view and object detail areas are the
files for which TapeWare has instances in its storage management database. For backup
jobs, on the other hand, the files displayed are those currently present on the file servers
and workstations in the current database zone.

Selecting Instances of Files

Each time a file is backed up, an instance of that file is created. There may be multiple
instances of files stored on different media created by different backup jobs. TapeWare
keeps track of all the instances of each file in its storage management database and the
media on which each instance is stored. When media is overwritten or deleted, TapeWare
deletes those instances from its storage management database as well.

When you select a file for verifying, TapeWare automatically selects the <Latest>
instance. If you want to select an instance other than the latest instance of a file backed
up, you must select that instance in the Instances of... window. When you open the
Instances of... window, the Available instances field shows a list of the instances of the
file and the media on which those instances are stored. Select which instance you want to
verify by highlighting it. For more information about a particular instance of a file, click
on the Details button. TapeWare displays various details it uses to manage the file in its
storage management database, including its backup date and its modify date.

B Instances of My Documents EH
Avvailable instances:
Backed up | Status | Media
-4ug-99301:10 Pm Mot verified Media: 2
20-40g-99 04:44 Pm Mot verified Media:1

<Latest>

Instances

window 1] | _>| Dietails »» |

If you select the <Latest> parameter, TapeWare will verify the most recent instance of
that file or folder.

In general, if you want to verify a specific instance of the file, you must select that file
directly and specify which instance you wish to verify in the Instances of... window.

Note that when you specify an instance date for a container, such as a folder or a volume,
only those files which have matching instance dates will be selected. If a file does not
have an instance date that matches the date of the container, it will not be selected. On the
other hand, if you want only certain files to be verified, you can specify the instance date
of a container to only select those files with matching instance dates.
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Selecting Folders vs. Selecting Files

You can select the contents of the folder in one of two ways: either by individually
marking the selection box of each object in that folder one-by-one or by marking the
selection box of the folder itself. Which method you choose is important because it
affects which files TapeWare includes in the selection list after changes have been made
to that folder.

For example, if you select a folder for verifying by marking its selection box, all of the
contents of that folder are verified. If a new backup job is run before the verify job is run,
TapeWare selects files for verifying using the new folder’s contents. So, for example, if a
new file is created in that folder, TapeWare will also verify that file. Additionally, if you
have selected the <Latest> instance of the folder, TapeWare will use the latest instance
of each file in its storage management database. These files may be newer than the files
you originally selected.

Selecting Files with Filters

hd
Selection
Filters button

Selection filters let you identify specific volumes, folders and files to exclude from the
verify job. Click the Selection Filters button on the toolbar. Then specify the filter
criteria for the verify job.

Note The selection filters you specify are applied to all of the volumes, folders and files
that have been marked for verify. You cannot apply different filters to different folders or
volumes in the same job.

How Selection Filters Work

By default, TapeWare verifies all volumes, folders and files that have been marked for
verification. Selection filters let you identify specific criteria for excluding one or more
of these marked objects. TapeWare applies these filter criteria at runtime, in effect
unmarking any objects that do not fit the criteria.

For example, suppose you want to exclude all files that were created before 2002. Access
the Date Range window for the Create range field. Select On or after for the Range
type. Enter 1-Jan-2002 for the Starting date. When you run the job, TapeWare
temporarily deselects all files with a creation date before 2002. They will be excluded
from the verify.

You can change the filter criteria at any time. You can also mark or unmark objects
before running the job. TapeWare does not apply the filter criteria to any marked object
until it runs the job.
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Note You cannot use selection filters to add unmarked objects to the verify set. Selection
filters are only used to exclude marked objects from the verify set.

Selecting Instances of Files for Verify Jobs

Select Instance
button

Each time you mark a selection box of a file or folder for verifying, TapeWare
automatically selects the <Latest> instance. If you want to specify a different instance,
use the Instances of... window to select which instance of the file you wish to verify.

You can also specify a particular instance of a file or folder by highlighting it in the tree
view or object detail areas and then clicking the Select Instance button on the toolbar.
TapeWare will show you the Instances of... window with a list of the available instances
for that file.

Be certain to specify carefully which instance of a file you wish to verify. A single
TapeWare verify job can verify files backed up over a period of months or years on
media created by many different backup jobs. You can easily verify all of the latest
instances of the files by selecting <Latest> in the Instances of... window. However, if
you want instances of files that were created on different dates, you must select each
instance of each file individually.

Note that you cannot verify multiple instances of the same file in a single verify job. If
you want to verify more than one instance of a file, you must create and run a separate
job for each instance.

To select instances of files for verify jobs

Select Instance
button

e
Selection
Filters button

1. Open the property sheet of the verify job and click on the Selection tab.

2. Check the selection boxes next to the files, folders or other containers you wish to
include in the job.

3. To select a specific instance of the objects you selected, highlight the folder or file
and click the Select Instance button. In the Instances of... window that appears,
select the appropriate date of the instance you wish to verify. If you want to include
all of the files in a folder or on a volume, select <Latest>.

4. Click on the Selection Filters button on the toolbar and specify filter selection
criteria. (You can skip this step if you don’t wish to apply any selection filters.)
5. Examine the tree view and object detail areas on the Selection tab to check that the

files you intended to select are marked for verifying.
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Applying Filter Criteria

E When you click on the Selection Filters button, the Selection Filters window appears.

Selection

Filters button selected for verifying.

Y Selection Filters
Backup range: |<Any Datex b5 |
M odify range; |<Any Date> vy |
LCreate range: |<Any Date: F5 |
Access range: |<Any Date: F5 |
Size range: |<Any Sizexr o |
Instance range: |<Any numnber of instances: b33 |
Bequired attributes:
Wildard type: |Dos =] [CRead Only ﬁl
_ [ 1Hidden
Must match; I C]Gpstem
Caninot mateh: I Q?ECUE.E Ornily ;I
tdedia; Exclude attibutes:
[CIRead Only ﬁl
[ 1Hidden
i ¥ Parerts [CJSystem
. Sele.cuon ¥ Chid 4 I I _,I [|Execute Orly ;I
Filters window Al —
for verify jobs Reset Al pdd. | e | Cancal |

This window has multiple selection filters you can use to sort through the files you have

Note that each filter criterion works independent of every other. In order to be selected
for verifying, each file must pass every filter criterion specified. For example, if you
specify that every file selected for verifying must have been created after January 1, 2002
and must have .doc as its extension, TapeWare will only select files which meet both

selection criteria.

Filter Selection Criteria

This section contains a brief description of each selection filter TapeWare applies to the
files and folders marked for verifying.

Note that the Selection Filters window for verify jobs is similar to the Selection Filters
window for backup jobs. This allows you to use the same filters to select the files for
verifying that you used for selecting files for backing up previously. This allows you to
create a verify job that selects the same files as a backup job, no matter how widely
distributed over the network these files may be.
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Note TapeWare figures the century dates using the following algorithm: if the year is 70
or smaller, the century is set to 20 (21st century); if the year is 71 or greater, the century
is set to 19 (20th century). For example, if you set the date to 01-Jun-33, TapeWare
calculates the date as June 1, 2033. If the date is set to 05-Apr-81, TapeWare calculates
the date as April 5, 1981.

Backup Range

When a file is backed up, TapeWare stores in its storage management database the date
the file was backed up. This is called the backup date. Each time you back up a file,
TapeWare changes the backup date to the date of the backup. (You can view this
information for all of the available instances in the Instances of... window in the Backed
up field list.) You can use this information to filter files for verify jobs.

w3y | To select files that have specific backup dates, click on the Filter Change button next to
Filter Change the Backup range field. In the Date Range window that appears, select the appropriate
button range type and the starting and ending dates and times.
Y Date Range HE
Range type: Mot between o dates

Starting date: 01-Jan-70 =l
Starting time: 12:00 Am =l

Ending date: IDB-Feb-DB |

E nding time: 0628 Am

Lkl 1

Date Range
window

[

Cancel

Modify Range

Each time a file is modified, its modified date is updated. You can use this filter to verify
files with a modify date that matches your criteria. TapeWare checks the directory
information on the volume to see if the file should be included in the verify job. For
example, you can select only those files that were modified after a certain date and time
or, alternatively, those that were modified before a certain date and time.

w3y | To select files that have specific modify dates, click on the Filter Change button next to
Filter Change the Modify range field. In the Date Range window that appears, select the appropriate
button range type and the starting and ending dates and times.

Create Range

When a file is first created, it is assigned a create date. You can use this filter to select
only those files that match your criteria. TapeWare checks the created date for each file
stored in the directory of the volume and uses this to select files for verifying.
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|

Filter Change
button

Access Range

]

Filter Change
button

Size Range

|

Filter Change
button

To select files that have specific creation dates, click on the Filter Change button next to
the Create range field. In the Date Range window that appears, select the appropriate
range type and the starting and ending dates and times.

Note Since DOS does not support create dates, TapeWare ignores this filter on DOS
volumes.

Each time a file is read, whether or not it is modified, its access date is updated. You can
use this information to select files for verifying. For example, you might want to verify
only those files which have been accessed (opened or read) in the past two months.
Alternatively, you could verify only those files which have not been accessed in the past
two months.

To select files that have specific access dates, click on the Filter Change button next to
the Access range field. In the Date Range window that appears, select the appropriate
range type and the starting and ending dates and times.

Note Since DOS does not support access dates, TapeWare ignores this filter on DOS
volumes.

This filter lets you select files for verifying according to their sizes. You might want to
select only smaller files, larger files or files between two sizes.

To specify a filter that sorts files according to their sizes, click on the Filter Change
button next to the Size range field and then select the appropriate criteria in the Size
Range window that appears.

Y Size Range d B

Range type: I Between two gizes j

inimum size: ID _Ij Butes
b aximum zize: |429495?295 _Ij Buytes
Size Range

WindOW 1] 3 I Cancel
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Instance Range

|

Filter Change
button

Wildcard Type

Must Match

Each time TapeWare backs up a file, it creates a new instance of that file. For example, a
file named Expense Account Reporting Form may have been backed up several times
during the previous months and years. Typically, each instance of the file is stored on the
backup media of a different job. TapeWare tracks each instance of a file separately in its
storage management database.

You can use this filter to instruct TapeWare to select files according to the number of
instances that exist in the database. You might, for example, instruct TapeWare to verify
all of the files for which there is only one instance. When you set Range type to At most
and Maximum instances to 1, TapeWare only verifies those files with a single instance.

Note, however, that having multiple instances of a file does not ensure that the instances
you have reflect the latest changes to the file. It may have been modified after the last
time you backed it up. So your latest instance may not match the file’s current form.

To specify a filter that sorts files according to their number of instances, click on the
Filter Change button next to the Instance range field and then select the appropriate
criteria in the Instances Range window that appears.

Y Instances Range 2=l
Range type: I Between j

Mimimumm instances: ID =

b asimum instances: |429498?295 ﬁ
Instances
Range

. ak I Cancel

window

Select which wildcard format you wish to use from the list box. You can use any of the
following formats:

e DOS: Uses the 11-character name format with the eight-character primary name and
the three-character extension, e.g., filename.txt.

e Long: Uses the 256-character name format with a long primary name and an
extension with multiple characters, e.g., Monday backup.txt.

e UNIX: Uses UNIX search expression format, e.g., [Mm]onday.

TapeWare lets you use wildcard matches to include files. Only files that match the
wildcard indicated in the Must match field are included in the verify set. For example, if
you enter *.exe, TapeWare will only verify those files with the .exe file extension.



Chapter 5 — Selecting Files and Instances 89

Cannot Match

You can specify multiple wildcards by separating each with a semicolon (no spaces). For
example, if you enter *.exe;*.doc in the Must match field, TapeWare selects all files that
either have the .exe extension or the .doc extension.

This wildcard field works just like the Must match field except that it excludes any files
that match the wildcards. You can specify multiple wildcards by separating them with a
semicolon (no spaces); if you specify multiple wildcards, TapeWare excludes any file
that matches any one of the wildcards you specify.

Required Attributes

Operating systems track certain features of files called attributes that they use to manage
these files. You can use these same attributes as a selection filter. In the Required
attributes field, if an attribute is checked, TapeWare only selects those files which have
these attributes. For example, if you check Hidden, TapeWare only selects those files
which the operating system has assigned the Hidden attribute.

You can select multiple attributes. In this case, only files which have all of the specified
attributes will be selected.

Note that some of these attributes are only supported by certain operating systems. If you
specify an attribute that is specific to a particular operating system, then only files created
under that operating system will be selected for verifying.

Exclude Attributes

Parents

This field works like the Required attributes field except that TapeWare excludes files
that match these attributes. For example, if you have checked the Execute Only box,
TapeWare will exclude from the verify job any files with the Execute Only attribute.

You can select multiple attributes. A file that has any one of these attributes will be
excluded. For example, if you mark the Hidden and System attributes, any file that has
either attribute will be excluded.

When this option is checked, TapeWare verifies the directory information for any
selected folder or volume. For example, if you have marked a folder, TapeWare will
verify that folder only if this option is checked. When this option is not checked,
directory information about folders and volumes is not verified.
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Children
When this option is checked, TapeWare verifies files. When this option is unchecked,
TapeWare does not verify files. This is useful if you want to verify a complex directory
structure, but not the files in that directory. To verify a directory structure, but not the
files (children) stored in the directories, begin by marking the directory for verifying.
Then clear the Children option. TapeWare will verify only the directory structure on the
volume you specify.

Media

TapeWare tracks instances of files and the media on which those instances are stored.
You can use this information to sort files according to the media on which they appear.
Only files with instances on the media in the Media field will be selected for the verify
job. For example, if you select media named “Daily Set:1,” TapeWare will only include
files in the verify job which have a valid instance on the media named “Daily Set:1.”

To sort files according to the media on which they appear, click the Add... button and
select the media from the Browse window. Note that you must select a Media object, not
a Media folder or User/Group folder. If there are multiple media shown in the Media
filter field, only files which have a valid instance on al/l the media listed will be selected.
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TapeWare offers flexible job scheduling. For ease of use and maximum security, you can
use one of TapeWare’s built-in job schedules. Or, alternatively, you can customize a
job’s schedule to efficiently meet your specific needs.

In This Chapter
e Overview
e Backup Job Scheduling Concepts
e Selecting a Backup Schedule
e Customizing Schedules
e Manual Backup Jobs
e Scheduling Restore Jobs
e Scheduling Verify Jobs

Overview

This chapter covers the Schedule tab of a TapeWare job, which controls when and how
often a job is run.

Although the Schedule tab is relevant to all job types, the Schedule tab is especially
important for backup jobs. The Schedule tab allows you to set up a comprehensive
backup program many years into the future or, alternatively, to run a job just once or
occasionally.

The first part of this chapter reviews scheduling concepts for backup jobs, while the
second part explains how to create and modify backup job schedules. The final part of
this chapter reviews these concepts for restore and verify jobs.
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Backup Job Scheduling Concepts

This section explains some concepts and terminology helpful for choosing and selecting
backup job schedules. It reviews media rotation, backup mode and backup job type.

Backup Job Schedule Type

TapeWare jobs can be scheduled in four distinct ways, either as Not Scheduled, Manual
Rotation, Automatic Rotation with Built-in Schedule or Automatic Rotation with Custom
Schedule. This flow chart compares the different types of schedules:

Is the job scheduled Jobisa
or unscheduled? —— Unscheduled —}  Not Scheduled job
Scheduled

| Job is a Rotation job |

Is the media Jobisa
rotated manually —— Manually — Manual Rotation job
or automatically?

Automatically

!

Job is an Automatic
Rotation job

Is the schedule a Jobisa
custom or built-in Custom —{ Custom Schedule job
schedule?

Built-in

1

Jobisa
Built-in Schedule job
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The four schedules differ from one another in the following ways:

Backup Mode

Is the job scheduled or unscheduled?

Backup jobs are either not scheduled or scheduled. Some jobs, such as archive or
historical backups, may run once or only occasionally. These jobs are not scheduled
because they only run when you instruct them to do so.

Scheduled jobs are also called rotation jobs. These backup jobs are generally
designed for disaster protection and differ from not scheduled jobs in two ways. First,
backup jobs for disaster protection are run routinely, normally daily, and thus are
scheduled. Second, these jobs rotate media, while unscheduled jobs typically do not.

If scheduled, is the media rotated manually or automatically?

Rotation jobs fall into two categories: manual rotation and automatic rotation. For
manual rotation jobs, the user is responsible for creating the rotation sets and for
selecting media for rotation (overwriting); for automatic jobs, TapeWare handles
these functions by using predefined rotation sets and rotation algorithms.

For example, to create a five-day manual rotation, you add a new backup job for each
day of the week, assigning a different media set to each job. TapeWare backs up to
the appropriate media set on its scheduled backup day, overwriting the data from the
previous week.

Generally, most jobs designed for disaster protection use automatic rotation. Manual
rotation capability increases the flexibility of TapeWare and is useful in special
circumstances. Normally, however, if you wish to create and run rotation jobs,
choose an automatic rotation schedule.

If automatic rotation, is the schedule a custom schedule or a built-in schedule?

Automatic rotation jobs divide into two categories: custom schedule or built-in
schedule.

The difference between a custom schedule job and a built-in schedule job is whether
the user or TapeWare controls the backup mode and the set count. With a custom
scheduled job, the user specifies the backup mode and set count; with a built-in
schedule job, TapeWare handles these functions using predetermined, “built-in”
schedules.

Backup jobs differ according to whether they back up all files or only changed files.
Whether a job backs up all the files or only changed files is referred to as the backup
mode.
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TapeWare runs backup jobs in one of four backup modes: full, differential, incremental
or snapshot. A job run in full backup mode backs up all selected files. A differential job
backs up all selected files that have changed since the last full backup. An incremental
job backs up all selected files that have changed since the /ast backup. A snapshot job
backs up all selected files, but has no effect on any future scheduled jobs. Full backup
jobs are the largest and usually take the longest to run, while incremental and differential
jobs are shorter and usually take less time to run.

Note The snapshot backup mode is only available with Manual jobs.

Normally, all media in a set will be created with the same backup mode. For example, all
media in the Weekly set will be created from jobs run in full backup mode. The Daily
set, on the other hand, is created in incremental backup mode.

Media Rotation

Backup jobs performed for disaster protection are often run daily. Rather than use new
media each time a job is run, TapeWare recycles or reuses the oldest media. This is
efficient because it keeps costs down by limiting the amount of media needed and still
provides for data security.

Note Media rotation only applies to custom and built-in schedules.

The process of recycling or reusing media is referred to as media rotation. When
TapeWare rotates media, it recycles the oldest media by overwriting it with new data.

For example, suppose three backup jobs were run on Monday, Tuesday and Wednesday.
On Thursday, it overwrites the oldest media (Medial), which contains Monday’s backup.
On Friday, TapeWare overwrites Tuesday’s backup (Media2), which is now the oldest.

Media1 (Thurs.) | --will be the next to be
overwritten with new data.
Media3 (Wed.) Media3 (Wed.)
The oldest | yegiaz (Tues,) Medie2 (Tues.)

media in a Media2 will be overwritten
rotation set... | Medial (Mon) on Friday.

Rotation Set A rotating media set is referred to as a rotation set. Each job group (Daily,
Weekly, Monthly, Yearly) can contain one or more media sets, each of which can
contain one or more media. When TapeWare runs a job, it overwrites the oldest media set
in the job group. As a result, it becomes the newest media set with the most recent
backup.
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Media Set Count Each job group requires a certain number of media sets to provide full
data recovery and historical snapshots. When you configure your backup schedule, you
identify the Count of media sets for each group. For example, the Yearly group might
consist of two media sets, whereas the Daily group might consist of eight media sets.

Generall Selectionl Options ~ Schedule I Logs | F'ermissionsl H
e = Each job group can
b/ frrmremenat ~He——=3— contain one or more
Type: ICustom j' wieskly’ IFuI\ ﬂ IE ::II med|a Sets
Start fime: |111DU Pm = Motk JFul = —
Yearly: IFuI\ j |2 ﬁ
End of week: | Friday = .
—Legend The count 1S the
Complsted Movember 2002 »» number of rotating
Sat

Warring

media sets specified
M for each job group.
Each media set can
contain more than
one media.

To schedule: Drag legend to calendar or right mouse click on calendar.

Selecting a Backup Job Schedule

Whether or not you schedule a job and the type of schedule you select depends on several
factors. Before proceeding, consider the following questions:

e  What is the purpose of this job—to protect from disasters, to archive files or to make
a historical record?

e What degree of risk to the data on the network is reasonably allowable?

e  Will the amount of traffic on the network require that backup jobs be scheduled to
run during non-peak periods? Are there certain days of the week when running
lengthy jobs will interfere with other uses of the network?

e Are there times when the tape drive will be unavailable?
e  Will someone monitor the job as it runs?
e How large will a full backup job be?

e How much data does the media hold? How much media does my budget allow me?
Or, alternatively, how many tapes does my autoloader hold?
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Not Scheduled Backup Jobs

Some jobs, such as archive or historical backups, may run once or only occasionally.
These jobs are not regular, so they are considered to be not scheduled. They only run
when you instruct them to do so.

By default, backup jobs are not scheduled. To specify that a job is not scheduled, be
certain that Not Scheduled is selected in the Type box on the job’s Schedule tab.
When yOU want a jOb to run Only Generall Selectionl Options ~ Schedule | Logs I Permissionsl

once or occasionally, select Not
scheduled in the Type box on
the job’s Schedule tab.

Caution Backup jobs designed to protect data from disaster should always be scheduled.
This is the most effective way of insuring that your data will be safely stored on media
with regular backups.

Built-In Schedules for Backup Jobs

Backup jobs designed for disaster protection are run routinely, normally daily. TapeWare
has several types of built-in schedules. Each of these built-in schedules will ensure the
security of your data, that is, disaster protection, the ability to recover and reconstruct
data after some catastrophic loss.

The built-in schedules also provide some archive and historical backup functions,
although you may design separate backup programs for these purposes. The built-in
schedules vary from each other according to the number of tapes each uses and how far
back historical and archival copies of files are kept. For example, some schedules use as
few as four tapes, while others use as many as 30. Some schedules keep copies of some
historical files available for as long as two years, while others only provide access to files
from the past couple of days.
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Which Built-In Schedule to Select

There are eight built-in schedules. The schedules vary in three ways: the number of days
for which full data recovery is available, the level of access to historical files provided
and the minimum number of tapes or other media needed.

Tupe: IGFS 30-tape 'I

The elght Start time:
automatic rotation,
built-in schedule
types.

GFS 25-tape

GFS 20-tape

Simple 12-tape
Simple 11-tape
Simple 10-tape

Simple B-tape
Simple 4-tape h

Full Data Recovery Period

All the built-in schedules provide for full data recovery in case of disaster. The full data
recovery period is the number of days prior to the data loss for which any and every file
backed up can be recovered. You will also be able to reconstruct the data for any
particular day during that period.

Different schedules provide full data recovery periods for varying numbers of days prior
to the last backup. For example, a GFS 30-tape job can reconstruct the data from any day
of the past three weeks, while a Simple 4-tape job only provides for reconstruction of the
past two days.

Access to Historical Files

Jobs also vary according to how much access to historical files they provide. Historical
files are “snapshots” of the data at particular times such as the end of the week or the end
of the month.

Because they are only “snapshots,” not all files from previous weeks and months may be
available. For example, you may have a historical “snapshot” of your data at the end of
April 2002 and May 2002. Files that were created and deleted during May will not be
available on either one of these historical tapes.

Different schedules will give you different levels of historical access to previous weeks,
months and years. For example, a GFS 30-tape job has eight weekly tapes, seven
monthly tapes and two yearly tapes. This provides the user with historical snapshots of at
least the end of the week for the past eight weeks, the end of the month for the past seven
months and the end of the year for the past two years. On the other hand, a Simple 4-tape
job only provides end-of-week snapshots of the last two weeks.
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While these historical tapes cannot replace true historical backups, they do provide for
some level of available access to historical data. Consider, for example, the yearly tapes.
Each of the three GFS built-in schedules has two yearly backup tapes. The first time you
run one of these jobs, you create a yearly tape. The next yearly tape is made at the end of
the current calendar year. The following year, the first tape is recycled, that is, its data is
overwritten with the new data and information about the files backed up is deleted from
the storage management database. This process continues with the second tape being
recycled the following year and so forth.

Note Yearly tapes only provide you with access to files present at the time the files were
backed up. No copy exists for files that were created after the oldest yearly backup and
then deleted before the most recent yearly backup. To preserve a copy of these files, you
must archive them before deleting them.

Minimum Number of Tapes or Media

The name of each built-in schedule indicates the minimum number of tapes or other
media needed for that schedule type.

Note that the actual number of tapes needed may be more, depending on the amount of
data to be backed up during a full backup and the size of your tape. If the total size of a
full backup is larger than the capacity of the tape, additional tapes are required. For
example, if a tape holds 1 GB, two tapes are required to back up more than 1 GB of data,
three tapes to back up more than 2 GB and so forth.

Because incremental and differential backup jobs usually back up fewer selected files
than full backup jobs, additional tapes may not be required. Your historical usage is the
best guide to determining how many tapes these jobs will require.

If you wish to run jobs with no one monitoring the tape drive and you are not using an
autoloader, be certain that you are using tapes with a capacity that is larger than the total
size of the files selected for backup.
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Built-In Schedules Compared

The following table compares the historical files and full data recovery capabilities of
each of the built-in jobs. (This table assumes that no job uses more than one tape.)

Built-In Backup
Job Type

Full Data Recovery Available
for Previous...

Historical “Snapshots”
Available for Previous...

GFS 30-tape

GFS 25-tape

GFS 20-tape

Simple 12-tape

Simple 11-tape

Simple 10-tape

Simple 5-tape
Simple 4-tape

Scheduling Backup Jobs with Built-In Schedules

three 5-day weeks or
two 7-day weeks
(15 business days)

two 5-day weeks

(10 business days)

one 7-day week
(7 business days)

five days

five days

five days

five days

two days

eight end-of-weeks
eight end-of-months
two end-of-years

eight end-of-weeks
seven end-of-months
two end-of-years

six end-of-weeks
six end-of-months
two end-of-years

four end-of-weeks
four end-of-months

four end-of-weeks
three end-of-months

four end-of-weeks
two end-of-months

one end-of-week

two end-of-weeks

To use the built-in schedules, you must select a schedule and then specify a start time,
select which days of the week the job will run and which day is the end of the week.

To schedule a job with a built-in schedule

1. Select a built-in schedule by selecting it from the Type list on Schedule tab of the
backup job’s property sheet.

2. Specify a time for the job to begin running in the Start time box. TapeWare will
attempt to run the job at this time.

3. Select which days of the week you wish the job to run by clicking on the day of the
week buttons at the top of the calendar on the Schedule tab.
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4. Specify which day is the final day of the week by selecting it from the End of week
list. On this day, TapeWare schedules Weekly backups.

General | Selection | Options Schedule | Logs | Pemissions|

To schedule a jOb with Backup mods . Count_Al
a built-in schedule, _ oo fircenen I || |
begin b lecting th Tupe: JGFS 20tape | Weekly: [Fun =1 [E —
egin y.se ecting the Sattme [0 P S [ ~IF =
appropriate schedule =
) . Yealy: [Fun =B =
in the Type list box.  Em 35
~Legénd
|/Cump\eted | Al / Movember 2002 23|
Specify when you want % sun i
the job torun in the — 3 O R )
Start time box
: A L VS 15 ety
U ety B 0wl o™ oy 22 eoky
- 4 E oa® o T oy 2 ontiy
Specify which day you
Want to run Weekly / Ta schedule: Drag legend to calendar ar right mnusyhck on calendar

backups in the End of
week list box. ) )
Select which days you wish the
job to run by selecting the
appropriate weekday buttons.

Note that you can have a backup job run as frequently as every day or only once per
week. To best protect your data, select every day of the week in which new and important
data is generated (that is, every business day).

Customizing Schedules

You can also create customized schedules to meet your unique backup needs. To create a
customized scheduled, you can modify built-in schedules or, if needed, create an entirely
new backup schedule.

It is strongly recommended that you use the built-in schedules for disaster protection
backup. These schedules are specially designed to secure your data against catastrophic
loss. If you need a custom schedule, try making a few modifications to a built-in
schedule, rather than creating an entirely new schedule.

Creating Custom Schedules

You can customize the schedule of a job in one of three ways: by modifying a built-in
schedule, by modifying the Custom schedule or by using the Manual schedule. This
section covers how to modify built-in schedules and the Custom schedule; working with
the Manual schedule is covered in Manual Backup Jobs later in this chapter.
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Both modified built-in schedules and the Custom schedule allow you to change when
monthly and weekly backups are made. However, only the Custom schedule will allow
you to specify the set count and the backup mode, that is, the number of tapes belonging
to each type of tape (Daily tapes, Weekly tapes and so forth) and whether those jobs are
Incremental, Differential or Full backups.

On|y the custom Generall Selectionl Options ~ Schedule | Logs | Permissionsl
hedule let Backup mods Count
sene uhe oS yt(}.)]u Daily: Ilpcremental j IS ﬁ
change the ) lﬁ ‘
Backup mgde of —0 — el Ar | O
each rotation set Start lime: |11:DD Pm ﬁ Monthly: IFuII j I? ﬁ
=l
and the set Yealy: [Fun =] =
Count. End of wesk: | Friday =]

Modifying Built-In Schedules

You can change when Daily, Weekly, Monthly and Yearly jobs are run. This is helpful
when the standard schedules do not fit your particular business needs or when a job fails
to run because of a network problem or malfunction.

For example, you may wish to change the date when the Monthly backup is run from the
last business day to the last calendar day of the month. In the following example, the
Monthly backup was changed from the last business day of the month to the last calendar

day.
—Legend
4| A t 1959 | »
To change the day the Sl = ] — _ 2l
. . . Wwiarning Sun Mon Tue wed Thu Fri Sat
Monthly job is run, click | | e | 5 2 z 7 z B =
and drag the Monthly 5 5 = = = = T
calendar tile to the 15 6 7 18 13 0 B
appropriate date... 22 pE] B 5a E el 7 wesky
) = T Column
...or click the right mouse
button on appropriate date To sched g:ir;: Ealendar or right mouse click on calendar.
and select Monthly from Weekly
the shortcut menu. T I:l Cwcel | fooh | Wb |

In another example, a Weekly backup job for some reason has failed to run when
scheduled. It is important that this job be run as soon as possible or else full data recovery
may not be possible. In the following example, the Weekly backup job that was
scheduled to run on Saturday is rescheduled to run on Monday by changing Monday
from a Daily backup to a Weekly backup.
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End of week: Friday ﬂ
I e — i
Completed T T Aug \T.\,Lfi:;::gday | — 212
warning Sun ton Tus Eh;rsday Sat
niday
1 2 3 8 Saturda v
None 8 3 10 1 12 13 14 You can change the day of
16 2‘r_\ the week that weekly backup
28

17 18 19 20
2 23 2 o N jobs are run by changing the

T [ R ﬁstybr;ime in the End of week

il |

Y ou modify the built-in schedules by changing the color-coded tiles on the Schedule tab.
Drag the color coded tiles from the Legend to the appropriate calendar date or right-click
the calendar and select the appropriate backup type from the shortcut menu.

. 0y —Legend
Modify the built-in Coreleied Al T =
‘SCh_edmeS by o Sun Mon | Tue | wed | Thu Fi Sat
dragging tiles to the | Ny [ 2 3 1 5 5 7
appropriate date... B 3 10 11 12 13 14
15 16 17 18 149 20 21
Lo . 22 23 24 25 26 27 28
...or clicking the right [ ek
mouse button and Colurn
selecting the None _
. . To schedule: Drag legend o o = E click on calendar.
appropriate rotation Daily
set from the shortcut wﬂmw
menu. oK rearly Apply Help

Modifying the Custom Schedule

When you select Custom from the Type list on the Schedule tab, TapeWare sets the
calendar to the GFS 25-tape built-in schedule. However, unlike the GFS 25-tape built-in
schedule, the Custom schedule allows the user to indicate the backup mode of the Daily,
Weekly, Monthly and Yearly jobs and the number (Count) of each type of media or
tape.

Changing the Tape Count

The Custom schedule is particularly useful when you wish to change either the length of
the full data recovery period or the level of access to historical “snapshots.” By
modifying the tape count, you can lengthen or shorten the period in which full data
recovery is available or the period of time for which historical “snapshots” are available.

For example, you may wish to increase the number of yearly historical tapes available
from two to three or more. To do so, change the number in the Yearly Count box on the
Schedule tab to the desired number of historical backups.



Chapter 6 — Scheduling Job 103

Backup mod Count .
; — 2% | With the Custom schedule,
Daily: IIncrementaI j IB = :
Tope: [oustom =] ek [ S 3 | youean modify the.YearIy
Stttime  [TO0PM = pouy [Fa = = rotation set Count in order
Yearly: |Fun = E =

to increase the number of
‘ historical tapes.

Alternatively, you may wish to expand the full data recovery period, while limiting the
number of historical backups. In the following example, the full data recovery period has
been expanded to four five-day weeks (20 business days), with only limited monthly and
yearly historical tapes.

_ Sea Il Count — | Inthis example, the full data
Daly finremerts 2l N recovery period has been extended
Weekly: JFul =B NZ | 1020 business days with limited
Monthly: [Ful =" = | nistorical jobs: four incremental and
Veatly [Fui =2 = | one weekly for each week.

Changing the Backup Mode

TapeWare runs backup jobs in one of four backup modes: full, differential, incremental
or snapshot. A job run in full backup mode backs up all selected files. A differential job
backs up all files changed since the last fu// backup. An incremental job backs up files
changed since the /ast backup. A snapshot job backs up all selected files, but does not
affect any future scheduled jobs. Full backup jobs are the largest and take the longest to
run, while incremental and differential jobs are shorter and take less time to run.

To change the backup mode, select the new backup mode from the appropriate Backup
mode list box on the Schedule tab of the job.

Determining the Length of the Full Data Recovery Period

Full reconstruction of data can be accomplished in two ways. The first method requires
the most recent full backup tape and all of the incremental backup tapes since the full
backup tape. The second method requires the most recent full backup tape and a
differential job from the previous day.

For example, to reconstruct the data for a Wednesday, you will require one of two sets of
tapes: either, the full backup tape from the previous end of week and all of the
incremental tapes from that week (that is, Monday’s, Tuesday’s and Wednesday’s); or,
the full backup tape from the previous end of week and the differential tape from
Wednesday. (In some circumstances, the preceding full backup tape will be a monthly or
yearly job and not a weekly job.) As long as none of these tapes have been overwritten,
full data recovery is possible.
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The length of the data recovery period is determined both by the number of daily
incremental or differential tapes and the number and frequency of full backup jobs
(usually weekly jobs).

Incremental Jobs and Full Data Recovery

Incremental jobs are the shortest and smallest jobs to run, but they do pose some risk to
full data recovery. The difference between an incremental and a differential backup is
important because full data recovery is always available from a differential backup tape
and a full backup tape, even when the differential tapes are being rotated (overwritten).
However, when incremental tapes are overwritten or recycled, there is the possibility of
data loss. Full data recovery cannot be guaranteed with incremental jobs.

Using incremental backup jobs to ensure full data recovery after a disaster is not
recommended, unless you are using a built-in schedule. However, if your particular
network needs to limit the amount of time available to run backup jobs, you can safely
work with incremental jobs if you are careful to follow these guidelines:

e Have at least as many incremental tapes as there are days between full or differential
backup jobs. For example, if you run full backup jobs every five days, have at least
four incremental tapes; if you run full backup jobs every seven days, have at least six
incremental tapes.

e Never recycle incremental tapes between differential or full backup jobs. If you wish
to run more than one incremental job in a row, be certain to not recycle any of the
tapes used during this string of incremental jobs.
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Manual Backup Jobs

Manual rotation jobs differ from unscheduled jobs because they can be scheduled.
However, unlike automatic rotation jobs, the schedule does not specify the backup mode

or set count.

Automatic rotation jobs allow the user to specify in the schedule the number of media in

a set, which set is being used and the mode of the set. For manual jobs, however, these

features of the backup plan are the responsibility of the user. The user must keep track of
the media sets and what media are to be overwritten. Furthermore, the user must specify
the backup mode on the Options tab of the job.

The Manual schedule is provided for specialized uses; do not select this option for
backup jobs intended for disaster protection.

Because the user is
responsible for rotating the
media, the Manual schedule
should be used only for special
purposes—not disaster
protection.

Type:

Generall Selectionl Options ~ Schedule | Logs I Permissionsl

AR |
Start time: I""iDD Prn _,::'

— Legend
Completed A August 1993 0
Warhing Sun Mon Tue Wwed Thu Fri Sat
g g 10 1 12 13 14
_ 15 16 17 18 14 20 21
22 23 24 25 26 27 28

To schedule: Drag legend to calendar or right mouse click on calendar.
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Scheduling Restore Jobs

Restore jobs are either unscheduled or scheduled with the Manual schedule. In general,
if you want to schedule a job to run, even if it is only once, select Manual. If you only
want your job to run when you instruct it to run, select Not scheduled.

?ﬂ Properties of Fire Study Data M= B3
Generall Selectionl Options ~ Schedule | Logs I Permissionsl
Type: I Mot scheduled - l
il
Coffpleted Al August 1999 e
arring Sun on Tue wied Thu Fri Sat
1 2 3 4 5 B 7
8 g 10 1 12 13 14
15 16 17 18 19 20 21
There are only two
22 23 24 25 26 27 28
schedule types for
. 29 30 £
Restore jobs: Not
scheduled and
Manual.

If you want to run a restore job on regular occasions, select Manual schedule. You can
specify which days it is to run by modifying the calendar. For example, you can turn off
certain days of the week by clicking on the day of the week buttons on the top of the
calendar. To turn a particular day off or on, right-click it and select either None or Daily

from the shortcut menu.

—Legend

To mOdify the Completed Al August 1933 | ]
Manual schedule of e Sun Mon Tue | wed | Thu Fi Sat
a restore job, begin 1 v 3 4 5 8 7
by turning the day of 8 g 10 11 12 13 14
week tiles on or off... 18 18 17 18 19 20 21
22 23 24 25 26 27 28
“'and then use the = # m . LColumn

Shortcut menu to
turn particular days
on or off.

HNone

To zchedule: Drag legend ta c:ale\r‘m lick on calendar.
ekl [
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If you want a job to run only once, but need to schedule it to run during non-peak hours,
try this method. Turn off all of the days of the week by clicking on the day of week name
tiles. The calendar will be all white. Then right-click the day to run the job and select
Daily. This will be the only day the job runs. Be certain to adjust the time you want the
job to run in the Start Time box.

Scheduling Verify Jobs

Verify jobs are either unscheduled or scheduled with the Manual schedule. These are the
only two types of schedules available for verify jobs. In general, if you want to schedule
a verify job to run, even if it is only once, select Manual. If you only need your job to
run when you instruct it to run, select Not scheduled.

Pi'ﬂ Properties of Fire Study Data HE =

Generall Selectionl Options  Schedule | Logs I F‘ermissionsl

Tvpe: INot scheduled - I
[Notschedaled ]

Completed RN | August 1959 »

arning Sun bon Tue Whed Thu Fri Sat

There are only two
schedule types for
Verify jobs: Not
scheduled and
Manual. |

oK I Cancel | Apply

Help |

If you want to run a verify job on regular occasions, select Manual schedule. You can
specify which days it is to run by modifying the calendar. For example, you can turn off
certain days of the week by clicking on the day of the week buttons on the top of the
calendar. To turn a particular day off or on, right-click it and select either None or Daily
from the shortcut menu.
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To modify the Manual
schedule of a verify
job, begin by turning
the day of week tiles
on or off...

...and then use the
shortcut menu to turn
particular days on or
off.

—Legend
Comnpleted Llﬁ" Auguzt 1939 ] |
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To zchedule: Drag legend to caler w lick on calendar.
heekli

AR

If you want a job to run only once, but need to schedule it to run during non-peak hours,
try this method. Turn off all of the days of the week by clicking on the day of week name
tiles. The calendar will be all white. Then right-click the day to run the job and select
Daily. This will be the only day the job runs. Be certain to adjust the time you want the
job to run in the Start Time box.



Chapter 7 — Job Options

In This Chapter

TapeWare uses parameters on a job’s Options tab to control various features necessary
for running a job. TapeWare’s default values are designed to be easy and secure to use,
but you can modify the job option parameters to meet your particular needs.

e Overview

e Backup Job Options
e Advanced Options
e Restore Job Options

e Verify Job Options

Overview

This chapter covers an important tab on the property sheet of a TapeWare job: the
Options tab. This tab controls various features of the job, such as what media is used,
what backup device is used, whether files can be overwritten and how alerts are handled.

Although this tab is relevant to all job types, the Options tab is especially important for
backup jobs. Some types of backup schedules, such as automatic rotation jobs, treat
certain job option parameters differently than do others, such as manual rotation jobs.

The first part of this chapter focuses on backup job options, while the second part
explains the advanced options parameters used by backup and verify jobs. Finally, these
concepts are reviewed for both restore and verify jobs.
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Backup Job Options

The Options tab on the property sheet of each backup job controls various parameters
important to how TapeWare runs a backup job. Although there are numerous choices, the
default values have been chosen to provide the maximum degree of security and ease of
use. Use the default values unless your particular backup needs require different settings.

Generall Selection  Options | Schedulel Logs I Permissionsl

Mumber of passes: IE _lj Device:

South 5equoiatMetwork
Delay between pazzes: 15 =
= |
. A 3
Lag options: ILog anly failed j _I_I J
Add... [t
Backup mode: I Full j | S |
Media:
LChange mode: Frompt hl e
I J @ South Sequoia‘Home\admin Fo
wfrite pnode: IAppend to all tapes j
Auto verify mode: I Full werify j J
4 I I 3
Compression ype: ISystem j | |
Add... [VElefe
Auto format mode: IAuto format all j

Mew media Jocation: IHome\Admin Folder Erowsze... |
. Mew media name: IMedia Media Paszword... |
Backup job

Options tab Advanced Options... |

The following section describes each option parameter and some of the possible ways
each might be used.

Number of Passes

This parameter determines how many times TapeWare will try to open a file for backup
before it skips it and continues with the next file. The default is 3.

The Delay between
passes is the number of
seconds between each
of these attempts.

The Number of passes is the
number of times an attempt will
be made to access a file that
may be in use by another user.

Murber of passes:

Delay between passes:

Sometimes when TapeWare is trying to back up a file, the file may already be open, that
is, in use by another user, a software program or the operating system. Because the file
could change, TapeWare waits until the file is not in use. Each attempt to open a file is
called a pass. When TapeWare cannot back up a file on the first pass, it tries to back up
the file on subsequent passes.
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On the last pass, TapeWare opens the file in shared mode and backs it up. If the user
changes the file between backup and verification, TapeWare indicates a file backup
failure. If the file did not change, TapeWare indicates a file backup complete.

For example, suppose the number of passes is set to five. On the first pass, TapeWare
tries to back up all of the files in the file selection list. If, on the first pass, it encounters
any open files, it skips them and tries to back them up on the second pass. If, on the
second pass, these files are still open, TapeWare schedules them for the third pass and so
forth until the final pass. On the final pass, in this case the fifth pass, any file not
previously backed up is opened in shared mode, regardless if it is currently being used by
other users. As long as the file has not changed, it will be backed up successfully.

If your historical usage shows that many files are open during backup, or if the backup
job will run when other users are likely to be working with the files to be backed up, set
the value to a higher number. This will increase the number of times TapeWare attempts
to open a file and may result in fewer files being opened in shared mode during the final
pass.

Delay Between Passes

Log Options

This determines how many seconds TapeWare waits before trying the next pass. If your
historical usage suggests that many files are being opened on the last pass, consider
increasing this parameter to a higher number.

The Log options is either None, Log only failed, Log only completed or Log all.

LOg Log options: Log only failed j
. Mone
options
list box tgg glrlﬂ_l,l completed

TapeWare keeps a log of which files are backed up while running a job. After a job is
run, you can view or print the log to see which files were successfully or unsuccessfully
backed up. The default value is Log only failed, which writes in the log any files which
were not successfully backed up. This is particularly useful for locating any problems
with running the backup job.

None This parameter instructs TapeWare to not keep a log of the backup job as it runs.

Log only failed This parameter instructs TapeWare to log the name of any selected file
that was not backed up. Use this option to check if a backup job is running correctly.

Log only completed This parameter instructs TapeWare to log the name of any file
selected for backup and successfully backed up. You might use this option to produce a
list of files backed up for archive purposes.



112

TapeWare® User’s Guide and Technical Reference

Backup Mode

Change Mode

Log all This parameter instructs TapeWare to log the name of every file selected for
backup and whether or not that file was successfully backed up. You can use this option
to be certain that a backup job is running correctly as you planned.

The Backup mode is either Full, Incremental, Differential or Snapshet. For scheduled
automatic rotation jobs, TapeWare uses the backup mode for each backup set as indicated
on the Schedule tab; for unscheduled or manual jobs, TapeWare uses the parameters set
by the user. For more information, see Backup Options Automatically Updated later in
this chapter.

Backup mode:

Backup mode
list box

Differertial
Snapshot

Full This parameter instructs TapeWare to back up all selected files. For each file,
TapeWare resets the incremental bit in the storage management database and the archive
bit on disk.

Differential This parameter instructs TapeWare to back up all selected files that have
changed since the /ast full backup. When a file changes, its differential bit has been set.
TapeWare does not reset any bits.

Incremental This parameter instructs TapeWare to back up all selected files that have
changed since the /ast backup. For each file, TapeWare resets the incremental bit in the
storage management database and the archive bit on disk.

Snapshot This parameter instructs TapeWare to back up all selected files, but it has no
effect on any future scheduled job. (A snapshot backup job does not reset the archive bit
after backing up all the selected files.) Use this option when you wish to make a record of
files or systems at a particular time, but do not wish to disrupt the normal backup
schedule.

For more information on the differences between incremental and differential backup
jobs and the importance between them for data recovery, see Chapter 6 — Scheduling
Jobs.

The Change mode is either Skip device, Force to append or Prompt. This option
determines what action TapeWare will perform when it fails to find the media it was
expecting to use for a job. When TapeWare runs a job, if the job uses specific media,
TapeWare scans the network for devices with that media. If it does not find the media it
expects, its response is determined by the Change mode parameter.
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Write Mode

LChange mode: Frompt j
Change Skip device
mode list box Force to append

Skip device This parameter instructs TapeWare to skip the designated device when it
does not find the proper media, e.g., if the wrong media is loaded or the device has
malfunctioned. TapeWare looks for the proper media on other devices on the network.
TapeWare will not continue the job until it finds the correct media. As a result, the job
may never run if the correct media is not found.

Force to append This parameter instructs TapeWare to append data to whatever media it
finds in the designated backup device, as long as the media is in the storage management
database. If it cannot find the correct media, TapeWare appends data to whatever media
is available. This option will ensure that the job runs, if the media contains enough room
to complete the job.

Prompt This parameter instructs TapeWare to continue to scan for the expected media
and to send an alert warning that the proper media has not been found. This option will
not allow a job to run with any other media except with the expected media. Additionally,
this option will not search for another device that might contain the proper media.

The Write mode is cither Append to all tapes, Append to 1st tape, overwrite others or
Overwrite all tapes. For scheduled automatic rotation jobs, TapeWare defaults to
Overwrite all tapes; for unscheduled and manual jobs, TapeWare uses the parameters set
by the user. For more information, see Backup Options Automatically Updated later in
this chapter.

wfrite mode:

Write mode
list box

5
Append to 15t tape, ovenwrite others
Ovenwrite all tapes

This mode determines whether the old data on the media is overwritten with new data or
whether the new data is appended to the end of the old data. When media is overwritten,
all of the data previously stored on it is lost. Appending data will preserve the old data.

Unless the media is meant to be stored permanently, select Overwrite all tapes. This is
because when tapes or media are rotated (reused), TapeWare overwrites it. If you have
appended data to the media, overwriting will result in the loss of not just the oldest
material, but all of the data on the media, including the most recent. For this reason, use
Overwrite all tapes for media you wish to reuse through rotation, such as tapes that are
part of a set of daily incremental backups, and Append to all tapes or Append to 1st
tape, overwrite others for media meant for permanent storage.
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Appending is useful if the number of tapes is limited or if the tapes are several times
larger than the size of the job. For example, a one gigabyte tape could hold the contents
of four jobs that are less than 250 Mbytes if these jobs were appended. However, if
overwrite mode is selected, only one job will be stored on a tape at once. Similar
comments apply to other types of media.

Append to all tapes This parameter instructs TapeWare to append all data to the end of
the media. No data is overwritten. Select this parameter for permanent storage.

Append to 1st tape, overwrite others This parameter instructs TapeWare to append data to
the end of the first media, but to overwrite all media that follows. For example,
TapeWare will not overwrite the first tape inserted, but will overwrite the second, third
and later tapes. This parameter is useful if you have a set of media with old data you no
longer need. By selecting this option, TapeWare preserves your most recent data on the
first media, but overwrites older, unneeded media.

Overwrite all tapes This parameter instructs TapeWare to overwrite all media. All data on
media that is overwritten is lost. Use this option for tapes that are going to be recycled.

Auto Verify Mode
The Auto verify mode is either No verify, Full verify or Quick verify.

After TapeWare backs up a file onto a tape, it can verify that the file was backed up
correctly. TapeWare reads the file from the tape and compares it to the original file (Full
verify mode). If any discrepancies between the two files are found, the file is considered
to have failed the backup.

Auta verity mode: Full verify j
Auto verify Mo verif
mode list box M
It is strongly recommended that the Auto verify mode be set to Full verify. Verification
that data has been correctly written to the tape is an essential part of a comprehensive
backup program. Also, verifying the files ensures that the tape and the tape drive are

working correctly. Restoring data after a disaster is no time to discover that the data was
incorrectly stored to begin with.

No verify This parameter instructs TapeWare to skip the verification step. It is not
recommended.

Full verify This parameter instructs TapeWare to compare every selected file stored on
the media with the original file from the workstation or file server. This default option is
strongly recommended.
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Quick verify This parameter instructs TapeWare to be certain that every file backed up
onto the media is in readable condition. It does not verify that the data is correct, only
that the data stored on the media (incorrect or not) can be read. While selecting this
option can save time, it is nonetheless not recommended.

Compression Type

The Compression type is either None, Standard, System or Both.

Compression ype: System j
i M
Comprgsswn CEe.
type list box

Bath

This parameter controls how TapeWare compresses or maintains the compression of files
and directories.

None This parameter instructs TapeWare to write all data to the tape in a decompressed
format. If the file is stored on disk in a compressed format, the file will be decompressed
before writing. This option is useful if the device supports hardware data compression
and the files are to be restored to a different operating system.

Standard This parameter instructs TapeWare to write all data to tape in the TapeWare
compression format. If the file is stored on disk in a compressed format, the file will be
decompressed before being re-compressed by TapeWare. This option is useful if the tape
device does not support hardware data compression and the files are to be restored to a
different operating system.

System This parameter instructs TapeWare to write all data to tape in the same mode it is
stored on disk. If the file is stored on disk in compressed format, TapeWare will write the
data in the host’s compressed format. If the file is not compressed on disk, TapeWare will
store the file on tape in a non-compressed format. This option is useful if the hardware
supports data compression and the files are to be restored to the same operating system.
This option also gives better performance.

Note If the backup device supports hardware compression, be sure to select the System
option. Then enable Hardware compression on the Advanced Options window.

Both This parameter instructs TapeWare to write all compressed data in its compressed
format. Any uncompressed files will be stored in the TapeWare compression format. This
option is useful if the hardware does not support data compression and the files are to be
restored to the same operating system.
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Auto Format Mode

The Auto format mode is either No auto format, Auto format blank media or Auto
format all.

Autao format mode: IAuto farmat all j
Auto format Mo auto format )
mode list box Auto format blank media

This mode determines whether or not TapeWare will format the tape automatically.
Before data can be written to a media, the media must be formatted. When a media is
formatted, any data on it is lost. Tapes and other media are formatted when TapeWare
does not recognize the media, that is, when it has no information in its storage
management database about that particular media. This will occur when the media is
blank, it has been erased, it is first used or it has been deleted from the storage
management database.

Auto formatting speeds up jobs and allows jobs to be run with no one attending them. On
the other hand, disabling auto format can help ensure that no data is lost by accidentally
formatting a tape.

No auto format When this parameter is selected, if TapeWare encounters media that
needs to be formatted (either blank or unrecognized media), it sends an alert to the alert
window. While waiting for a user reply, TapeWare scans the network for devices with the
media it was expecting. When this parameter is selected, TapeWare waits for a reply to
the alert before formatting unrecognized media.

Auto format blank media This parameter instructs TapeWare to automatically format all
new or blank media. However, if TapeWare encounters unrecognized media, it sends an
alert to the alert window and then scans the network for the media it was expecting. This
parameter can help prevent data from being accidentally destroyed by formatting, while
not needlessly querying the user before formatting a blank media. Under almost all
circumstances, setting the Auto format mode to this parameter is sufficient protection
against data loss and is preferable to No auto format.

Auto format all This parameter instructs TapeWare to automatically format all of the
media inserted into the tape drive which require formatting. With this parameter selected,
TapeWare will automatically format all new (or blank) media and all unrecognized
media. Select this option to create a job that will run unattended with media whose data
can be erased.

Note TapeWare only formats media automatically if it can be overwritten, that is, if you
selected Append to 1st tape, overwrite others or Overwrite all tapes for the Write
mode. Otherwise, it appends the new data to the end of the media.
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New Media Location

The New media location is the folder in which TapeWare will store any new media
created while the job is running. By default, TapeWare stores media in the current
User/Group folder; the media will appear there on the Media and Database tabs. You
can also store the media in a separate media folder inside the User/Group folder.

Select the folder in which to store any new media by clicking the Browse... button. Then
select the folder from the Browse window. If the folder does not exist, use the Media tab
to create it first. Then you can select the New media location.

51 Browse HE
By default, any new Please highlight an object and click OK. to continue or Cancel to
Do A § i cancel.
media is created in the
Current User/grOUp I@ South Sequaia
folder...

(@] Admin Folder

(L7 El Capitan Server Main Bakup Job - Rotation Mec
-2 Daily Rokation Media

(23 Monthly Rotation Media

(23 ‘weekly Fotation Media

...but you can use the d Day Set 11

. - &y Set 21

Browse window to 3 by Set 31
select a different I e | _,,LI
location. = [ =

When TapeWare runs any scheduled automatic rotation job, it automatically creates new
media folders for the job. The folders are organized by the name of the job and the
various rotation sets in that job. There is no reason to create these folders manually.
TapeWare will automatically create these folders for you.

|ﬁ Wizardl = Backupl =) Hestorel =2 Wiy
[ &) A Folder

E--*ﬁ Home

=[G | Admin Folder

EI[:l El Capitan Server Main Bakup Job - Rotation Media
E|D Daily Ratation Media

D Day Set 1

-] Day Set2

-] Dap Set3

D [ay Set 4

All media and medla EI[:I Monthly Rotation Media
folders are automatically | | (L Monihly 1
created when you select e

an automatic rotation job. -1 Monthly 4
-2 Weekly Rotation Media

Note TapeWare does not automatically create new media folders for manual jobs.
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New Media Name

Device

The New media name is the name TapeWare gives to any new media it creates while
running the job. For scheduled automatic rotation jobs, TapeWare automatically updates
this parameter to match the media’s place in the rotation schedule. For example, if the
media is the first media in the yearly rotation set, TapeWare names it “Year Set 1:1”.
(This means the media was used with a yearly backup job and that it was the first tape in
the first set.)

|
33IEN

|ﬁ Wizardl ) Backupl = Hestorel =2 Verify
| &) drin Folder sElE x
E--»ﬁ Home

EI@ Admin Folder
EI[:I El Capitan Server Main Bakup Job - Rotation Media
=13 Daily Ratation Media

-0 Day Set 4
/f—][:l tonthly Fotation Media
-2 Monthly 1
-2 Marthly 2
-2 Monthly 3
-2 Manthly 4
-2 Weekly Rotation Media

Rotation jobs
automatically create
media folders and
assign media names.

For manual rotation and unscheduled jobs, TapeWare assigns any new media it creates
the name listed in this field. This is also true for automatic rotation jobs that are “forced”
to run. For more information, see Backup Options Automatically Updated later in this
chapter.

The Device option specifies which tape drive or other removable media device TapeWare
will use to run the backup job.

Device:
@ South SequoiaiHomeddmin Fo
E',EI_ South SequoiatMetwork,

By default, the Device option is
set to the Network container
and will use any devices
available on the network.

You can specify a
particular device to use
by adding it to the
Device list.

|

TR . Delete |

By default, TapeWare sets this parameter to the network container. When running the
job, TapeWare will use whatever devices it finds on the network. If there is only one
device in your storage management zone or if you only have permissions to one device,
there is no reason to change this parameter.

However, if there are several devices on your network and you need to select a specific
device, specify which device the job should use by selecting it from the Device list. (If a
machine has only one device, you can just select the machine and not the device.)
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For more
information on
using multiple
streams, see
Maintaining the
Flow of Data in
Chapter 10 —
Tips,
Techniques
and Strategies.

Media

Note that TapeWare automatically tries to use multiple devices whenever there are
multiple backup streams. Using multiple devices can speed up a backup job
tremendously. TapeWare can send up to eight backup streams to a single device. If you
have multiple devices, TapeWare sends the first eight streams to the first device, then the
next eight streams to the second and so on.

If you want a job to use a specific device or exclude a particular backup device, use the
Device list to specify the devices a job should use.

Note If you are using an autoloader, the physical machine will have two or more drivers
associated with it: the device drivers and the autoloader driver. You may specify either in
the Device list. To use all devices associated with an autoloader, select the autoloader.
TapeWare automatically backs up to all autoloader devices, depending on number of
backup streams. To use a single device in the autoloader, select the device itself.
TapeWare only backs up to the select device. Note that you must manually load and
unload media when using a single device.

To use a device that is not shown in the Device list, click the Add... button and select the
new device from the Browse window. Then select the undesired network container from
the Device list, click Delete and confirm the deletion.

The Media option specifies the folder in which the tape or other removable media are
stored. TapeWare will look here for media to use with this job.

Media:

[ South 5 quoiasHomesadmin Fo
D Sout%equoia\Home\Admin Fo
4

, .......... v ‘ Delete |

The default media
folder is the current
user/group folder...

...but you can specify
another one by adding
it to the Media list.

The default folder is the current User/Group folder. If you wish to use media from
another folder, specify the folder by selecting it from the Media list.

To use a folder that is not shown in the Media list, click the Add... button and select the
new folder from the Browse window. Then select the undesired default folder from the
Media list, click Delete and confirm the deletion.

Media Password...

When a job creates new media, you can assign that media a password. A password
prevents the media from being imported into another TapeWare storage management
database and can be an important part of your overall security plan.
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To have the job assign a password to the new media, click the Media Password... button
and type and confirm your password.

‘ﬁ‘ Media Password EHE

% Pleaze enter the pazzword for the new media.

Pazsword: ||

Med 1a LConfirm passward: I
password
window Cancel_|

Note that passwords can only be assigned when media is formatted. Additionally, media
passwords are only required when importing media.

Backup Options Automatically Updated

For more
information,
see Forcing
Scheduled
Jobs to Run in
Chapter 8 —
Running Jobs.

For more
information,
see Backup
Job Scheduling
Concepts in
Chapter 6 —
Scheduling
Jobs.

The parameters shown on the Options tab fall into two categories: first, parameters that
are updated automatically when TapeWare runs a scheduled aufomatic rotation job
(built-in or custom), but specified manually in unscheduled and manual rotation jobs;
and second, parameters that are always specified manually by the user.

Generall Selection  Options | Sc:hedulel Logs I F'ermissionsl

F 3

Hurber of passes: Dewvice:
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SN [ =] A IEEEE
Media:
Ch e P t | =
When a SChedL”ed =eEE e I = J (68 South SequoiatHome\admin Fo
rotation jOb iS run, the wirite mode: IAppend to all tapes j
Backup mode, Write | / /e vy meds [Full veiy =l K
mode, New media [j/’ Comptession tee: [system —— [ |
location, New media [\ “®femat mede: [uto format I = -
name and Media New media location: IHome\Admin Folder Browse... |
parameters are ew media name: IMedia Media Password... |
updated automatically.

Advanced Options... |

Recall from the previous chapter that TapeWare jobs can be scheduled in four distinct
ways, either as Not Scheduled, Manual Rotation, Automatic Rotation with Built-in
Schedule or Automatic Rotation with Custom Schedule.

When an automatic rotation job is scheduled, the job appears on the Queue tab with an
indication of the date and time the job is scheduled to run. When TapeWare runs these
scheduled jobs on the Queue tab, it automatically updates five of the parameters on the
Options tab: Backup mode, Write mode, New media location, New media name and
Media.
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For more
information on
the Queue tab,
see Queue Tab
in Chapter 8 —
Running Jobs.

Note that TapeWare does NOT automatically update these five parameters when you
manually “force” a scheduled job to run. For example, when TapeWare automatically
runs a scheduled backup job on a Monday, it changes (updates) the Backup Mode from
Full to Incremental, but does not automatically update these parameters.

When you run an unscheduled or manual rotation job, TapeWare always uses the
parameters selected by the user.

Advanced Options

The Advanced Options... button on the Options tab allows the user to specify certain
parameters controlling how files are stored on media. In particular, these options specify
whether the data on the media is stored in the same form as it was transmitted across the
network. TapeWare can either store the data in a format specific to a particular network
platform or in a generic format. Similarly, TapeWare can store all of the data it receives
or filter out some of the data used by particular network platforms or operating systems.

Advanced options control how data
transmitted across a network is stored on
media. It can be used to filter out certain

data and to change the data stream format. \ Advanced
Options...
Stream Format
Parent Security Generic Stream
=) "'""Ch'“d'sééh'ﬂt'j""' """"IEZ)'r'n;éi"""’ e
Extended Attributes

In general, the default values should be used. These options are provided only for
advanced users who need to customize their backup jobs for unique circumstances. These
options might be used in one of two circumstances: when transferring data from one
network platform or operating system to another; or when demands on network traffic
require that a backup job be run as quickly as possible. Unless you have specific needs
that require changes to the advanced options, leave the default values unchanged.
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Advanced Options 21x]
[V Plative data streams Format: W Extended attributes
V¥ Parent security W Macintosh finder
Iv Child security ¥ WFS information
I¥ Wolume restrictions ¥ Chject ovner
v Space restrickions v Hatdware compression
[~ Auko eject V¥ Mount painks

[ auko retension

[~ Aukoprint log
Advanced |

Options window ok | cancel

These options are applicable to both backup and restore jobs. Note that both job types
can filter out certain data, such as security information. However, restore jobs cannot add

data that was not originally stored on the media.

Native Data Streams Format

Different network software transmits data across the network to TapeWare in different
formats. In particular, Windows, NetWare, Linux and UNIX use different data stream
formats. If you are going to share data from one network platform to another, the data
should be stored on media in a common data format, not in the native data streams
format.

Check this option when you do not plan to share data between different network
platforms. When this option is checked, TapeWare generally runs backup jobs more
quickly.

Clear this option when you plan to share data between different network platforms, such
as from a Windows server to a NetWare server.

Warning Security is an issue to consider when checking this option. When this option is
checked, TapeWare backs up all security information that network software includes in
the data stream. If the option is unchecked, TapeWare uses a generic format that removes
security information.

Parent Security

When checked, TapeWare includes Windows, NetWare, Linux and UNIX parent security
information, that is, the access control list and trustee information that controls who can
see and modify the directories. If this option is unchecked, TapeWare filters out the
parent security information that it receives from the network during a backup job and that
it would transmit across the network during a restore job.



Chapter 7 — Job Options 123

Child Security

When checked, TapeWare includes Windows, NetWare, Linux and UNIX child security
information, that is, the access control list and trustee information that controls who can
see and modify the files. If this option is unchecked, TapeWare filters out the child
security information that it receives from the network during a backup job and that it
would transmit across the network during a restore job.

Volume Restrictions

NetWare controls the maximum amount of space a user can use on a volume. When this
option is checked, TapeWare includes this information about the volume in the backup
media. If this option is unchecked, TapeWare filters out the volume restrictions that it
receives from the network during a backup job and that it would transmit across the
network during a restore job.

Space Restrictions

Auto Eject

NetWare controls the maximum amount of space a directory can use on a volume. When
this option is checked, TapeWare includes this information about the directories in the
backup media. If this option is unchecked, TapeWare filters out the space restrictions that
it receives from the network during a backup job and that it would transmit across the
network during a restore job.

When this option is checked, TapeWare automatically ejects the tape at the end of the
backup job. This feature only works on devices that support software eject.

Auto Retension

Autoprint Log

When this option is checked, TapeWare automatically retensions the tape at the
beginning of the backup job. This feature winds the tape cartridge end-to-end, applying
equal tension to the entire tape for maximum tape life and data integrity. Your device
must support auto retension to use this feature.

When this option is checked, TapeWare automatically prints the log as soon as the
backup job is finished. This option is only available on Windows NT (or later) systems
and Linux and UNIX systems running X Window. For information on configuring this
feature, see Autoprint Log in Chapter 8 — Running Jobs.
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Extended Attributes

When this option is checked, TapeWare includes the extended attributes for objects on
workstations or servers running operating systems that use extended attributes. Since
many operating systems use extended attributes, this option can affect backups from
servers and workstations running different operating systems. If this option is unchecked,
TapeWare filters out the extended attributes during a backup job. As a result, these
attributes will not be available during a restore job.

Macintosh Finder

When this option is checked, TapeWare includes the Finder information for files and
directories on workstations or files servers that are using the Macintosh file system. If
this option is unchecked, TapeWare filters out the Finder information that it receives
from the network during a backup job and that it would transmit across the network
during a restore job.

NFS Information

Object Owner

When this option is checked, TapeWare includes NFS information for files and
directories on workstations or file servers running a UNIX version of NFS. If this option
is unchecked, TapeWare filters out the NFS information that it receives from the network
during a backup job and that it would transmit across the network during a restore job.

When this option is checked, TapeWare includes the object owner information for files
and directories on workstations or file servers running NetWare. If this option is
unchecked, TapeWare filters out the object owner information that it receives from the
network during a backup job and that it would transmit across the network during a
restore job.

Hardware Compression

Mount Points

When this option is checked, TapeWare enables hardware compression. This feature only
works on devices that support software control of hardware compression.

Note We recommend that you select System for Compression type on the Options tab.

When checked, TapeWare includes the mount point information in the backup. If this
option is not checked, TapeWare filters out the mount point information from the backup
job.
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Restore Job Options

There are fewer and simpler options for restore jobs. In general, these options are similar
to options for backup jobs.
“" Properties of Fire Study Data Restore [ (=] x]

Generall Selection  Options | Schedulel Logs I Permissionsl

Humber of passes: E _:| Log options:

Delay between passes: I‘I 5 ﬁ ILDQ only failed j

[+ Bestore files which are in use

Device:

B8 South SequoiatMetwork

agd. | D |
Advanced Options. . |
Restore job
Options tab Ok ] Cowdd | co | Heb |
Number of Passes

This parameter determines how many times TapeWare will try to open a file for restore
before it skips it and continues with the next file. The default is 3.

The Delay between
passes is the number of
seconds between each
of these attempts.

The Number of passes is the
number of times an attempt will
be made to access a file that
may be in use by another user.

Mumber of paszes:

Delay between passes:

Sometimes when TapeWare is trying to restore a file, the file may already be open, that
is, in use by another user, a software program or the operating system. Because the file
could change, TapeWare waits until the file is not in use. Each attempt to open a file is
called a pass. When TapeWare cannot restore a file on the first pass, it tries to restore the
file on subsequent passes, up to the Number of passes. When it cannot be opened on the
last pass, the file fails the restore job.

If your historical usage shows that many files are open during a restore job, set the value
to a higher number. This will increase the number of times TapeWare attempts to open a
file and may result in fewer files failing to be restored.
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Delay Between Passes

This determines how many seconds TapeWare waits before trying the next pass. If your
historical usage suggests that many files are being opened on the last pass, consider
increasing this parameter to a higher number.

Restore Files in Use

Log Options

The Restore files which are in use option tells TapeWare what to do when files to be
restored are in use.

Select this option to restore the backup copy of the open file. (Under Windows, you can
access the restored file after reboot.) If you select this option, the restored file will replace
your open file. As a result, your current changes may be lost.

Deselect this option to skip over all selected files that are in use. This is useful if the open
files are more current than the backed up files.

The Log options are either None, Log only failed, Log only completed or Log all.

Log options:
Lag only falled j
Log options | [Han=

list box Log only completed
Laog all

TapeWare keeps a log of which files are restored while running a restore job. After a job
is run, you can view or print the log to see if the job was completed successfully. The
default value is Log only failed, which writes in the log any files which were not
successfully restored. This information can be vital for checking to see if your job ran
successfully.

None This parameter instructs TapeWare to not keep a log of the job as it runs.

Log only failed This parameter instructs TapeWare to log the name of any selected file
that was not restored. Use this option to check if a job is running correctly.

Log only completed This parameter instructs TapeWare to log the name of any file
selected that was successfully restored.

Log all This parameter instructs TapeWare to log the name of every file selected and
whether or not that file was successfully restored. You can use this option to be certain
that a job is running correctly as you planned.
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Device
The Device option specifies which tape drive or other removable media device TapeWare
will use to run the job.

Device:

LE.',EI_ South SequoiatMetwark
"= South SequoiatM etwork\E | Capitan Server\CH-Aapi Adapter 08D ew-0.0.6.0; Seagate STT2000

By default, the Device
option is set to the
Network container and
will use any devices
available on the network.

Welete |

You can specify a particular device
to use by adding it to the Device list.

By default, TapeWare sets this parameter to the network container. When running the
job, TapeWare will use whatever device it finds on the network. If there is only one
device in your storage management zone or if you only have permissions to one device,
there is no reason to change this parameter.

However, if there are several devices on your network and you need to select a specific
device, specify which device the job should use by selecting it from the Device list. (If a
machine has only one device, you can just select the machine and not the device.)

To use a device that is not shown in the Device list, click the Add... button and select the
new device from the Browse window. Then select the undesired network container from
the Device list, click Delete and confirm the deletion.

Advanced Options

For restore jobs, you may also specify advanced options. Generally, these options work
just like they do for backup jobs, that is, as filters that exclude certain types of data.

Advanced Options 2lx]

[+ Extended attributes

IV child security [¥ Macinkosh finder
V¥ Yolume restrickions ¥ WFS information
v Space restrictions [+ Ohiject owner
[~ auko retension v Mount poinks

[ autoprint log

Advanced oK | Cancel

Options window
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Note The Native data streams format only appears on the Advanced Options window
for backup jobs. The format that you selected for the backup job determines whether you
can restore the data across platforms. TapeWare does not change the data stream format
from its stored format. For more information, see Native Data Streams Format earlier in
this chapter.

Note Data filters, such as security information and directory attributes, cannot restore
data that was not originally backed up to the media. For example, if you did not select
Volume restrictions for the backup job, TapeWare cannot restore this information
because it was never stored on the media.

Parent Security

When checked, TapeWare restores Windows, NetWare, Linux and UNIX parent security
information, that is, the access control list and trustee information that controls who can
see and modify the directories. If this option is unchecked, TapeWare filters out the
parent security information during the restore.

Child Security

When checked, TapeWare restores Windows, NetWare, Linux and UNIX child security
information, that is, the access control list and trustee information that controls who can
see and modify the files. If this option is unchecked, TapeWare filters out the child
security information during the restore.

Volume Restrictions

NetWare controls the maximum amount of space a user can use on a volume. When this
option is checked, TapeWare restores this information about the volume from the backup
media. If this option is unchecked, TapeWare filters out the volume restrictions during
the restore.

Space Restrictions

NetWare controls the maximum amount of space a directory can use on a volume. When
this option is checked, TapeWare restores this information about the directories from the
backup media. If this option is unchecked, TapeWare filters out the space restrictions
during the restore.
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Auto Retension

Autoprint Log

When this option is checked, TapeWare automatically retensions the tape at the
beginning of the restore job. This feature winds the tape cartridge end-to-end, applying
equal tension to the entire tape for maximum tape life and data integrity. Your device
must support auto retension to use this feature.

When this option is checked, TapeWare automatically prints the log as soon as the restore
job is finished. This option is only available on Windows NT (or later) systems and
Linux and UNIX systems running X Window. For information on configuring this
feature, see Autoprint Log in Chapter 8§ — Running Jobs.

Extended Attributes

When this option is checked, TapeWare restores the extended attributes for objects on
workstations or servers running operating systems that use extended attributes. Since
many operating systems use extended attributes, this option can affect backups from
servers and workstations running different operating systems. If this option is unchecked,
TapeWare filters out the extended attributes during a restore job. As a result, these
attributes are not available with the restored objects.

Macintosh Finder

When this option is checked, TapeWare restores the Finder information for files and
directories on workstations or files servers that are using the Macintosh file system. If
this option is unchecked, TapeWare filters out the Finder information during the restore.

NFS Information

Object Owner

Mount Points

When this option is checked, TapeWare restores NFS information for files and directories
on workstations or file servers running a UNIX version of NFS. If this option is
unchecked, TapeWare filters out the NFS information during the restore.

When this option is checked, TapeWare restores the object owner information for files
and directories on workstations or file servers running NetWare. If this option is
unchecked, TapeWare filters out the object owner information during the restore.

When checked, TapeWare restores the mount point information from the backup. If this
option is not checked, TapeWare filters out the mount point information.
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Verify Job Options

There are fewer and simpler options for verify jobs. In general, these options are similar
to options for restore jobs.

?ﬂ Properties of Fire Suppression Data Yerify Job M= B3
Generall Selection  Options | Schedulel Logs I Permissionsl
] =
Mumber of passes =1 L s
Delay between passes: |1 I3 ﬁ ILDg only failed j
Werify mode:
% IFuII werify j
Device:
South SequoiziM etwark
al | i
agd. | bz |
Verify job
Options tab QK I Cancel | Lol | Help |
Number of Passes

This parameter determines how many times TapeWare will try to open a file for verify
before it skips it and continues with the next file. The default is 3.

The Number of passes is the
number of times an attempt will
be made to access a file that
may be in use by another user.

The Delay between
passes is the number of
seconds between each
of these attempts.

Murber of passes:

Delay between passes:

Sometimes when TapeWare is trying to verify a file, the file may already be open, that is,
in use by another user, a software program or the operating system. Because the file
could change, TapeWare waits until the file is not in use. Each attempt to open a file is
called a pass. When TapeWare cannot verify a file on the first pass, it tries to verify the
file on subsequent passes, up to the Number of passes. When it cannot be opened on the
last pass, the file fails the verify job.
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If your historical usage shows that many files are open during a verify job, set the value
to a higher number. This will increase the number of times TapeWare attempts to open a
file and may result in fewer files failing to be verified.

Delay Between Passes

Log Options

Verify Mode

This determines how many seconds TapeWare waits before trying the next pass. If your
historical usage suggests that many files are being opened on the last pass, consider
increasing this parameter to a higher number.

The Log options are either None, Log only failed, Log only completed or Log all.

Log options:

I Log only failed j
[Hone

Log options
. Log only completed
listbox | |Logal

TapeWare keeps a log of which files are verified while running a verify job. After a job is
run, you can view or print the log to see if the job was completed successfully. The
default value is Log only failed, which writes in the log any files which were not
successfully verified. This information can be vital for checking to see if your job ran
successfully.

None This parameter instructs TapeWare to not keep a log of the job as it runs.

Log only failed This parameter instructs TapeWare to log the name of any selected file
that was not verified. Use this option to check if a job is running correctly.

Log only completed This parameter instructs TapeWare to log the name of any file
selected that was successfully verified.

Log all This parameter instructs TapeWare to log the name of every file selected and
whether or not that file was successfully verified. You can use this option to be certain
that a job is running correctly as you planned.

The Verify mode is either No verify, Full verify or Quick verify.

When TapeWare runs a verify job, it checks to see if the data on the media is readable
and whether or not it matches data from the original source (that is, from the workstation
or file server).

Werify mode:

I Full werify j

Verify mode _%!?M
I|St bOX Quick wverify
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Device

No verify This parameter instructs TapeWare to skip the verification step. If you select
this step, the verify job will not run.

Full verify This parameter instructs TapeWare to compare every selected file stored on
the media with the original file from the workstation or file server. This default option is
strongly recommended.

Quick verify This parameter instructs TapeWare to be certain that every file backed up
onto the media is in readable condition. It does not verify that the data is correct, only
that the data stored on the media (incorrect or not) can be read. While selecting this
option can save time, it is nonetheless not recommended.

The Device option specifies which tape drive or other removable media device TapeWare
will use to run the job.

Device:

By default, the Device
option is set to the
Network container and
will use any devices
available on the network.

,L:.',EI_ South SequoiaiMetwork
"= South SequoiatMetwork\E | Capitan Server\CH-&:pi Adapter 08D ev-0.0.6.0: Seagate STT2000

[ | i

[elete |

You can specify a particular device
to use by adding it to the Device list.

By default, TapeWare sets this parameter to the network container. When running the
job, TapeWare will use whatever device it finds on the network. If there is only one
device in your storage management zone or if you only have permissions to one device,
there is no reason to change this parameter.

However, if there are several devices on your network and you need to select a specific
device, specify which device the job should use by selecting it from the Device list. (If a
machine has only one device, you can just select the machine and not the device.)

To use a device that is not shown in the Device list, click the Add... button and select the
new device from the Browse window. Then select the undesired network container from
the Device list, click Delete and confirm the deletion.
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Advanced Options

For verify jobs, you may also specify advanced options. Generally, these options work
just like they do for backup and restore jobs.

Advanced Options 2lx]
¥ Patent security ¥ Extended attributes
[V | childisecurity ¥ Macintosh finder
¥ Yalume restrickions ¥ 1FS information

¥ Space restrickions ¥ | Ohiject owmer
; ¥ tount points

[ autoprint log
Advanced

Options window ok I Cancel

Auto Retension
When this option is checked, TapeWare automatically retensions the tape at the
beginning of the verify job. This feature winds the tape cartridge end-to-end, applying
equal tension to the entire tape for maximum tape life and data integrity. Your device
must support auto retension to use this feature.

Autoprint Log
When this option is checked, TapeWare automatically prints the log as soon as the verify
job is finished. This option is only available on Windows NT (or later) systems and
Linux and UNIX systems running X Window. For information on configuring this
feature, see Autoprint Log in Chapter 8 — Running Jobs.
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In This Chapter

TapeWare will automatically run jobs that are scheduled. You can view jobs scheduled to
be run on the Queue tab and you can track the progress of a job as it runs from the job’s
Status window.

e Overview

e Queue Tab

e Running Scheduled Jobs

e Running Unscheduled Jobs
e Job Status Window

e Job Logs

o Audit Logs

Overview

For jobs that are not scheduled, TapeWare will only run the job when you instruct it to do
so. Scheduled jobs run automatically as scheduled. You can view what jobs are scheduled
to run on the Queue tab, which indicates when a job is scheduled to run and provides a
short summary of a job’s progress as it runs. When TapeWare automatically runs a
scheduled job from the Queue tab, it updates the option parameters for that job before
running it.

You can also “force” scheduled jobs to run before they are scheduled. When a scheduled
job is forced to run, TapeWare does not automatically update parameters on the job’s
Option tab. Forcing a job to run can also affect the permissions TapeWare uses when it
runs the job. Be certain to read Forcing Scheduled Jobs to Run later in this chapter for
more information on how forcing a scheduled job to run affects the parameters TapeWare
uses to run the job.
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The Status window provides detailed information about the progress and status of jobs as
they run. You can use this window to see that a job is running properly. After a job has
completed running, you can view and print the Job Log to check what files were
successfully or unsuccessfully backed up, verified or restored.

Queue Tab

Details button

After a job has been scheduled to run, TapeWare displays the job and information about
it on the Queue tab. This tab shows all of the jobs that are scheduled to run. As new jobs
are created and scheduled, they are listed on the Queue tab. Each scheduled job is listed
only once using information for the next scheduled time that job is to run.

Unscheduled jobs that TapeWare has been instructed to run also appear on the Queue
tab, but only after you have manually instructed them to run.

|ﬁ W'izardl = Backupl =) F!astorel = \u"enfyl Eﬂ Medial @ Device @ Queus |ﬁg Securit_l,ll @ Databasel

B B AE e 'R
Mame | Type | Fun Time | Status | Complete | Failed I Owner
@E\ Capitan Server Backup Job Backup Job 01-5ep-39 04:00 Fm Mot Running Admin

Annual Fire Suppression Data Back... BackupJob 31-Aug-99 11:00 Pm Mat Running Adrin
b <E| Capitan Restore Job Restare Jaob 31-Aug-39 09:00 Prm Mat Running Admin
@GFSQU Main Backup Jab Backup Jab 31-Aug-99 11:00 Pm Nat Running Adrin

Details view
of the Queue tab

Queue Tab Details View

The Details view on the Queue tab provides the most useful and important information
about scheduled and currently running jobs.

The Name and Type fields show the name of the job and whether it is a backup, restore
or verify job. The Run Time field indicates the date and time the job is next scheduled to
run. The Schedule Type field indicates what type of schedule that job has, such as GFS-
30 or Custom.

The Status, Complete and Failed fields provide a short summary of a job’s current
status. The Status field indicates if the job is currently running and if so, what procedure
is currently being performed. The Complete and Failed fields indicate what percentages
of the files selected have been successfully or unsuccessfully backed up, restored or
verified.

The Owner field indicates what user permissions information TapeWare will use to
calculate the permissions for the job when it is run.
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Running Scheduled Jobs

Scheduled jobs are normally run automatically by TapeWare, but you can also “force” a
scheduled job to run.

Automatically Running Scheduled Jobs

When you close the property sheet of a job, TapeWare calculates the next time the job is
scheduled to run and places the job on the Queue tab. The Run Time field in the Details
view on the Queue tab shows the date and time the job is scheduled to run. This is true
for jobs scheduled with automatic or manual rotation schedules.

|ﬁ W’izardl =) Backupl =) Hestorel &= Verifyl E Medial @ Device @ Queue |% Securit_l,ll Databasel

BIEI
Marne | Tvpe | Fun Time | Statuz | Complete | Failed | Owner
@EI Capitan Server Backup Job Backup Job 01-5ep-93 04:00 Pm Mot Running Admin

@Annual Fire Suppression Data Back... BackupJob H-Aug-9911:00 Pm Mot Running Admin
apitan Restore Job Fiestore Job

@GFSQD tain B ackup Job Backup Job 31-Ahsg

Admin
Mat Rurining Adriin

Mot Running

The Run Time of
ajob is shown on
the Queue tab.

These jobs will run automatically if TapeWare is open at the scheduled date and time. It
is not necessary for a user to be logged on to TapeWare for the job to run. TapeWare will
run scheduled jobs even if the user who created the job has logged out.

For example, suppose you have scheduled a job to run at 11:00 p.m. tonight. When you
leave your workstation, log out of TapeWare. Do not exit or close TapeWare. When the
TapeWare Logon window appears, click the minimize button to close the window.
Although no user will be logged on, TapeWare will still be open and will execute the job
at the scheduled time.

Tip You can install TapeWare as a service on machines running Windows, Linux and
UNIX. When installed as a service, TapeWare will start automatically whenever the
system starts up and run in the background without any user interface. If you want to
make sure that scheduled jobs always run, install TapeWare as a service. For more
information, see Appendix E — TapeWare Service in the TapeWare Installation Guide.
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Hlo Edt lob Todk Mew Winds | |f yoys want scheduled jobs to
421 Mew Object [ i
EIEEEL et run, don’t close TapeWare.

Wiew [netances [SirlH
: Instead, select Log Out from
& Frint Setup... .
S Pt Fepart.. 9,/ the File menu...

5 Pances. T 11| | . then minimize the
Froperties L[e+Erter .4 Enter your user name and password ta log an. Logon window to
o ensure no
Exi T R T | unauthorized access
to the network.
User name: IGALEN CLARK, L
Another alternative is
Easit [ 1 to install TapeWare
31-4ug-39 11:06 Am ok | Concel | as a service.

Note If the storage management server is turned off when a job is scheduled, the job will
run when that machine is started again. Jobs scheduled to run will begin running five
minutes after you start TapeWare. (If TapeWare is run as a service, this will be five
minutes after startup.) This five-minute lag allows you to modify, update or cancel any
pending jobs before they run.

Security and Scheduled Jobs

Scheduled jobs will run whether you log out or not, as long as TapeWare is open or the
TapeWare service is running. If you have not logged out, however, unauthorized users

will be able work with your security clearance. For this reason, be certain to log out or

exit TapeWare before leaving your workstation. This is the only way to ensure that no

unauthorized users gain access to sensitive data.

Warning Do not leave the main TapeWare window open when you are not at your
workstation. Doing so allows users without security clearance unauthorized access to the
network. Be certain to log out of TapeWare before leaving your workstation. If you have
jobs scheduled to run, either log out instead of exiting TapeWare or make sure the
TapeWare service is running.

Forcing Scheduled Jobs to Run

&

Run button

You can “force” scheduled jobs to run prior to their scheduled time by selecting the job
and clicking the Run button on the toolbar. Alternatively, you can select Run from the
Job menu, the Queue menu or the shortcut (right-click) menu. TapeWare will execute

the job immediately.
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Note that forcing a job that is scheduled for the same day marks the job as complete for
that day. TapeWare resets the job on the next day so it will run as scheduled. As a result,

if you force a job to run on the same day that it is scheduled to run, it only runs once on
that day.

You can force a 5] Wizardl = Backupl =) Hestorel =] Verifyl 2 Medial |} Device = Ques |% Security
scheduled job to run by | 20 -

SeleCtmg lt and C“Cklng Mame | Type | Fiun Time | Skatus | Complete I

the Ru n button e El Capitan Server Backup Job Backup Job 01-5ep-99 04:00 Pm Mot Running
0 Main Backup Job Mat Running
@Annual Fire Suppression Data B.. Mat Running

...or CliCking the jOb with @EI Capitan Restore Job
the right mouse button
and selecting Run.

Mat Running

How Forcing Jobs to Run Affects Job Parameters

When you force a scheduled job to run before its scheduled time, TapeWare does not
automatically update certain parameters on the Options tab of the job. Recall that when a
scheduled job with an automatic rotation is run, TapeWare updates the Backup mode,
Write mode, New media location, New media name and Media parameters on the
Options tab of the job to reflect that job’s place in the rotation schedule. However, when
a job is forced to run before its scheduled time, TapeWare does not update these option
parameters.

For example, suppose that a backup job is scheduled to run as an incremental job in the
evening. If it is forced to run before its scheduled time, TapeWare will not update the
Backup Mode parameter. In this case, if the last time the job was run, it was as a full
backup job, the Backup Mode parameter on the job’s Option tab will still be set to Full.
As a result, when you force the job to run, it will be run as a full backup job, even though
it is next scheduled to run as an incremental job.
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General | Selection UptionSISchedulel Logs | Permissionsl
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. options before IDa}. Det 5 - Tape # Media Password... |
forcing a scheduled
job to run. _
Advanced Options... |

Forcing a job to run can be useful when a job failed to run for some reason. For example,
suppose a full backup job is scheduled for a Saturday, but a network equipment
malfunction prevented the job from being run as scheduled. It is important that another
full backup job be run before the next incremental job. This is the only way to ensure that
the full data recovery period is not compromised. On Monday, you can force the failed
backup job to run again after the network connections are restored. Before you run the
job, open the job’s property sheet and make sure the proper job type and media are
selected.

Before forcing a scheduled job to run, you should always check the Options tab of the
job to see that the option parameters are set correctly. If you are forcing the job to run
because an earlier job failed to run properly, you can look at the log of the failed job to
see what parameters the job would have used.
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?ﬂ Properties of Annual Fire Suppression Data Backup [ [Ex]
Generall Selectionl Dptionsl Schedule  Logs |Permissions|
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| 19:40g-93 11:09 Am
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Frrint.... | Delete |
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Cancel I Sl | Help

How Forcing Jobs to Run Affects Permissions

When a job is run, TapeWare will check for the appropriate permissions to the device,
files, media and so forth. TapeWare calculates these permissions by using the

permissions of the job’s Owner. The owner of a job is the user who either scheduled the

job or forced the job to be run. After a job is run, the job owner is reset to the last user

who changed the job properties; forcing a job to run does not permanently change the job

owner.

File Edit Queue Toolz “iew Window Help

|ﬁ W'izardl = Backupl =l Hestorel =] Verif_l,ll % Medial @ Device |

% Sec:urityl Database

Fh e RS s ke R

M ame: | Tupe | Run Time | Status | Complete I Failed I Owaner
@ El Capitan Server Backup Job Backup.Job 10-5ep-93 04:00 Pm Mot Running i
@ GFS5-20 Main Backup Job Backup Job MN-Aug-9311:00 Pm Scanning fo... 0%

@Annual Fire Suppression DataB... BackupJob 01-5ep-9311:00 Pm Mot Running
@ Metw are fram NT Restare Restore Job -Aug-9911:00 Pm Mot Running
@ El Capitan Server Verify Job Werify Job 31-Aug-9911:00 Pm Mot Running

When a scheduled job is run, the job’s Owner is used to calculate
what permissions are necessary for the job to run. If you force a job
to run, the job’s Owner becomes whoever forced the job to run.
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When the TapeWare administrator creates and schedules a job, the owner of the job is the
administrator. TapeWare will use the TapeWare administrator’s permissions when
running the job. Similarly, if another user creates and schedules a job, that user will be
the job’s owner and TapeWare will calculate the job’s permissions using that user’s
permissions.

However, if a scheduled job is forced to run, the person who forces the job to run
becomes the job’s new owner. So, for example, if the TapeWare administrator forces a
job to run that another user has created, the TapeWare administrator becomes the job’s
new temporary owner and TapeWare calculates the permissions using the TapeWare
administrator’s permissions.

Changing the job’s owner can be useful for managing security. A user can create and
schedule a job, even though that user lacks the proper permissions to run that job.
Another user, such as the TapeWare administrator, can then force that job to run with
their own permissions.

Viewing and Printing Scheduled Job Instructions

EY

View
Instructions
button

Whenever a job is scheduled and placed on the Queue tab, TapeWare creates a set of
instructions for that job. Included in a job’s instructions is information about which
media set must be available to be used and which backup devices it may be inserted into.
For example, when running an automatic rotation job, the instructions for that job include
the name of the media TapeWare is expecting to use when that job runs next, such as
“Daily Set 1” or “Yearly Set 2”. The instructions also include the name of the backup
devices which TapeWare expects to be available when the job runs.

Tip You can use the instructions in order to ensure that all of your jobs run correctly by
planning ahead to see that each job has the media it requires before it runs. For example,
you can print the instructions and then assign a co-worker the task of inserting the proper
media into various backup devices by the required time.

You can view the Instructions for the jobs currently scheduled on the Queue tab by
clicking the View Instructions button on the toolbar of the Queue tab or by selecting
Instructions from the Tools menu. TapeWare will open the Instructions in a window of
an external text editor, such as Windows Notepad. You can also print the Instructions by
clicking on the Print Instructions button or from the Tools menu. (To change the
external text editor with which you wish to view and print the Instructions, select
Preferences from the File menu.)
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You can print or view the
instructions for all of the
jobs scheduled on the
Queue tab. Use the
instructions to insure that
the proper media and
backup devices are
available before a job is
scheduled to run.

M=

& Instructions.log - Notepad
File  Edit Seach Help

I =

Job and Hedia
Generated
Generated
Generated

Requirements

for : South Sequoia

by : Admin

at  : 31-Aug-99 11:22 Am

Job E1 Capitan Server Backup Job by Admin
Insert rotation : Weekly Set 1
Into device : E1 Capitan Server\...\Dev-0.8.6.8: Seagate STT880
or : E1 Capitan Servery...\Dev-8.08.6.8: Seagate STT808
Mo later than : 18-5ep-99 84:88 Pm

1 | s

Running Unscheduled Jobs

If you did not schedule the job, then you must manually instruct TapeWare to run the job
when you want it to run. To run the job, select the job and then click the Run button on
the toolbar, select Run from the Job, Queue or shortcut (right-click) menu, or double-

click on the job. TapeWare asks you to confirm and then executes the job immediately.

Unscheduled Job Parameters and Permissions

When an unscheduled (or manual rotation) job is run, TapeWare uses the current
parameters on the job’s Options tab.

Similarly, the owner of the job is the person that instructed TapeWare to run the job.
TapeWare calculates the permissions of the job using this user’s permissions, that is, the
permissions of the job’s owner. Note that the creator of a job and its owner are not
necessarily the same user.
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Job Status Window

=1

Status button

Each time TapeWare runs a job, it goes through a predetermined series of steps. Many of
these steps are indicated in the Status window of the job. If you have run the job
manually, TapeWare will automatically show the Status window. If the Status window
of a job that is running is not displayed, you can open it by selecting the job and clicking
on the Status button or by selecting Status from the Job, Queue or shortcut (right-click)
menu.

7 Status of New Backup Job 2 o ] 553

Performance manitor [ME/Min]

Statusz: Mot Running
Display: Summary - Summary of all «
— Digplay infarmation
Current abject: I
Aftempt number: I
Active streams: ID streams
Start time: |1?-Sep-2002 0412 Pm
Current tirme: |1?-Sep-2DD2 04:12 Prii
Throughput: ID KB /Second [0 MEMinute]
Selected: Completed: Wwiarnings:
Obiects: [ [0 oz fo o
Summary Size: [okB [E oz foxB oz
view of the job
Status WindOW Fun I Stop | Fause | Cantinue | Cloze |

You can change what information is displayed in the Status window by selecting an
option from the Display list box. This allows the user to inspect how various components
of the backup job are running and locate potential problems. Many of the fields in the
display box are self-explanatory; if you require additional help, use the context-sensitive
help. To see a short description of the different fields, right-click the field to view the
What’s this? window. Or, alternatively, press F1 to display context-sensitive help for the
targeted area.

Dizplaw:

The Display list

box shows the
Device - El Capitan Server\Dev-0.0.6.0; Seagate 5T

different Job Media - Homa\idrain Folder\Day et 1:1
Status WindOW kedia - Homeadmin Folder\Day Set 21

Media - Home\Admin FolderDay Set 3::1

views available. Media - Home'ddmin Falder\Mediarl
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Job Status Messages

As jobs are run, TapeWare displays messages in the Status message box indicating the
progress of the job. These messages are also displayed in the job’s Status field on the
Queue tab. Which messages are displayed depends on the type of job being run. The
following short descriptions indicate what procedures TapeWare is performing as each
message is displayed.

Building...Selection List The first step is to create a list of files to be backed up, verified
or restored. For backup jobs, TapeWare uses the selection criteria and the backup job
type (whether full, incremental or differential) to create a list of files to be backed up. The
number of files and the total size of the selected files are indicated in the Objects and
Size fields under Selected.

Selected:

Objects and  objests: E3
Size fields 5. |248833 KB

Mounting Media TapeWare displays this message as it mounts the media. During this
step, TapeWare reads identification information stored on the tape. TapeWare then
checks to see if the media already exists in the storage management database and whether
or not the current job can be run using this media.

If TapeWare can use the mounted media with the current job, it proceeds to the next step.

If the mounted media cannot be used for this current job, the next step is determined by
the settings specified on the Options tab for the job. For example, TapeWare only
formats a blank tape if that option is selected.

Scanning for Device This message is displayed when TapeWare is looking for a device to
use with the current job. This message might be displayed when the current media cannot
be used with this job or when TapeWare cannot find a device on the network.

Note Many times this message will be accompanied by an alert. You can view any
current alerts by clicking the Alert button on the Status bar.

Formatting Media If the media is already formatted, TapeWare proceeds to the next step.
Otherwise, TapeWare formats the media according to the Auto format mode setting on
the Options tab for the job.

Opening Device Once the media is mounted and formatted, TapeWare readies the media
and device for the job.
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Running After opening the device, TapeWare runs the job. As the job is run, the Status
window automatically displays current information about the job, including which files
are being backed up, restored or verified, which streams are active and the rate (or
throughput) at which files are being written to media or volumes. You can use the
Display list box to check the progress of individual streams or the throughput of a
specific device.

Waiting for Next Pass If some files were not backed up, restored or verified during the
first pass, such as when they are being used by other users, TapeWare attempts to access
these files on subsequent passes. This message is displayed while TapeWare waits for the
number of seconds specified in the Delay between passes field on the Options tab of the
job.

Closing Device When TapeWare closes a device, it displays this message.

Building Logs and Audit Trails After closing the device, TapeWare updates the storage
management database with new information from the job, such as which files were
backed up, and creates a log of the job. The specific log contents depend on the Log
options setting on the Options tab for the job. For more information, see Audit Logs later
in this chapter.

Merging Groups After a backup job has run, TapeWare updates the storage management
database to reflect any changes to media or files created by the current job. Prior to
running a restore or verify job, TapeWare sorts all the selected files into the order in
which they appear on the media and displays this message.

Completed This message is displayed after the job is finished.

Terminated When a job is forced to quit, TapeWare displays this message.

Job Logs

Each time a job is run, TapeWare creates a new log for that job. You can use this
information to check if a job is running as you intended and to keep a permanent record
of that job. After a job finishes, you can view or print the log, print the log automatically
or have TapeWare email it to one or more addresses.

You can specify what information TapeWare should write to the log on the Options tab
of the job in the Log options field. The log always includes summary information about
the job, which includes useful information about which option parameters the job used
when it ran. Depending on what Log options parameter you selected, TapeWare will also
include information about which files were successfully or unsuccessfully restored,
verified or backed up.
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Viewing Job Logs
You can view the logs for a job on the job’s Logs tab. Note that there is a separate log for
each time a job is run.

“F Properties of GF5-20 Main Backup Job e S

General | Selection | Options | Schedule  Lags | Permissions |

Logs for this object

5] 31-4ug-33 01:07 Pm

The LOgS tab 31-4ug-93 01:01 P

. 5] 31 4ug 99 11:55 Am

shows a different 255558 0522 Fm

. 5] 20-4ug99 04:44 P

log for each time a 20403 0444 P

job is run.

vew | Bt | Deke |

0K || Caneel | spy || e |

Note You can also view all the available job logs from the Instructions and Logs option
on the Wizards tab.

For more To view the log of a particular job, open the Logs tab of the job. Select the appropriate
mformghon on log in the Log Date/Time box. When you click the View button, TapeWare opens the log
selectingatext i) 5 ext editor. Specify the text editor to use in the Preferences window (see Preferences

I?’(:Ietg;esnecees Window in Chapter 12 — Objects and Properties Reference).

Window in To print a particular log, select it and then click the Print button. Note that some logs can
Chapter 12— pe very long; check the length of the document before printing it.

Object and

Property If you run a job repeatedly, you may want to delete old logs. Simply select the job log
Reference. and then click Delete. You can also select multiple logs to delete. Use the CTRL and SHIFT

keys or drag the mouse over the logs.

Note The maximum number of logs per job is 64. TapeWare will overwrite the oldest log
when you reach this maximum.

Autoprinting Job Logs

TapeWare provides a convenient method for you to print the job log automatically. This
way you don’t have to manually print a copy of each job log.
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Note To print from a Windows NT (or later) system to a network printer, you must
configure the TapeWare service to log on to the printer (see Appendix G — Configuring
Autoprint for Windows in the TapeWare Installation Guide).

The Autoprint tab appears on the property sheet of each user object. You can select a
specific printer, font, print range and number of copies. TapeWare prints the job log
automatically as soon as the job finishes, according to the autoprint settings of the job
owner.

_¥ Properties of Admin =10
General | Logon Contial | Groups | Equivalencies | Email - Autopint | Pemissions
Printer |Defau\t Printer / Change I
Feit pefaitFort Change...

Fiint rang = Copi
Al pages

Nurnher of coges =]
© Range Fiom: |1 = >
To  [fmm a ¥ Colate

Use the Autoprint
tab to configure the
settings to print the

job log
automatically.

oK | Cancel I Apply | Help |

To configure this feature, access the group or user from the Security tab. Then click the
Autoprint tab. Update your settings and click OK.

Note You must also select the Autoprint log option on the Advanced Options window
to automatically print the job log. For more information, see Autoprint Log in Chapter 7
— Job Options.

Emailing Job Logs

TapeWare can send you an email automatically when a job has completed. This way you
can know for certain that a job has run successfully or the reason why a job has failed to
run correctly. If you can retrieve your email remotely, you can monitor your jobs, even if
you are away from the office.

Note If a job fail before it can generate a log, TapeWare cannot email you the job log.

To use this feature, you must install and configure the email support option (see Appendix
C — Configuring Email Options in the TapeWare Installation Guide).
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For more
information on
the job owner,
see How
Forcing Jobs to
Run Affects
Permissions
earlier in this
chapter.

When the email support option is installed, the Email tab appears on the property sheet
of each user object. To use this option, access the group or user from the Security tab.
Then click the Email tab.

_¥ Properties of Admin G =0l =]

Ganerall Logan Controll Groupsl Equivalencies  Email |Autopnnt| Permissions

Enter email address(es] ta send logs to when jobs are completed.
For example: admini@company. com:steved@hotmail com

Email address(es):

systemadmini@yourcorppany. com

The job log is
emailed to the
addresses listed
on the job owner’s
Email tab.

Ok I Cancel | Apply | Help |

You must enter valid email addresses for each job log recipient. Then click OK. Upon
job completion, TapeWare emails the job log to the addresses listed on the Email tab for
the job owner.

The job owner is generally the person who scheduled the job. If a different user forces a
scheduled job to run, that user becomes the job’s temporary new owner. After the forced
job has run, TapeWare resets the job owner to the last person who changed the job’s
properties. You can confirm who owns a job by checking the Owner field on the Queue
tab.

The job log is sent to whatever addresses are listed on the Email tab. To specify multiple
addresses on the Email tab, separate each address with a semicolon (no spaces).
Additionally, you can enter the same address on each user’s Email tab, which would
send a copy of every job log to the same user. For example, you might send the
TapeWare administrator the log of every job that runs. Alternatively, consider setting up
a separate email account for the sole purpose of receiving job logs.
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Audit Logs

Some files, such as databases, are mission critical and regular backups of these files are
essential. It is also essential that system administrators be able to verify that these files
have been regularly backed up. TapeWare’s audit trails allows you to collect, store and
print such information about selected files and databases.

You can use TapeWare’s auditing feature to track how often and when a file, folder,
volume or database is backed up, verified and restored. TapeWare will create an audit
trail for each object which is audit enabled. Each time an action is performed on this
object, the audit trail or log is updated with data about when that object was backed up,
restored and so forth. The audit log also includes information about the media on which
instances of a file are stored.

To create an audit log for an object, you must enable the audit storage property. To do
this, open the property sheet for the object and the click on the Storage tab. Change the
Audit object actions setting to Audit enable. (You can only create an audit trail for
objects that have a Storage tab, including only files, directories and volumes.)

&= Properties of C: !Elm

General Storage |Eommand| Audit | Permissionsl

Backup stream: ICreate new stream

Audit object actions: IAudit enable

|
|

To create an audit log
for a file, directory, or
volume, set the Audit
object actions setting
on the object’s Storage
tab to Audit enable.

ok I Cancel | Sl | Help |

When an object has been audit enabled, a new tab appears on its property sheet, the
Audit tab. Click on this tab to view the audit trail of that object. You can also print the
audit log or save it to a file.
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&= Properties of C: M= =

When an ObjeCt‘S Generall Storagel Command , Audit |Permissions|

audit property has : :
been enabled, the
Audit tab appears
on its property
sheet.

idit enable
y completed to Media: 2

The audit log of an
object tracks when
that object has / 1
been backed up
and the media on

which instances of 22
it are stored. Lrl

LClear I Frint.. | Save... |

oK I Cancel | Al | Help |

Clear Click to erase all audit log entries.

Print Click to print the audit log. Note that some logs can be quite long; check the length
of the document before printing it.

Save Click to save the audit log as a text file.
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In This Chapter

Using the Media tab, you can create media folders and media in the TapeWare database
and delete them from the storage management database as well. The Device tab allows
you to perform physical operations with the backup device, such as erasing, formatting
and ejecting media. The Database tab displays all of the objects in the TapeWare storage
management database on a single tab. Many commands can also be executed from this
tab.

o Overview
e Media Tab
e Device Tab

e Database Tab

Overview

The Media tab displays media folders and media objects. You can use this tab to work
with these storage management database objects. For example, you can create and delete
media folders, as well as create and delete media objects, such as tapes. The Device tab,
on the other hand, is used to perform physical operations with the backup device. For
example, media can be erased and formatted from the Device tab.

The difference between the Media tab and the Device tab is significant: the Media tab is
used to make changes to the storage management database while the Device tab is used
to perform operations using the physical devices themselves (both media and drives).
When you want to make changes to the storage management database, use the Media tab.
When you want to work with the physical media or with the device itself, use the Device
tab. For example, if you want to change the name of a tape, you make that change on the
Media tab because you are making a change to the TapeWare database. However, if you
want to identify a tape by reading its header, you must use the Device tab.

153
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The Database tab displays all of the objects in the current storage management database.
This may be useful, on the one hand, because you will be able to see and work with all
the database objects at once. On the other hand, because all of the objects are displayed, it
may be difficult to work with this tab efficiently.

Media Tab

The Media tab displays media folders and media objects in the TapeWare storage
management database. You can use this tab to work with these database objects. For
example, you can create new media folders and media objects on this tab, as well as
delete media folders and media.

@ Queu

|Eﬂ Admi Folder

E--*ﬁ Hame
0 B A The Media tab
=R El Capitan Server Main Bakup Job - E| Capit Media:1 f :
. @3 Daily Rotation Media sewael[mh:r_]_ o ]?;T(jpel?gsarr&edla

2 Monthiy Rotation Media

-2 Weekly Rotation Media media objects.

Although you can manipulate media and media folders on the Media tab, many of these
operations are normally handled automatically by TapeWare. For example, when you run
a scheduled (rotation) job, TapeWare will automatically create any new media and media
folders needed for that job. As tapes and other media are overwritten and deleted from the
storage management database, these changes are automatically reflected on the Media
tab as well.

Creating Media Folders

For more
information on
automatically
creating media
folders, see
Backup
Options
Automatically
Updated in
Chapter 7 —
Job Options.

Y ou might wish to create a media folder in which to store media before you create and
run a backup job. Note that TapeWare automatically creates new media folders when it
runs either a built-in or custom scheduled job. TapeWare will create a media folder in the
User/Group folder and give it the name of the scheduled backup job. However, if you run
a manual job that is not scheduled, you may want to create a new media folder in which
to store the new media for that job.

E--*ﬁ Home

[=-{&H) Admin Falder

i B[] El Capitan Server Main Bakup Job - Rotation Media
ED Diaily Rotation Media
D Day Set 1

(21 Day Set 2

(2] Day Set 3

D Day Set 4

-2 Monthly Fotation Media
B[] *weekly Fotation Media

Media and media folders are
automatically created when
an automatic rotation job is
run.




Chapter 9 —Media, Device and Database Tabs 155

New Object
button

To Create a New Media Folder

1. Select the existing folder in which you want to store the new Media folder. (It cannot
be the Home folder.)

2. Create the new media folder by either

e Seclecting New Object... from the File menu and then selecting Media Folder
from the New Object window, or

e Right-clicking in the TapeWare object detail area and selecting New Media
Folder from the shortcut menu, or

Clicking the New Object button on the toolbar and then selecting Media Folder
from the New Object window.

3. Type in the name of the new folder in the tree view area.

Tip After creating a new folder, be certain to specify which users have permissions to it.
This is the simplest and fastest way to assign permissions to multiple objects stored in the
folder.

Deleting Media Folders

x|

Delete button

When you delete a media folder, you also delete all of the objects contained within it,
including any media folders and media. You might want to delete media folders that were
used by jobs you no longer plan to run and that contain media that are no longer in use.

To delete media folders, select the folder and then select Delete from either the Edit
menu or the shortcut (right-click) menu. Alternatively, you can click on the Delete button
on the toolbar.

Before deleting any media folders, you might want to move any media stored in those
folders to another folder. For example, you might create a new folder named Old Media
and move any currently unused media to this folder before deleting the media folders.

Creating New Media

TapeWare automatically creates new media when it runs backup jobs that use blank
media or any overwrite setting. However, there may be occasions where you may want to
manually create new media prior to running the job. For example, you might be recycling
old tapes you no longer use. To be certain that the tapes are labeled correctly and that no
tapes are inadvertently overwritten, you might want to manually create new media before
running the job.
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Note, however, that for built-in schedule jobs, TapeWare looks for media with specific
names in specific folders. If it does not find the precise media it is looking for, TapeWare
will display an alert. For this reason, it is best to let TapeWare automatically create its
own media for automatic rotation jobs than to manually create the media in advance.

When you create new media, TapeWare (1) creates a new database object and (2)
physically formats the current media in the device. This will cause any current data on
that media to be erased. When you create new media, be certain that the media TapeWare
will format is no longer needed.

When you format the new media, TapeWare opens the Format Media window. Use this
window to name the media and select a media folder in which to store the media. You
must also select a device. TapeWare will format the media currently loaded in the device
you select. If you select an autoloader, select the storage slot that holds the media you
want to use.

kﬂ Format Media HE

Media name: I@ Media Password... |
Media folder. ometdmin Falder Erowse... |

Device: |E| Capitan ServertCH-. . Archive Diamondback Erovse... |

When you format
new media, type
the name of the

new media in the

Media name field.

Use the
Browse button
to select the

Loader storage elements:

DevicesStorage | Status | Meszage | -
i Starage 1 Valid Media:1 L device you
e T want o use to
= Storage 4 unﬁ& | format the new
= T media.
If you are using an e =l
autoloader, select Fready
the storage slot
that stores the
m'fi)(lj':'iatﬁetzje Ermat | Stom | Cloze |

When you format media, you can also assign the media password. See Media Passwords
later in this chapter for more information.

To Create a New Media

1. Select the existing folder in which you want to store the new Media.
2. Create the new media by either

e Seclecting New Object... from the File menu and then selecting Media from the
New Object window, or

¢ Right-clicking in the TapeWare object detail area and selecting New Media from
the shortcut menu, or
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= e Clicking the New Object button on the toolbar and selecting Media from the

New Object New Object window.

button 3. Type in the name of the new media in the Media name field of the Format Media

window.

4. If the device you want to use is not displayed in the Device field, click the Browse...
button and select the proper device from the Browse window.

5. Ifyou are using an autoloader, select the loader and the storage slot that holds the
media you want to use.

6. Ifyou want to assign a password to the media, click the Media Password button and
then enter and confirm the password in the Media Password window.

7. Click the Format button. TapeWare formats the specified media.

Media Passwords

Whenever you format media, you can assign that media a password. By default, there is
no password.

Media passwords are only required on one occasion: when media is imported from one
storage management database to another database. For example, you might import media
from an earlier version of TapeWare to the latest version of TapeWare. Or, alternatively,
you might want to transfer data from one storage management zone to another storage
management zone. To prevent unauthorized transferring of tapes between secure storage
management zones, TapeWare lets you assign a password to any media you create. That
password will be required before that media can be imported into a new storage
management database.

Note Media passwords are the only security measure that prevents tapes from being
imported into another storage management database. For sensitive data, be certain that
every media is assigned a password.

Whether or not you assign media a password depends on your particular security needs.
Media that has no password can be easily imported into any storage management
database. If you do not assign the media a password, mere possession of the tape or
media is enough to compromise the security of your data.

Note Early versions of TapeWare automatically assigned PASSWORD as the default
media password. If you are having trouble importing media created with an early version
of TapeWare, try using PASSWORD when prompted for the media password.




158 TapeWare® User’s Guide and Technical Reference

Deleting Media

When you delete media, TapeWare deletes information about that media from its storage
management database. This includes any instances of files stored on that tape, which are
also deleted from the storage management database.

Note however that deleting media does not physically erase the media. The media
remains unchanged; only the database is changed. This means that you can still import
that tape to another storage management database or, if you wish, back into the original
storage management database.

E To delete media, select the media you wish to delete and then select Delete... from the
Edit menu or the shortcut (right-click) menu. Alternatively, you can click the Delete
button on the toolbar.

Delete button

Move..
¥ Delete

Fename

When you delete media,
you only remove it from the
database. Deleting media
does not erase the media.

Media Content

At any time, you can display the contents of any media in the storage management
database. Perform one of the following:

e Double-click the media on the Media tab. The Wizard — Media Content screen
appears.

e Click Media Content on the Wizard tab and follow the on-screen directions.
Device Tab

You can use the Device tab to perform physical operations on any backup device in the
current storage management zone.
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storage management Devices are shown as objects
database. contained inside Controllers.

Any backup device in the current storage management zone can be displayed in the
object detail area. Note that this tab displays two separate types of objects: Controllers
and Devices. Controllers are usually the physical adapters in your machine that connect
TapeWare to your physical devices; devices are the actual physical devices. In the
TapeWare storage management database, controllers work like containers in which
multiple devices are stored.

When you work with devices on the Device tab, you can select the device in either the
object detail area or the tree view area.

Note that autoloaders have two or more drivers associated with them: the Loader driver
and one or more Device drivers. In general, many commands on the Device tab can be
performed with any one of the drivers selected. (Models and manufacturers vary.)
However, if your autoloader supports multiple devices (for example, it has more than one
tape read/write device) and you want to use a specific device, you must select that Device
driver to use it. If you select the Loader driver, TapeWare will use the first available
device in the autoloader it finds.

Restarting Failed Devices

Sometimes you will need to restart a device that has, for some reason, failed to initialize
properly. A device may have stopped for any number of reasons, such as a power failure
or a connecting cable malfunction.

When a device is not initialized, it appears with a yellow warning icon. Some devices
may take some time to initialize, during which the warning icon will continue to appear.
If a device shows the warning icon after it is initialized, press F5 to refresh the device
display.

=2
Devices show a yellow warning ! Q g
ev-0.030: Dew00E60  Ld-0.037:

icon when they are not initialized. Archive P, Seagate S... Archive Dia...

If there is some other problem with the device or the controller, the warning icon will not
disappear. You must identify and correct the problem yourself. Then you must close both
TapeWare and the TapeWare service.
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When you restart TapeWare, it will initialize the device driver again. Check the Device
tab to see that the devices are now properly working and that they no longer display the
warning icon.

Device Tab Commands

After you have selected a device in the object detail area, you can perform physical
operations with this device. Some of these operations affect the device itself, while others
affect the current media in the device.

The following commands can be found on the Device menu. Many of them also have
buttons on the toolbar or are available from the shortcut (right-click) menu.

Note Check your hardware documentation to determine which of the following
commands are supported by your device. If the command is not available, it will not
appear on the shortcut (right-click) menu.

Eject Media

You can use this command to eject media from the selected device. If this command is
missing, either your device does not support this command or no device is selected.

Eject Magazine

You can use this command to eject media magazines from the selected autoloader. If this
command is missing, your device does not support this command.

Rewind

@ You can use this command to manually rewind tapes in the selected device. If this
Rewind button command is missing, your device does not support this command.

Retension

E The Retension command winds the tape cartridge end-to-end, applying equal tension to
Retension the entire tape for maximum tape life and data integrity. When the tape is fast forwarded
button and rewound in short amounts, different tension develops and the drive may not report

the correct location on the tape.

TapeWare also lets you automatically retension a tape at the beginning of a backup,
restore or verify job. If your tape drive supports this option, refer to Advanced Options in
Chapter 7 — Job Options.

Sometimes retensioning can make an otherwise unusable tape operational again.
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Note If you need to retension tapes regularly to use them, you may need to service your
tape drive or replace your tapes.

Quick Erase and Secure Erase

2|

Quick Erase
button

Eal

Secure Erase
button

Format Media

These commands erase the media currently loaded in the selected device.

The Quick Erase command erases the first block and then writes an END OF DATA
marker to that first block. The other blocks of the tape are not erased, but when that tape
is read, TapeWare treats it as if it were blank because it encounters the END OF DATA
marker in the first block.

The Secure Erase command erases every block of the tape. This operation can be very
time consuming, lasting several hours. However, it will physically erase every block of
the tape. If you are attempting to destroy sensitive data, you may want to use the Secure
Erase command.

Not all devices support both commands. Some support only one of the two erase
commands. If a command is missing, the selected device does not support that command.

You can use this command to format media currently loaded in the selected device.

When you format new media, TapeWare opens the Format Media window. Use this
window to name the media and select a media folder in which to store the media.
TapeWare will format the media currently loaded in the device you select. If you select
an autoloader, select the storage slot that holds the media you want to use.

Wh f t ¥ Format Media HE
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When you format media, you can also assign the media a password. See Media
Passwords earlier in this chapter for more information.

To Format Media

1.

2.
=
Format Media 3.
button
4.
5.
6.
7.
8.
Import Media

Select the device with the media to format.

Format the new media by either

e Right-clicking the device and selecting Format from the shortcut menu, or
e Seclecting Format Media from the Device menu, or

e Clicking the Format Media button on the toolbar.

Type in the name of the new media in the Media name field.

If the media folder in which you want to store the media is not displayed in the
Media folder field, click the Browse... button and select the proper media folder
from the Browse window.

If the device you want to use is not displayed in the Device field, click the Browse...
button and select the proper device from the Browse window.

If you are using an autoloader, select the autoloader and the storage slot that holds the
media you want to format.

If you want to assign a password to the media, click the Media Password button and
then enter and confirm the password in the Media Password window.

Click the Format button. TapeWare formats the specified media.

This command allows you to use data on media that was created in another storage
management zone or by another software program. To use media that was not created in
the current storage management database, you must import that media into the current
database.

Y ou might import media in one of four situations:

When you want to use media created by an earlier version of TapeWare.

When you want to use media created in a different TapeWare storage management
zone.

When you want to use media created by another backup program.

When you want to use media accidentally deleted from the storage management
database.
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When you import media, you must supply the media password. No password is required
if the media has no password.

Note Early versions of TapeWare automatically assigned PASSWORD as the default
media password. If you are having trouble importing media created with an early version
of TapeWare, try using PASSWORD when prompted for the media password.

TapeWare will not perform any other operations while it is importing media.
Additionally, the process may last several hours. Before you import media, be certain that
there is sufficient time to complete this lengthy process. Additionally, you will want to be
available to log out of TapeWare when the import is complete, in order that the security
of the network is not compromised.

When you import | EZILEEIEEETS
media, select the
device you want to

t d th Media foIdQ\IHome\Admin Folder Browse... |
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Loader storage elements:

|f . Device/Storage | Status | Message | o
yOU are US|ng an [iz8) Storage 1 Walid Month Set 1:1
autoloader, select = Storage 2 Valid Dap Set 1:1
the storage slot 2L """':"-"'-""
nknawn L
that holds the i Storage 5 o
media you want to E=Storage 6 Urkrawn
import. ! e =
Status: IF!eady

Object: I

Import Stop LCloze

To Import Media
1. Insert the media to import into your device.

2. Select Import Media from the Device menu or the shortcut (right-click) menu. The
Import Media window appears.

3. The Media Folder field displays the folder in which TapeWare will store the
imported media. If this is not the folder in which you want to store the media, click
the Browse... button and select the proper media folder from the Browse window.

4. The Device field displays the device from which TapeWare will import the media. If
the device you want to use is not displayed, click the Browse... button and select the
proper device from the Browse window.
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5. Ifyou are using an autoloader, select the storage slot that holds the media you want
to import.

6. Click the Import button.
7. When the confirmation window appears, click Yes.

8. In the Import Password window, enter the password for the media you are
importing. If the media has no password, leave the field blank.

9. Click OK.

Restore Database

The Restore Database... command provides a quick method of restoring your current
storage management database, e.g., in case it has been lost or corrupted. Use this
command only when your current set of media is intact. For example, you might use this
command if the storage management server has crashed.

The Restore Database... command differs significantly from the Import Media...
command. The Restore Database... command replaces the current storage management
database with the last known good database on that media. The Import Media...
command, on the other hand, does not replace the current storage management database;
it only adds additional data to it.

The advantage of the Restore Database... command is that it provides a quick and easy
way to replace a lost or corrupted TapeWare storage management database. (You could
use the Import Media... command to restore a corrupted database, but this process is
very time consuming and, if you have multiple tapes, might require many hours or even
days.)
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Note All current information in the current TapeWare storage management database will
be lost when you use the Restore Database... command. This command does not
append data to the current storage management database; it replaces the current storage
management database with the database on that media.

To Restore a Storage Management Database

1. Locate the media on which you have backed up the storage management database
you wish to restore. Normally, this is the last backup job run.

Note If you printed the log from the last backup job, you can identify the media
which contains the database. To make certain the database is regularly backed up,
check the Selection tab of the backup job to verify that the database for your zone is
checked.

2. Insert the media into the appropriate backup device and then select it in the object
detail area of the Device tab.

3. Select Restore Database... from the Device menu or the shortcut (right-click) menu.

4. The Device field displays the device from which TapeWare will restore the database.
If the device you want to use is not displayed, click the Browse... button and select
the proper device from the Browse window.

5. Ifyou are using an autoloader, select the correct storage slot from the
Device/Storage field.
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6. Click Restore.
7. Exit TapeWare to finish the database restore process.
8. If the TapeWare service is running, stop and restart the service (see Appendix E —
TapeWare Service in the TapeWare Installation Guide.
When you restart TapeWare, the database will be restored.
Clean Device
The Clean Device... command will run the backup device through a cleaning cycle.
For more This command is supported only by autoloaders. If a device in an autoloader provides
|nformat|on on notification that it needs cleaning and the autoloader has a cleaning cartridge available, a
Slett'”g upa cleaning cycle will be performed automatically at the start of a backup job. If you are
cleaning

cartridge on an
autoloader, see
Status Tab in
Chapter 12 —
Object and
Property
Reference.

Identify Media

Bl
Identify Media
button

using a device that is not an autoloader, you must manually clean the device at the
manufacturer’s suggested intervals.

To clean a device in an autoloader, highlight the device and select Clean Device... from
the Device menu. TapeWare will check to see if one of the slots holds a cleaning
cartridge. If it does, the cleaning cycle will be performed in the background; if not, an
error message is shown.

If the Clean Device... command is missing, it is not available for your backup device. In
this case, a cleaning cycle can often be performed by manually inserting a cleaning
cartridge into the backup device.

Use this command to get the name of the media currently loaded in the device. TapeWare
tries to identify the tape or other media that is currently loaded in the device. If TapeWare
cannot identify the media, it reads the media header, a process that may take up to several
minutes. When TapeWare has learned the name of the media currently loaded, it displays
that name in the Properties of... window.

Database Tab

All of the objects in the current TapeWare storage management zone are displayed on the
Database tab. (Like other tabs, of course, you will only be able to see those objects to
which you have permissions.)
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Many commands can be performed from the Database tab, including all of the
commands on the Device tab and the Queue tab. These commands include running jobs,
stopping jobs, formatting media and so forth. Note however that you cannot create new
objects on the Database tab.

The advantage of the Database tab is that it can display all of the objects in the storage
management database at once. This is also its disadvantage, that so many objects are
displayed that it may be cluttered and difficult to work with.

E You can use the Query window, however, to limit what files and objects are displayed on
Query button this tab. The Query window works similar to the Selection Filters window for jobs. It
sorts through database objects and only displays those which meet the specified criteria.
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For example, you might want to only display files that have not been backed up or only
those files that have been deleted. By setting the appropriate filters, you can control
which objects are displayed on the Database tab. For additional information on how each
query filter works, see Query Window in Chapter 12 — Object and Property Reference.






Chapter 10 — Tips, Techniques and Strategies

This chapter contains information you can use to work more efficiently with TapeWare.
The first sections explore managing the storage management database and running jobs
faster. The last sections of the chapter cover practical techniques for working with jobs.

In This Chapter
® Managing the Storage Management Database
e Strategies for Faster Jobs
e Working with Permissions
o  Working with Scheduled Jobs
o Selecting Files for Jobs
e Restoring Tips
e Other Tips

Managing the Storage Management Database

An important decision when planning a comprehensive backup strategy is where to locate
the TapeWare storage management database. This section explores some considerations
you should review before making this decision.

Where to Locate the Storage Management Database

Consider locating the database on a workstation or file server other than the main file
server.

Recall that TapeWare keeps track of objects and properties in a storage management
database that it creates and manages. Where should you store this database? That is, on
what volume and machine should be storage management server?

169
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TapeWare lets you locate the storage management database on any machine (workstation
or file server) or volume in the storage management zone. Note that the storage
management database does not have to be on the same machine as the backup device. It
could be placed on any volume of any machine that is a member of the storage
management zone.

You can locate the storage =
management database on =

any machine in the NetWare File Server Win NT File Server

TapeWare network, with Backup Device with Backup Device
including, in this case, a
workstation. Attach the

backup devices to
machines using local H; @
buses for greatest speed.
LAN Workstation with
Storage Management Database

For example, suppose you have a file server with a large RAID device attached. Backup
jobs using this RAID device will run fastest when the backup device is placed on the
same machine as the RAID device. On the other hand, the storage management database
may be best located on another machine other than the file server. This is because if the
file server were to become inoperable (for example, the drive were to crash), you would
still be able to use the storage management database to restore the file server volumes.
Had the storage management database been located on the file server, however, the
database must first be restored before other files could be restored. This can be a lengthy,
time-consuming process.

A good strategy to consider is to place the backup device on the file server for maximum
speed, but to locate the storage management database on a separate machine. Consider
this example. Two file servers are connected on an Ethernet network. Each file server has
its own backup device, which helps the jobs run faster and more efficiently. The storage
management server for all three machines is located on a separate machine, which can be
called a “storage management server.” Jobs can be run from this storage management
server; additionally, they can also be run from any other machine on the network as well.
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Note The backup device could have been placed just as easily on any other machine in
the network. TapeWare does not require that the backup device be physically attached to
a file server. Additionally, while the term “storage management server” is a convenient
label, in fact, TapeWare does not require that this machine be a network server. It could
just as well be a client machine or workstation.

This arrangement offers several advantages:

1. Jobs run quickly because most of the data is transferred over local buses, instead of
over the network. In this arrangement, TapeWare will automatically route data from
each of the file servers over local buses to its own backup device. Whenever there is
a choice, TapeWare automatically routes data over local connections rather than
network connections.

2. Administering jobs is uncomplicated. Jobs can be created and run from any machine
on the network. Note that jobs can also be administered from a machine that is a
member of a different storage management zone. The TapeWare administrator or
other user can log on to this storage management database from another database
zone and then create and run jobs in that zone.

3. Suppose a disaster occurs and the RAID device of one of the file servers needs to be
replaced. Because the storage management database is located on another machine,
recovery is quick and easy. The storage management database contains all of the
information necessary to restore the lost data. Had the database been stored on the
file server, recovery would have been much more difficult. Note that the backup
device on the other file server can be used to help restore the file server that failed.
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For more 4. Suppose the storage management server fails and the TapeWare storage management
information on database is lost. While the loss of the storage management server is significant, the
restoring a file servers are not impacted and they can continue to perform their tasks. Backups
corrupted can still be run from another machine on the network or, if need be, from the file
rST:ZLaaggeement servers themselves. Sinpe the storage management da.tabase was lost, it will have to
database, see be imported from existing tapes. This step, however, is not crucial and can be run
Restore when convenient, as long as careful backup procedures are followed (that is, no
Database in important tapes are overwritten and a full backup job is run immediately).
I\C;‘Izzli)at?i')i\;’ce The advantages of this arrangement extend to any backup strategy or network

and Database arrangement. In general, consider placing the TapeWare storage management database on
Tabs. a machine separate from the most important data. At the very least, consider locating the

database on a separate volume.

Accounting for Storage Management Database Size

Before deciding where to locate the database, consider how large the TapeWare database
might eventually become.

The size of the storage management database is primarily a function of the number of
tapes in the backup set, the number of files backed up and the number of instances of
each file on valid media. To a lesser extent, the number of objects in a storage
management database and the properties of those objects affect the size of the database.

In its storage management database, TapeWare assigns

e 40 bytes for each instance of a file,

e 128 bytes for each database object, and

e 1024 bytes for the properties associated with objects.

You can use these figures to estimate the size of the storage management database. Files
are by far the most numerous of the objects in the database, so much so that the size of
the other objects (such as users and jobs) is negligible. Each file that is backed up is
assigned 128 bytes and is made part of the storage management database. While this
figure can be significant, the number of instances for that file in the storage management
database is more important when predicting the size of the database. This is because there
might be as many as 20 or 30 instances of a particular file in the storage management
database. (Files only have properties associated with them when they are assigned
permissions or storage streams, but generally, since most files inherit their permissions
from other objects, the 1024 bytes assigned for properties can be ignored.)



Chapter 10 — Tips, Techniques and Strategies 173

Consider the following example. Suppose a file server which holds 100,000 files is
regularly backed up using the GFS-25 automatic rotation schedule. Because there are 25
tapes in this backup set, there are potentially 25 instances of each of these files (although
in practice, there will be fewer instances since most of the jobs are incremental). You can
predict the size of the storage management database as follows:

[(# of files) * (128 bytes)] + [(# of instances) * (# of files) * (40 bytes)], or
[(100,000) * (128 bytes)] + [(25) * (100,000) * (40 bytes)] =~108 MB.

Storage Management Server and Machine Platforms

Finally, consider both the operating system and the hardware of the machine that will
contain the storage management server. For multi-user network installations, we
recommend placing the database on a high-speed, high-capacity server. For example, in a
Windows environment, place the database on a Windows NT (or later) server that has a
fairly current CPU and adequate RAM instead of an older machine running Windows
98/Me.

For single machine installations, TapeWare runs adequately under Windows, NetWare,
Linux, UNIX and DOS. However, it runs less efficiently under DOS and Windows
98/Me than under the other platforms.

Strategies for Faster Jobs

TapeWare is designed to run jobs quickly and efficiently on various network platforms
and arrangements. This section will help you plan your backup strategy and network
installation to maximize TapeWare’s speed and efficiency.

What Slows Down Tape Drives?

Tape drives work most efficiently when they are “streaming,” that is, when the tape itself
is constantly moving forward and a steady flow of data is being written to the tape as it
passes the write head. In general, tape drives will “stream” if there is a constant flow of
data available to write to the tape.

Whenever there is an interruption in the data and the drive must wait for the data, the
“stream” breaks off and the tape stops. Additionally, after the tape stops, the drive must
reposition the write head and regain the velocity of the tape. To do so, the drive will back
up the tape prior to where it stopped writing and then restart the tape forward again. This
can be a time-consuming process, especially if it occurs repeatedly.
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For this reason, it is important to keep data constantly flowing to the tape drive. The
performance of your job will be maximized when the tape drive constantly has data
available to it.

Maintaining the Flow of Data

There are several steps you can take to make sure that data is constantly available to the
backup device.

Prefer Local Buses to Network Connections In general, data is transmitted more
efficiently over a local bus than over a network connection. Thus, for example,
performance increases if the backup device is connected to the file server rather than to a
different machine on the network, although either arrangement is possible.

Note that the storage management database need not be placed on the same machine as
the backup device. The location of the storage management database does not affect the
rate of data transmission. (Other job tasks, such as building backup selection lists and
opening and closing files, create network traffic and require CPU calculations. While the
location of the storage management database will affect these parts of the job, the
advantages of a remote location of the database often outweigh any speed loss.)

Add a Second Device Controller A backup device and volume may be on the same
machine with a local connection between them. If the backup device and the volume
share the same device controller, this limits the speed of data transmission and may cause
a TapeWare error. Therefore, you should add a second device controller specifically for
the backup device. This can effectively double the rate of data transmission and enhance
TapeWare operation. At the least, you should connect the backup device to a different
SCSI chain or IDE channel.

Use a Wider Data Stream For both network and local connections, the width of the data
stream affects the rate at which data can be transferred. Many tape drives are capable of
writing data much faster than can be transferred over older device controllers and
network connections. By upgrading to more recent technology with wider data streams,
there will be fewer interruptions in the stream of data to the backup device. For example,
consider using a Wide or Ultra Wide SCSI controller for the backup device. Additionally,
for network connections, consider upgrading from 10Base-T Ethernet to 100Base-TX.

Consult your manufacturer’s documentation to see if your backup device would benefit
from a wider data stream.

Use the Proper Number of Data Streams TapeWare is capable of controlling up to eight
data streams per backup device simultaneously. This feature can greatly increase your job
speed since multiple devices can simultaneously send data. For example, four backup
devices can support up to 32 simultaneous data streams.
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You control the data streams of a volume, directory or file from its Storage tab.
Normally, the Backup stream field on the Storage tab of a volume is set to Create new
stream, while the Backup stream of a directory or file is set to Use existing stream. By
changing these options, you can change the number of backup streams, thereby affecting
the speed at which the job runs. Assigning the proper number of data streams can help
speed up the data transmission rate.

In general, you should assign data streams according to the number of streams the
physical device (e.g., the disk drive) is capable of handling. Usually this number is equal
to the number of spindles the drive has. Under most circumstances, you should use this
number to determine the number of data streams.

One exception to this general rule is when you are working with very large files. You can
increase performance by creating an additional stream for each of these very large files.
For example, if you have a very large file with 1.0 GB or more, create a separate stream
for this file. Then TapeWare will be able to send the file to the tape drive at a higher rate
that allows for “streaming.”

Consider these three examples:

1. A RAID device is capable of sustaining multiple data streams at once. By assigning
various directories on the RAID device to additional streams, you can increase the
rate of data transmission. To do so, assign large directories to their own streams by
changing the Backup stream field of each directory’s Storage tab to Create new
stream. Don’t add any more streams than the RAID device can sustain.

General  Storage | Command' Audit | Permissionsl

Use the Storage tab to
create new streams for
large files and directories
on RAID devices.

Backup stream: ICreate new shrearn j

Create new stream

2. On the other hand, a single physical device may have multiple logical volumes. If
each volume is assigned a separate stream, this will not result in faster data
transmission and may, in fact, result in slower data transmission if it creates
additional seeks by the disk drive. To turn off one of the data streams, change the
Backup stream field on the volume’s Storage tab to Use existing stream.

3. Some file servers may have large database files on them, perhaps 1.0 GB or larger.
These files should be assigned to their own streams. To do so, change the Backup
stream field on the file’s Storage tab to Create new stream.

In general, when creating or modifying data streams, first use the capacity of the physical
device to determine the optimum number of data streams and then create separate streams
for very large files. Too few or too many data streams will impede maximum
performance.



176 TapeWare® User’s Guide and Technical Reference

You may experience problems with data streams if you have not dedicated any streams to
specific volumes or files. Problems may also occur if you exceed your hardware or
operating system capacity.

Other Factors that Affect Job Speed

Additional factors that affect job speed include:

File Compression Whether or not files are compressed by the backup unit affects how
fast jobs run. When a backup device compresses files, e.g., at a ratio of 2:1, a
proportionately greater amount of data needs to be sent to the backup device for it to
stream. However, when files are sent across the network already compressed, as NetWare
does, further compression by the backup device will be negligible.

Note Compression ratios vary among devices.

Minimize Small File Size Large files transfer and are written to the backup device more
efficiently than are small files. If you can limit the number of small files you back up,
especially those smaller than 64K, your job will run more quickly.

CPU Speed In general, a faster CPU results in faster backups. Take the speed of the CPU
into account when deciding where to place the backup device and to locate the storage
management database.

RAM In general, additional memory results in faster backups. By default, TapeWare
allocates 25% of physical memory, up to 32MB per device, for buffering. If you have
four devices on one machine, you should install 512MB of memory (32MB x 4 devices
X 4) in that machine. If you have eight devices on one machine, install 1GB of memory
(32MB x 8 devices x 4) in that machine.

Note Use this as a guideline when attaching devices to each machine.

Enable Native data streams format By default, TapeWare stores files in the format of the

source platform or the network format. For example, it uses the Windows data format on
Windows platforms and the NetWare data format on NetWare platforms. In general, jobs
run faster when this default setting is selected.

However, if you plan to share data from one network platform to another, you should
clear this option. This option is in the Advanced Options window.
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Warning Security is an issue to consider when checking this option. When this option is
checked, TapeWare backs up all security information that network software includes in
the data stream. If the option is unchecked, TapeWare uses a generic format that removes

security information.

Working with Permissions

This section provides useful tips for assigning permissions.

Checking the Effective Permissions of a User

Log on as the user.

On complex installations with multiple users and groups and varying levels of security, a
particular user’s effective permissions can be difficult to identify. The easiest way to

identify a user’s effective permissions is to log on as that user.

If you have not yet assigned the user a password, simply log on as the user. Browse the
various General tabs of the objects in the storage management database. Verify that the
displayed effective permissions match your intended security measures.

If the user has a password and you do not know it, create an “alias” user and make it
equivalent to the user whose permissions you wish to check. Then log on as the alias
user. Be certain to delete both the alias user and its folder after verifying the effective

permissions.
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Using Groups to Handle Complex Security Needs

Set up groups and then make users members of them.

Some security arrangements can be very complex, with multiple users possessing
differing levels of effective permissions to different storage management database
objects. Setting up each user’s permissions separately and individually can be a complex
and time consuming process.

You can use groups to speed up this process. Consider the following simplified example.
Suppose you want some users to have full permissions to a tape drive (that is, the ability
to create new tapes, to overwrite old tapes, to write backup tapes and read tapes for
restore jobs), but want other users to have limited permissions to the tape drive, for
example, only the ability to write to backup tapes, but not overwrite them.

Begin by creating two new groups. Name one group Users with Full Permission to Tape
and assign this group Create, Modify, Delete, Write and Read permissions to the tape
drive. Name the other group Users with Write Permission to Tape and assign this group
Write permission to the tape drive. Next, delete the corresponding User/Group folders
that appear on the job tabs.

Then when you create new users, rather than individually assigning each user
permissions to the tape drive, make them members of the appropriate group.

You create as many groups as necessary, with varying levels of access to storage
management database objects such as media, machines, volumes and directories. For
example, you might create a group named Backup Permission to Volume and another
named Backup and Restore Permission to Volume, assigning to each the appropriate
permissions.

Working with Scheduled Jobs

This section provides useful tips for running scheduled jobs.

Running a Failed Rotation Job Again

Manually set the correct options and “force” the job to run again.

Suppose a scheduled job has failed to run correctly. In order to ensure the integrity of the
data, the job must be run again.
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Consider this example. Suppose it is discovered on Monday morning that a full backup
job has failed to run as scheduled on Friday evening. If a full backup job is not run before
the next incremental job, the ability to fully reconstruct data will be compromised. It is
vital that the full backup job be run soon.

However, you cannot merely “force” the job to run again. Recall that when TapeWare
runs a scheduled job, it automatically updates four parameters on the Options tab of the
job: Backup mode, Write mode, New media location, New media name and Media.

Note that TapeWare does NOT automatically update these fields when you manually
“force” a scheduled job to run. For example, when TapeWare automatically runs a
scheduled backup job on a Monday, it changes (updates) the Backup Mode from Full to
Incremental. But when this job is “forced” to run before its scheduled time, TapeWare
does not automatically update these fields.
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Before forcing a failed job to run again, open the job log of the failed job, noting the
appropriate options. If needed, print the job log. Next, open the Options tab of the failed
job. Set the parameters on the options tab to match those of the failed job. In particular,
check the Backup mode, Write mode, New media location, New media name and
Media.

You will also want to select the appropriate media in the Media field. Use the Browse
button to select the same media as the failed job was to use. When the options of the job
match the options the failed job would have used, run the job.

If you have changed the Media field, be certain that this field is set back to its original
specification so that scheduled jobs will automatically select the proper media.
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An alternative method would be to copy the failed job, change the schedule type to Not
Scheduled and then set the options parameters to match the failed job. Manually “force”
the job to run and delete it after it has successfully completed.

Scheduling a Job to Run Once Only

Turn off all the dates on the Manual schedule except the desired date.

When you want to run a job only once, you should set the Type field on the Schedule tab
to Not scheduled. Then you can run the job from the Backup, Restore or Verify tabs at
any time.

But what if you only need to run a job once during off-peak hours?

1.
2.
3.

Create a new backup job.
When the General tab appears, give it a name, such as One-Time Backup.

Click the Selection tab and select the objects (directories, files, and so on) to back up.
Many people select either the Network or computer name check boxes to back up all
data on the computer.

Select Manual in the Type field on the Schedule tab.
Set the Start time for the job.

De-select the day name tiles, located at the top of the calendar, to turn them all off.
The dates in the calendar from today forward will turn white. (Past days turn gray.)

Right-click the day of the week on which to run the job.
When the popup menu appears, select Daily. The job will only run on that day.

Click OK to close the backup job properties window. The job will run once on the
selected day at the selected start time.

Scheduling Simple Backup Jobs

Many computer users do not need the power of one of TapeWare’s built-in schedules.
They can manage their backups best with a simplified backup plan, such as the simple
daily backup or the simple five-day rotation described below.
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Simple Daily Backup

Create a Manual schedule to run a full backup every day of the week at the same time.

If an autoloader is not installed, you can create the following simple daily backup plan. It
does not require different media for different days, though you can rotate your media if
desired. It also does not require a lot of your attention. You can set it up quickly and let it

rumn.

1.
2.

Create a new backup job.
When the General tab appears, give it a name such as Daily Backup.

Click the Selection tab and select the objects (directories, files, and so on) to back up.
Many people select either the Network or computer name check boxes to back up all
data on the computer.

Click the Options tab. The Backup mode should be set to Full by default.

Note Always select Full from the Backup mode list for this job. Otherwise, the backup
job will not copy all of your data.

5.
6.

10.
11.

12.

Select Overwrite all tapes from the Write mode drop-down list.

If your backup device does not support compression, select Standard from the
Compression type drop-down list.

If your backup device supports automatic eject, you can configure the job to eject the
media after the job finishes. Click Advanced Options. When the Advanced Options
window appears, select Auto eject and click OK.

Click the Schedule tab.
Select Manual from the Type field.
Set the Start time for the job.

Select the day name tiles, located at the top of the calendar, for the backup days.
Selected dates turn red. De-select the tiles to not run the backup on those days. De-
selected dates turn white. (Past days turn gray.)

Click OK to close the backup job properties window. The job will run at the selected
time on each selected day.
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Simple Five-Day Rotation

Create separate media folders and backup jobs for each day of the week.

If an autoloader with five or more slots is installed, you can create the following simple
five-day rotation plan. It requires separate media for each day of the week, one in each
autoloader slot. You can set it up quickly and let it run. You can also use different tape
magazines to create separate sets of backups for different weeks. For example, set A for
the first week of the month, set B for the second week and so on.

1. Create separate media folders for each day of the week:

a
b.
C.
d.

c.

Click the Media tab.

Right-click the Admin Folder in the left window pane.

Select New Media Folder from the popup menu.

Enter Monday.

Repeat steps b through d for Tuesday, Wednesday, Thursday and Friday.

2. Create new backup jobs for each day of the week:

a
b.

C.

o

Click the Backup tab.

Right-click the Admin Folder in the left window pane.
Select New Backup Job from the popup menu.

When the General tab appears, enter Monday.

Click the Selection tab and select the objects (directories, files, and so on) to
back up. Many people select either the Network or computer name check
boxes to back up all data on the computer.

Click the Options tab. The Backup mode should be set to Full by default.

Note Always select Full from the Backup mode list for this job. Otherwise, the backup
job will not copy all of your data.

g.
h.

Select Overwrite all tapes from the Write mode drop-down list.

If your backup device does not support compression, select Standard from
the Compression type drop-down list.

Select the existing Home\Admin Folder in the Media pane.
Click the Delete button under the Media pane and click OK.
Browse to Home\Admin Folder\Monday and click OK.
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1. Click the Browse button next to New media location.
m. Browse to Home\Admin Folder\Monday and click OK.
n. Click the Schedule tab.

0. Select Manual from the Type field.

p- Set the Start time for the job.

q. De-select the tiles for each day except Monday. De-selected dates turn white.
(Past days turn gray.)

r. Click OK to close the backup job properties window. The job will run at the
selected time on the selected days.

s. Repeat steps a through r for Tuesday, Wednesday, Thursday and Friday.

Selecting Files for Jobs

This section provides useful tips for selecting files.

Selecting Files not Previously Backed Up

i
Selection
Filters button

|

Filter Change
button

Set the Instance Range filter to At most 0.

Suppose you want to run a backup job that only selects files that have not been backed up
previously. You can use the Instance Range filter to “filter out” any files that have been
previously backed up.

Each time TapeWare backs up a file, it creates a new instance of that file. If a file has not
been backed up, TapeWare has no instances recorded in the database for that file.

To select only files that have not been previously backed up, begin by clicking the
Selection Filters button on the toolbar of the Selection tab. The Selection Filters
window will appear.

Click on the Filter Change button next to the Instance Range field. Set the Range Type
to At most and then set the Maximum instances field to 0. TapeWare will only select
those files with no instances.
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Note that this method does not ensure that you have the latest instance of every file.
Having an instance of a file does not ensure that the instance you have reflects the latest
changes to the file. It may have been modified after the last time you backed it up and so
your latest instance may not match the file’s current form.

Selecting Deleted Files for Restoring

i
Selection
Filters button

]

Filter Change
button

Set the Delete range filter to On or before some random future date.

When a file has been deleted from a file server or workstation and an instance of that file
exists on valid media, TapeWare marks that file in its storage management database as
having been deleted and assigns it a delete date. Additionally, these files appear with a
special icon in the object detail area of the Selection tab.

ERE
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Files that have been deleted,
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yellow “X” icon.

You can use the Delete range filter to select only those files for restoring that have been
deleted. Begin by clicking the Selection Filters button on the toolbar of the restore job’s
Selection tab. The Selection Filters window will appear.

Click on the Filter Change button next to the Delete range field and then select On or
before from the Range type list box. Next select a random future date, for example, Jan.
1, 2020. TapeWare will exclude all of the files that have not been deleted from the set of
files to be restored. When you return to the Selection tab, all and only those files that
have been deleted will be checked.
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Selecting Instances from a Specific Job

Select Instance
button

Select the appropriate instance date for a container object.

When a file is backed up, TapeWare creates an instance. Each instance of a file has a
unique instance date and every file backed up during the same job has the same instance
date. (You can view this information for all of the available instances in the Instances...
window.)

Remember that when you specify the instance date for a container, such as a volume or
folder, objects in that container are only selected when they have the same instance date.

If you want to select only those files backed up during a particular job, begin by checking
a container high in the tree hierarchy, such as the machine or network icon. This will
cause all of the files below this object to be initially selected. Then open the Instances...
window by clicking on the Select Instance button. Select the appropriate date and time
instance for the job. Now only those files with a matching instance date will be selected.

Selecting Instances from Specific Media

i
Selection
Filters button

Add the media to the Media filter.

Suppose you want to restore only those files that appear on specific media or want only
to verify files from specific media. You can use the Media filter on the Selection Filters
window to only select files that have valid instances on the media you specify.

To do so, open the Selection Filters window by clicking on the Selection Filters button
on the toolbar of the Selection tab of the job. Then click the Add... button to open the
Browse window. When you add media to the Media field, TapeWare checks to see if the
file selected has a valid instance on that Media. If so, that file is included in the job. (If
you add multiple media to the Media field, only files with instances on all the selected
media will be included in the job.)
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Restoring Tips

This section provides tips for restoring files and volumes.

Restoring Volumes for the Latest Date

If you have used a built-in schedule and have run backup jobs as scheduled, you can
easily and simply restore files as they appeared the last time a backup job was run.
Simply select the volumes or files you wish to restore on the Selection tab of a restore
job. The <Latest> instance of each file will be automatically restored to the volume.
TapeWare will prompt you for whatever tapes are needed to complete the restore job.

Restoring Volumes for a Specific Date

You can restore volumes and directories as they appeared on a particular date as long as
that date is within the full data recovery period. Recall that the full data recovery period
is the number of days prior to the data loss for which any and every file backed up can be
recovered. (To restore volumes to the last backup date, refer to Restoring Volumes for the
Latest Date above.)

Different schedules provide full data recovery periods for varying numbers of days prior
to the last backup. For example, a GFS 30-tape job can reconstruct the data for any day of
the past three weeks, while a simple 4-tape backup only provides for reconstruction of the
past two days.

You can reconstruct the data for any particular day during the full data recovery period.
Consider this example. Suppose you want to restore a particular volume as it appeared on
Wednesday morning. Providing the date falls within the full data recovery period, there
are three possible scenarios for restoring the volume as it appeared at the beginning of
business on Wednesday: either (1) restore from a full backup tape; (2) restore from a full
backup tape and the most recent differential tape; or (3) restore from a full backup tape
and all of the incremental tapes from the previous full backup and the date in question.
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If you ran a full backup job the previous evening, you can run one restore job. Begin
by creating a new restore job and selecting the appropriate volume on the selection
tab of the restore job. Initially, the <Latest> instance of these files will be selected.
You must select the instances according to the desired date, in this case the Tuesday
before the Wednesday. To do so, set the Backup range filter to the desired date.
Begin by clicking the Selection Filters button on the toolbar of the restore job’s
Selection tab. The Selection Filters window will appear. Then click on the Filter
Change button next to the Backup Range field. Specify Tuesday’s date in the Date
Range window.

If you ran a differential job the previous evening, you need only run two restore jobs.
The first restore job must restore all of the files from the previous full backup job; the
second restore job must restore files from the previous evening’s differential job.

Suppose in this example that the last full backup was done on Friday evening and
that a differential job was run on Tuesday evening. To restore files as they appeared
on Wednesday morning, follow these steps.

First, create a restore job, select the appropriate volume and then set the Backup
range on the Selection Filters window to match Friday’s date. Name the job with an
appropriately identifying name, such as Restore from Friday’s Full Backup.

Second, copy the first restore job, rename it with an identifying name and change the
Backup range date to match Tuesday’s date.

Run the two jobs, being certain to run them in the proper order.

If you ran an incremental job the previous evening, you will need to run two or more
restore jobs. The first job must restore all of the files from the previous full backup
job; the other jobs must restore all of the files from all of the previous incremental
jobs between the full backup and the date in question.
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Suppose in this example that the last full backup was done on Friday evening and
that incremental jobs were run on Monday and Tuesday evenings. To restore the
volume as it appeared on Wednesday morning, follow these steps.

First, create a restore job, give it an identifying name, select the appropriate volume
and then set the Backup range to Friday’s date.

Second, copy the first restore job, rename it with an identifying name and change the
Backup range date to match Monday’s date. Repeat this step, changing the Backup
range date of this third job to Tuesday’s date.

Run the three jobs, being certain to run them in the correct order.

Copying a Directory Structure

vl
Selection
Filters button

Clear the Children check box in the Selection Filters window.

Suppose you have set up a complex directory that you want to replicate in a new location,
for example, on a new workstation or file server. TapeWare provides you an easy way to
do this.

If you have not previously backed up the directory, create a backup job that does so.
Select the appropriate volume. Then, open the Selection Filters window. Clear the
Children check box, being certain that the Parents box is checked. (The job will run
faster when the Children box is cleared, however it is not necessary to clear this option.
You can restore the directory by itself, even when you have previously backed up both
the directory and the files in it.)

To copy the directory structure to a new location, create a restore job, selecting the
appropriate directory and restore location. Then, open the Selection Filters window.
Clear the Children check box, being certain that the Parents box is checked. The job
will “copy” that directory to the new location.

Restoring Files to a New or Different Folder

On the Selection tab, drag the files to a different folder.

Suppose you want to restore files or folders, but do not want to overwrite files and folders
currently existing on the volume. To avoid overwriting (replacing) current files or folders
with the instances you are restoring, restore the files or folders to a new or different
location.

When you instruct TapeWare to restore files and folders in new locations, TapeWare
creates new files and folders in the specified location.
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To restore a file to a different folder, drag the file in the tree view area on the Selection
tab of the restore job to the new folder. (If the target folder does not exist, you must
create it first.) In the Confirm Move window, select a target location. TapeWare will
move the file to the location you specify in the Target field.
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You can also restore folders and volumes in new locations. The contents of these
containers move with them and are restored, along with the folder or volume, in the new
location.

Additionally, you can create a new folder and restore files to that new folder. When
TapeWare restores the files, it creates the new folder and restores the files you specified
to that new location. Similarly, you can restore folders and their contents in new folders
you create.

To create a new folder in which to restore the file or folder, first highlight the location
where you want to create the new folder in the tree view area. Then click on the New
Object button on the Selection tab’s toolbar. Or use the shortcut (right-click) menu and
select New Directory. TapeWare will create the new folder in the location you specified.
Give the folder a new name and then drag into that folder the files and folders you want
restored in it.
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Note that when you move an instance on the Selection tab of a restore job, the changes
you make are only reflected in the current restore job. Only the current restore job will
assign the file or folder the new location. When you create a new restore job, you will see
the files and folders in their original locations. Likewise, the Database tab will continue
to display files in their original locations.

Restoring Files with New Names

Rename the file on the Selection tab of the restore job.

Suppose you want to restore a file with a different name. To do so, you rename the file
after you select it. When you rename the file, TapeWare restores the file with the new
name. This can be useful for not overwriting versions of the file that currently exist on
disk.

To rename a file, right-click the file name and select Rename from the shortcut menu.
You can also rename a file by selecting its name again after it has been highlighted.
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Note that when you rename an instance, you are only renaming that file for the purposes
of restoring it with this particular restore job. Only the current restore job will assign that
file the new name. When you create a new restore job, you will see the file displayed
with its original name. Similarly, the Database tab always displays files with the names
they had when they were backed up.
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Other Tips

Here are two additional tips for transferring files between operating systems and for
setting up an autoloader for cleaning.

Moving Data Between Operating Systems

For more
information on
native data
streams, see
Native Data
Streams
Format in
Chapter 7 —
Job Options.

Clear the Native data streams check box in the Advanced Options window.

Suppose you want to transfer data (files and folders) from one operating system to
another, such as from a NetWare platform to a Windows platform. To do so, you need to
backup and restore the data in a generic format.

Different networks transmit data to TapeWare in different formats. In particular,
Windows, NetWare, Linux and UNIX all use different data stream formats. If you are
going to share data from one network platform with another, the data should be stored on
media in a common data format, not in the native data streams format.

To back up data in a generic format, first create a new backup job and select the data you
want to transfer between operating systems. Then open the Advanced Options window
and clear the Native data streams format check box. When TapeWare backs up this
data, it will convert it to a generic format before writing it to the media.
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¥ valume restrictions ¥ Ohiject owner

Natlve data Streams 7' 3pace restrictions V¥ Hardware compression
format Optlon on the L ehleecs ¥ Maunt paints
backup job. | T Asesiensen

™ autaprint lag

Warning Security is an issue to consider when checking this option. When this option is
checked, TapeWare backs up all security information that network software includes in
the data stream. If the option is unchecked, TapeWare uses a generic format that removes
security information.

After the job has completed, create a restore job, selecting the same files to restore. Make
certain you have selected the proper instances of these files by selecting the proper
instance date in the Instances window. You can then restore the files to a different
operating system.
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Setting Up an Autoloader for Automatic Cleaning

For more
information on
setting up a
cleaning
cartridge on an
autoloader, see
Status Tab in
Chapter 12 —
Object and
Property
Reference.

Insert a cleaning cartridge into the autoloader and then change the status of the storage
slot.

Depending on the model and manufacturer, some autoloaders support automatic cleaning
cycles. They will alert TapeWare when a cleaning cycle needs to be performed. If
TapeWare knows that a particular storage slot on an autoloader magazine holds a
cleaning cartridge, TapeWare will automatically run a cleaning cycle before running a
backup job whenever a cleaning cycle is required.

To set up an autoloader for automatic cleaning, insert the cleaning cartridge into the
autoloader magazine. Then open the Status tab of the autoloader and change the status of
the slot that holds the cleaning cartridge. Select the storage slot and then click the
Change Status button. In the Change Status window, change the storage status to
Clean. TapeWare will automatically use the cartridge in this slot when performing a
cleaning cycle.

To manually clean an autoloader, highlight the device and select Clean Device... from
the Device menu. Alternatively, open the autoloader’s Status tab and select the device
you want to clean. TapeWare will check to see if one of the slots holds a cleaning
cartridge. If it does, the cleaning cycle will be performed in the background; if not, an
error message is shown.

If you are using a device that is not an autoloader, you must manually clean the device at
the manufacturer’s suggested intervals.



Chapter 11 — Advanced Permissions and
Security

This chapter provides a detailed summary of TapeWare’s extensive security system. If it
is your responsibility to manage the security of your TapeWare storage management
database and you are working with sensitive data, this chapter can help you set up a
complex security system that meets your particular security needs.

In This Chapter
e Overview
e Adding New Users and Groups
e Effective Permissions

e Permissions Reference
Overview

Permissions control what actions a user is allowed to perform within a given storage
management zone. Users can be given extensive or limited permissions, allowing the
TapeWare administrator to distribute backup duties to various users and workgroups.
This allows for a flexible, non-centralized backup system while providing the highest
degree of security for the network.

How your security is arranged depends on your unique security needs. Before setting up
your security system, consider the following questions:

e s more than one storage management zone required?

Setting up separate storage management zones can provide a high level of security. If
your security needs require that access to some data be strictly limited, setting up a
separate storage management database is often the simplest way to achieve this.
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Data cannot be shared between zones without using advanced procedures. Media
from one storage management database must be imported into a new database before
the data on it can be read or used. When it is imported, TapeWare requires the media
password, if set. If you assigned the media a password when it was created, the media
cannot be imported without that password.

If you do not assign the media a password, the media can be easily imported into any
storage management database. As a result, the data is actually less secure when there
are two or more databases than it would be with just one database. If you are relying
on multiple storage management databases for security purposes, make sure that each
created media is assigned a password.

There may be, however, some limitations on the number of storage management
databases you can set up. In particular, machines (workstations and file servers) can
only be an object in one storage management database. Similarly, volumes can only
belong to one storage management zone. Files in one storage management zone
cannot, without importing the media, be shared with database objects in other storage
management zones.

Thus your ability to set up separate storage management zones is limited by the
number of backup devices you have and their respective locations on separate
machines. For example, to set up two storage management databases, you would
require at least two separate workstations or file servers, each with at least one
backup device.

Within a single storage management zone, must some users be prevented access to
some data?

Multiple workgroups may share a single tape drive or backup device and thus are
members of the same storage management zone. However, there may be reasons to
allow these groups to work with only their own data. For example, an accounting
workgroup may share a common tape drive with a personnel workgroup, although
neither can be allowed access to the files and directories of the other group.

The security needs of these situations can be addressed by carefully assigning
permissions, particularly to the machines, backup devices, media, volumes and
directories.

Should access to certain functions be limited?

You may wish to distribute certain backup tasks to various users or workgroups. For
example, each workgroup might be responsible for their own daily backup jobs and
archive jobs. On the other hand, access to certain TapeWare features may need to be
limited. Users might be able to create tapes, for example, but not restore files to disk
or delete files on disk. Alternatively, you may want users to run jobs you create, but
not create their own jobs.
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The security needs of these situations can be addressed by carefully assigning users
select permissions to various objects in the database. For example, you might assign
permission to write files to tapes, but not to volumes, thus preventing restore jobs
from running.

Before Proceeding Further

The most powerful user in any storage management database is the TapeWare
administrator. Because TapeWare administrators are granted supervisor rights to the
System Container, they have unlimited access to all of the objects in the storage
management database. Any user who logs on as the TapeWare administrator will have
complete access to all of the files and machines on the storage management database.

Warning TapeWare administrators have unlimited access to all of the objects in the
database. Any user who logs on as the TapeWare administrator will have complete access
to all of the files and machines on the database.

Your first security step should be to change the TapeWare administrator’s password.
Click on the Security tab. Select the Admin user object. Select Change Password...
from the Security menu. Type in the new administrator’s password, enter it again to
confirm and click OK. Do not continue until you have changed this password.

The only difference between the TapeWare administrator (Admin) and other users is that
the TapeWare administrator has Supervisor rights to the root object in the TapeWare
hierarchy, that is, the System Container. You may also create additional TapeWare
administrators as well as rename the Admin user.

Warning Do NOT delete Admin unless you assign Supervisor or Access permission to
the System Container to another user.

Adding New Users and Groups

Generally, the first step to arranging the security system is to set up users and groups.
You create new users and groups on the Security tab of the main TapeWare window. Use
the New Object... option from the File menu, the New Object button or the shortcut
(right-click) menu to create new users and groups.
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New User/Group Folders

Each time you add a new user or group object to the Security tab, TapeWare
automatically creates a new User/Group folder in the Home folder with the same name as
the new user or group. For example, if you create a new user named Galen Clark,
TapeWare creates a new User/Group folder named Galen Clark Folder.

The user or group is automatically assigned six permissions to their User/Group folder:
Access, Create, Modify, Delete, Write and Read. You can modify these permissions at
any time using the Permissions tab of the new user or group property sheet.

Setting Up Users

As you create new users, TapeWare automatically opens the property sheet of the new
user. Use the tabs on the property sheet to control the user’s password, account activity,
group membership, equivalencies and permissions.

To Create a New User
1. Click the Security tab.
2. Create the new user by either

e Seclecting New Object... from the File menu and then selecting User Object
from the New Object window, or

e Right-clicking in the TapeWare object detail area and selecting New User
Object from the shortcut menu, or

= Clicking the New Object button on the toolbar and then selecting User Object

New Object from the New Object window.
button 3. Type in the new user’s name in the Name ficld on the General tab.

Logon Control Tab, User Object

The Logon Control tab controls whether passwords are required, whether and when the
password must be changed, whether an account has expired and the number of
connections a user can have to the network.
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Expiration A user account can expire on a given date. When the account expires,
TapeWare disables the account and checks the Account is disabled box. This user will
be unable to log on until the Account is disabled box is cleared.

You can manually disable an account by checking the Account is disabled box.

To make a disabled account active again, clear the Account is disabled box and change
the Date account expires.

Connection These parameters control the allowable machines and simultaneous logons
for a user.

The Number of concurrent connections parameter controls how many different logons
a user may have simultaneously from different machines. For example, if the Number of
concurrent connections is set to 5, this user can log on to TapeWare from up to five
separate machines at the same time.

The user can only log on to TapeWare on the machines listed in the User can log on
from these machines field. To add a machine, click Add... and select the machine from
the Browse window. To remove a machine, select it and click Delete.

Note If no machine is listed, a user can log on from any machine.
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Grace Logons When Grace Logons is checked, a user can log on to TapeWare a set
number of times after their old password has expired. For example, if the Grace logons
allowed box is checked and Remaining grace logons is set to 2, the user will be allowed
to log on two times after their old password has expired. On the third logon attempt, the
user must change their password.

Note Grace logons do not function when passwords are not required, that is, when the
Require password check box is cleared.

Password When Require password is checked, TapeWare requires the user to have a
password.

The minimum length of the password is determined by the Minimum password length
parameter.

Note If you clear the Require password box and the user has a password, TapeWare will
continue to require that user to input their password.

If you check the Require unique passwords box, TapeWare only accepts the new
password if you have never used it.

If you check the Force periodic password changes box, either the user or the TapeWare
administrator must change the password per the Days between forced changes and Date
password expires settings.

If you check the Allow user to change password box, the user can change their
password on their own.

Tip The TapeWare administrator can change a user’s password without knowing the
user’s current password. TapeWare does not even ask you to enter the old password. This
is useful when the user has forgotten his or her password.

Groups Tab, User Object

Use this tab to add or remove a user from a group. To add a user to a new group, select

the group in the right window pane and click the Add button; the group is moved to the
left window pane. Similarly, to remove a user from a group, select the group in the left

window pane and then click the Remove button.



Chapter 11 — Advanced Permissions and Security

199

Equivalencies

The left side of the
Groups tab lists the
groups of which this

user is a member.

The right side of the
Groups tab lists the
groups of which this
user is not a member.

To add or remove the
user from a group,
select the group and
then click the
appropriate button.

_# Properties of Galen Clark
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Everyone group When a new user is created, they are automatically added to the
Everyone group. Members of this group have Modify, Delete, Create, Write and Read
permissions to the Everyone Folder. You can modify these permissions at any time,
including from the Permissions tab of the new user’s property sheet.

One quick way to assign user permissions is to make the current user equivalent to
another user. This can be very useful for managing complex TapeWare installations with
multiple users and varying security or for making temporary changes to a user’s

permissions.

Use this tab to make the current user equivalent to another user. To make the current user
equivalent to another user, select the other user in the right window pane and click the
Add button; the user is moved to the left window pane. Similarly, to end an equivalency,
select the other user in the right window pane and then click the Remove button.
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_# Properties of Galen Clark _ (o x|
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Note that equivalencies only work in one direction; they are not reciprocal. The current
effective permissions of the user whose property sheet is open will be calculated using
the direct and inherited permissions of the user they are made equivalent to. For example,
if a user named Galen Clark is made equivalent to a user named Stephen Mather, Clark’s
effective permissions are calculated using both Mather’s and Clark’s direct permissions.
However, Mather’s effective permissions remain unchanged.

Permissions Tab, User Object

Use this tab to grant users permissions to objects in the storage management database.
The Permissions check boxes show the permissions of whatever object is selected in the
Objects to which this user or group has permissions list. Select another object to see
the user’s permissions to that object.
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You can see the
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permissions.
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Note that permissions can be granted from either the property sheet of the database object
or the property sheet of the user. Either way, the permissions appear on the appropriate
corresponding object’s Permissions tab. For example, if Galen Clark is granted
permissions to the C: volume from the Permissions tab on his property sheet, the
Permissions tab on the property sheet of the C: volume will list Clark as a user who has
permissions. Alternatively, if Clark is granted permissions from the property sheet of the
C: volume, the appropriate permissions will appear on Clark’s Permissions tab.

_¥ Properties of Galen Clark

Generall Logan Controll Groupsl Equivalenciesl Email I Autoprint - Permissions |
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Note additionally that a user has direct permissions only to those objects listed on that
user’s Permissions tab. Any and all other effective permissions to other objects are
calculated through inherited permissions, through equivalencies or through groups.

Setting Up Groups

As you create new groups, TapeWare automatically opens the property sheet of the new
group. Use the tabs on the property sheet to assign members to the group and assign
permissions to the group.

To Create a New Group
1. Click the Security tab.
2. Create the new group by either

e Sclecting New Object... from the File menu and then selecting Group Object
from the New Object window, or

e Right-clicking in the TapeWare object detail area and selecting New Group
Object from the shortcut menu, or

= Clicking the New Object button on the toolbar and then selecting Group Object
New Object from the New Object window.

button 3

Type in the new group’s name in the Name field on the General tab.

Members Tab

Use the Members tab of the group’s property sheet to add and remove users from the
group. To add a user to the group, select the user in the right window pane and click the
Add button; the user is moved to the left window pane, under Members who belong to
this group. To remove a user from a group, select the user in the left window pane and
click the Remove button; the user is moved to the right window pane, under Members
who do not belong to this group.



Chapter 11 — Advanced Permissions and Security 203

The left side of the General  Members | Permissions
Members tab ShOWS rembers who belong to this group:

kembers who do not belong to thiz group:

users who are members o
i Adrmin
Of th|5 grOUp' ﬁ Conservation Study Group
ﬁ Galen Clark.
. i ﬁ User &
The right side of the | SJIVAT
Members tab shows € Viser with Access permission to volume

users who are not
members of this group.

To add or remove users
from the group, select
and highlight the user

and then click the

appropriate button. ﬁl < Add |

Permissions Tab, Group Object

If a user is a member of a group, that user’s effective permissions are determined using
the direct permissions that group has to objects in the storage management database. Use
this tab to assign the group permissions to objects. The Permissions check boxes show
the permissions of whatever object is selected in the Objects to which this user or
group has permissions list. Select another object to see the group’s permissions to that
object.

Note that the permissions granted from this tab, like all permissions, are reciprocal.
Changes made on this tab appear on the tabs of the corresponding object. For example, if
you grant permission to a folder to a group, the Permissions tab of that folder will list the
group, along with the appropriate corresponding permissions.

Effective Permissions

TapeWare ensures the security of the storage management database and network by
calculating the effective permissions a user has to an object and using these permissions
to determine what actions that user can perform.

The current user’s effective permissions to an object are displayed on the General tab of
the object’s property sheet. The Effective permissions box shows the current user’s
effective permissions to the object.
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Calculating Effective Permissions

A user is assigned effective permissions to an object in one of two ways, either through
direct permissions or through inherited permissions.

A user has direct permissions to an object if they are listed on the Permissions tab of the
object, if they are equivalent to a user who has direct permissions to the object; or if they
are a member of a group that is listed on the Permissions tab of that object. Note that a
user can gain permissions from any combination of these.

A user has inherited permissions to an object if (1) they do not have direct permission
and (2) they have effective permissions to the container that contains the object. This
means that, if you do not have direct permissions to an object, you must have effective
permissions to the container in which the object is stored.

Note Your effective permissions to the container object can be either direct or inherited
permissions. All that matters is that you have effective permissions to the container.

When TapeWare determines the effective permissions a user has to an object, it first
looks to see if the user has direct permission; if not, TapeWare then checks to see if the
user has inherited permission.

Effective Permissions Algorithm

TapeWare uses the following algorithm to determine effective permissions:

e Does the user have direct permissions to the object? If yes, these are used to calculate
the effective permissions. TapeWare does not check to see if the user has inherited
permissions.
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e Does the user have effective permissions to the container that contains the current
object (inherited permissions)? If yes, these permissions are used to calculate the
effective permissions. If not, then the user does not have effective permissions to the
object.

Permissions from Multiple Sources

Users can gain direct permissions to objects either as users, as a result of equivalencies or
as members of a group. When the direct permissions result from multiple sources,
TapeWare uses all of the sources to determine the permissions.

Consider the following example: Galen Clark has direct permissions to Read and Write
to a folder called Conservationist Archive Jobs; Clark is also a member of a group that
has direct permissions to Modify to the folder. As a result, Clark’s effective permissions
are Read, Write and Modify.
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Examples of Effective Permissions

The following six examples illustrate how effective permissions are calculated. The
diagram below illustrates these six examples.

System Container
ADM N [ SACNDRW
Home
= (No Direct Pernissions)
Admin Folder
T ﬁ’ (No Direct Pernissions)

_ Clark’ s Folder
dark [-ACVDRW

_ Mather's Folder
Mat her [ - ACVDRW
| Conservationist Folder
Conservationi st G oup [--CVDRW
Conservationist Media Folder
Mather [------ W
Network

—4 (No Direct Permi ssions)

Machine

q Cark [----- RW

Backup Device
(No Direct Perm ssions)

Volume
= Cark [----- R-]

Mat her [--C -RW
Conservationi st G oup [--CVDRW

1. The TapeWare administrator has direct permissions to the System Container, the
object at the very top of the storage management database hierarchy. These determine
his or her effective permissions to this object. Because it is a container, the objects
below it in the storage management database all have inherited permissions because
the object directly above them has effective permissions. So, for example, the
TapeWare administrator has effective permissions to the Home Folder because it
inherits its permissions from the object that contains it, the System Container. Thus,
the TapeWare administrator has effective permissions to all of the objects in the
storage management database.
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2. A user named Stephen Mather has direct permissions to his User/Group folder,
named Mather’s Folder. As a result, by inherited permission, Mather has effective
permissions to the objects stored in this folder, including any jobs, media or job
folders stored in this folder. Mather does not, however, have effective permissions to
the Home Folder or to the System Container—these objects are above his
User/Group folder and thus do not inherit permissions.

3. A user named Galen Clark has direct permissions to a Machine, in this case a file
server with an attached tape drive and several associated disk drives. The direct
permissions to the file server mean that Clark also has effective permissions (by
inheritance) to the tape drive. So, for example, Clark might be given read and write
permissions to the file server and thus to the tape drive.

However, Clark is prevented from having permissions to the volumes on the file
server. He is listed on the Permissions tab of the volume and these direct permissions
are used to deny him access to the volume. In this example, he is granted Read
permission by checking that box, but denied Write permissions by clearing the
appropriate box.

Thus even though Clark has effective permissions to the container that contains the
volume, Clark’s effective permissions to the volume are determined on/y by his direct
permissions to the volume. Because Clark has direct permissions, TapeWare does not
check to see if Clark has inherited permissions.

4. The following example is more complex, but illustrates an important concept: that
TapeWare does not check for inherited permissions when there are direct
permissions.

A user named Stephen Mather is a member of the Conservationist group, which has
five direct permissions to the Conservationist Folder: Create, Modify, Delete, Write
and Read permissions. Mather also has direct permissions to the Conservationist
Media Folder, but only Write permission.

Mather has five effective permissions to objects contained in the Conservationist
Folder, but not to the Conservationist Media Folder, where he has only one (Write
permission). TapeWare does not look to see if Mather has effective permissions to
the container that contains the Conservationist Media Folder because Mather has
direct permissions to that object. Thus even though other members of the
Conservationist group have effective permissions to the Conservationist Media
Folder through inherited permissions, Mather will not. Mather will have only Write
permissions to this folder.

5. The following example shows how equivalencies and group membership work
together to determine effective permissions.
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Suppose that Mather is a member of the Conservationist group and that he is made
equivalent to Clark. What permissions will Mather have?

Mather has permissions to all of the User/Group folders, except the Admin Folder.
For example, he has permissions to Clark’s Folder because he is equivalent to Clark.
(Note that this equivalency does not give Clark permission to Mather’s Folder.)
Mather also has the same permissions to the Machine and Tape Drive that Clark
does.

However, Mather’s permissions to the Volume are different from Clark’s. Mather
has direct permission to the Volume in three ways: as a user, as a member of the
Conservationist group and as a result of his equivalency to Clark. When TapeWare
calculates his effective permissions, it uses these direct permissions from all three
sources. In this case, Mather will have five permissions (Create, Modify, Delete,
Write and Read).

Note that it does not matter that Mather’s own direct permissions as a user do not
include Create and Modify permissions. TapeWare uses all three sources to
determine Mather’s effective permissions to the volume. In this case, Mather’s
membership in the Conservationist group grants him Create and Modify
permissions.

Given the above example, suppose we wanted to deny Mather a// permissions to the
Volume. How could this be accomplished?

To deny Mather all permissions to the Volume, three things must happen: Mather’s
equivalency to Clark must end; Mather’s membership in the Conservationist group

must end; and Mather’s direct permissions must be changed so that Mather is listed
on the Permissions tab of the Volume but no permission boxes are checked.

Note that listing Mather on the Permissions tab and clearing the permissions check
boxes is not enough to deny Mather permissions to the tab. Mather must no longer be
equivalent to Clark and Mather must no longer be a member of the Conservationist

group.

Checking Effective Permissions

On complex installations with multiple users and groups and varying levels of security, a
particular user’s effective permissions can be difficult to identify. The easiest way to
identify a user’s effective permissions is to log on as that user.

If you have not yet assigned the user a password, simply log on as the user. Browse the
various General tabs of the objects in the storage management database. Verify that the
displayed effective permissions match your intended security measures.
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If the user has a password and you do not know it, create an “alias” user and make it

equivalent to the user whose permissions you wish to check. Then log on as the alias

user. Be certain to delete both the alias user and its folder after verifying the effective
permissions.

Permissions Reference

There are seven permissions: Read, Write, Delete, Modify, Create, Access and
Supervisor. These permissions affect different objects in the TapeWare storage
management database differently. Even though a particular permission may not apply
directly to that object, objects below it in the storage management database hierarchy can
still inherit permissions from that object.

System Container
—Home Folder
User Group Folder
Backup Job
Restore Job
Verify Job
Media
—Job Folder
Job Folder
Backup Job
Restore Job
Verify Job
— Media Folder
Media Folder
Media
— Network Container
L_ Machine
[Drivers]
Controller
Device
Autoloader
Volume
File
Directory
Directory
File
— Security Container
User Object
Group Object

Bold = Container

Italic = Container
stored in
container of
same type
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Read Permission

Affected Objects Media, controller, device, autoloader, volume, directory, file, storage
management database.

Description Controls whether a user can read from a given storage management database
object.

In the case of physical peripherals that perform read functions, such as controllers,
devices, autoloaders and volumes, Read permission to the peripheral is required in order
for TapeWare to instruct the peripheral to read files or directories.

In case of storage management database objects that hold data, such as media, volumes,
directories and files, Read permission is required to read the data these objects contain.

Affected Commands Copy, Run (job type), Rewind, Start, Eject Media, Eject Magazine,
Retension, Restore Database, Clean Device, Identify Media, Import Media, Restore
Database.

This permission enables Copy (but not Paste), allowing the user to copy objects in the
storage management database.

Read permission is also required to run jobs. Backup jobs require Read permission to the
appropriate volumes, directories and files. Restore jobs require Read permission to the
appropriate devices, autoloaders and media. Verify jobs require Read permission to all of
these objects.

Many commands that perform utility functions, such as Clean Device or Eject Media on
a device, require Read permission. Device commands that also read media in backup
devices require this permission.

Write Permission

Affected Objects Media, device, autoloader, volume, directory, file, storage management
database.

Description Controls whether a user can write to a given storage management database
object.

In the case of physical peripherals that perform write functions, such as controllers,
devices, autoloaders and volumes, Write permission to the peripheral is required in order
for TapeWare to instruct the peripheral to write files or directories.

In the case of storage management database objects that hold data, such as media,
volumes, directories and files, Write permission is required to write data to these objects.

Affected Commands Run (job type).
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Write permission is also required to run jobs. Backup jobs require Write permission to
the appropriate devices, autoloaders and media. Restore jobs require Write permission to
the appropriate volumes, directories and files.

Delete Permission

Affected Objects Media, device, autoloader, volume, directory, file, storage management
database.

Description Controls whether a user can delete storage management database objects or
perform delete functions.

In the case of physical peripherals that perform delete functions including overwrite
functions, such as controllers, devices, autoloaders and volumes, Delete permission to the
peripheral is required in order for TapeWare to instruct the peripheral to delete or
overwrite files or directories.

In case of database objects that hold data, such as media, volumes, directories and files,
Delete permission is required to delete or overwrite the data contained in these objects.

Affected Commands Delete, Run (job type).

This permission enables Delete, allowing the user to delete objects in the storage
management database.

Delete permission is also required for some types of jobs. Backup jobs require Delete
permission to the appropriate devices, autoloaders and media whenever files are
overwritten or media are formatted. Restore jobs require Delete permission to the
appropriate volumes, directories and files whenever the files are overwritten.

Modify Permission

Affected Objects All storage management database objects.

Affected Property Sheet Tabs General, Selection, Options, Schedule, Logs, Storage,
machine diagnostic tabs.

Description Controls whether a user can change the name of an object, modify the
specified tabs on an object’s property sheet or move an object to a new location in the
storage management database.

For any object, Modify permission allows the user to change the object’s General tab.
(This affects only the name of the object.)

For backup, restore and verify jobs, Modify permission fo the job allows the user to
change the job’s Selection, Options, Schedule and Logs tabs. Note that Read
permission to the volume is required in order to select the volume’s files and directories
on the Selection tab.
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For machines, controllers and volumes, Modify permission allows the user to modify the
diagnostic tabs, such as Communication Test and Ping Test.

Affected Commands Move..., Rename.

This permission enables Move... and Rename, allowing users to move objects in the
storage management database and rename them.

Create Permission
Affected Objects Home folder, user/group folder, job folder, media folder, restore job.
Description Controls whether a user can create new objects within a container object.

For the Home folder, Create permission is required in order to create new User/Group
folders.

For User/Group folders, Create permission is required in order to create new job folders,
backup jobs, restore jobs, verify jobs, media folders and media.

For Job folders, Create permission is required in order to create new job folders, backup
jobs, restore jobs and verify jobs.

For Media folders, Create permission is required in order to create new Media folders
and media.

For Restore Jobs, jobs that restore files in new locations or with new names require
Create permission to the appropriate machines, volumes and directories.

Affected Commands New...Job, New...Folder, New Object..., Paste.

This permission enables the New...Job and New...Folder commands, for each type of
job and folder. This permission also enables the New Object... command on the File
menu.

This permission enables Paste, allowing the user to paste objects in the storage
management database.

Access Permission

Affected Objects All storage management database objects, except Security Container,
User Object and Group Object.

Affected Property Sheet Tabs Permissions.

Description Controls whether a user can see and modify the Permissions tab of an object.
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For any object, Access permission allows the user to change the permissions to the
object. To add a new user to the Permissions tab, Modify permission is also required. A
user listed on the Permissions tab can be deleted with Access permission alone.

Note that Access permission does not allow the user to change the Permissions tab on
the Security Container, a User Object or a Group Object.

Supervisor Permission

Affected Objects All storage management database objects.

Affected Property Sheet Tabs Logon Control, Equivalencies, Groups, Members,
Permissions.

Description This permission gives the user unlimited permissions to the object and all
objects below it in the storage management database. Additionally, only a user with
Supervisor permission to the Security Container can create new users and groups.

When a user has Supervisor permission to an object, the user is automatically granted all
seven permissions to the object. Furthermore, the user cannot be denied any permission
to any object below it in the hierarchy, even by assigning that user direct permission. As
a result, a user with Supervisor permission to an object will have all permissions to the
object and every object below it in the storage management database tree.

Supervisor permission to the Security Container is required to create new users and
groups. Additionally, the Logon Control, Groups, Equivalencies, Email, Autoprint
and Members tabs are only available to users with Supervisor permission to the Security
Container.

Normally, only the TapeWare administrator has Supervisor permission to the System
Container.

Affected Commands New User, New Group

This permission enables the New User and New Group commands, allowing the user to
create new users and groups.
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This chapter provides reference details for every object and property in the TapeWare
database. It is organized alphabetically according to the name of each property sheet tab.
The property sheet tab name appears at the beginning of each entry and in the page
header. The applicable objects for each property tab are listed under the Applicable
Objects heading. Various fields and parameters on each property sheet tab are indicated
by bold headings, followed by a short description. List box choices and field parameters
are indicated by bold in-line headings.

In addition to the property sheet tabs, this chapter provides reference information for the
Instances, Preferences, Query and Selection Filters windows.
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Address Tab

Applicable Objects Machine

The Address tab shows the machine object’s network address.

Address |

Protocol: IUDF'

Met address: |1 92.168.0.64:52084

Address
tab

Protocol This field shows either Ipx or UDP, depending on your network operating
system. If this is a standalone machine, it shows Local.

Net Address This field shows the machine address used by the network operating system.
If this is a standalone machine, it shows Local.
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Audit Tab

Applicable Objects File, Directory, Volume

The Audit tab shows the audit log for the object. It appears on the property sheet of an
object that has been audit enabled.

ompleted to Media2

i o

LClear | Fririt... | Save... |

Audit tab

To enable an object’s audit log, open the Storage tab of the object and change the Audit
object actions setting to Audit enable.

When audit is enabled, TapeWare enters into that object’s log a record every action
performed on that object. For example, there will be an entry each time the object is
backed up or restored. Additionally, the audit log will show the media on which instances
of the object are stored.

Clear Click to erase all audit log entries.

Print Click to print the audit log. Note that some logs can be quite long; check the length
of the document before printing it.

Save Click to save the audit log as a text file.

For more information on... See...

Using audit logs Audit Logs, Chapter 8 — Running Jobs
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Autoprint Tab

Applicable Objects User Object, Group Object

The Autoprint tab shows the print settings to use when automatically printing a job log.

Autoprint |

Printer |D efault Printer Change... I
Fant |D efault Font Change... |

Frinit range: Copie:
& Al pages

Mumber of copies: I‘I j:
" Range From: I‘I =i -
To |1 oono _l:l [v Callate

Autoprint tab

The Autoprint tab appears on the property sheet of a user or group object. When the
Autoprint log option is selected on the Advanced Options window for a job, the job log
prints automatically as soon as the job is complete. It prints to the printer specified on the
Autoprint tab for the job owner.

For more information on... See...

Job logs Job Logs, Chapter 8 — Running Jobs

Autoprinting logs Autoprinting Job Logs, Chapter 8§ —
Running Jobs

The Advanced Options window Advanced Options, Chapter 7 — Job
Options

Configuring autoprint for Windows NT (or Appendix G — Configuring Autoprint for
later) Windows, TapeWare Installation Guide
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Command Tab

Applicable Objects Volume, Directory, File

Use the Command tab to execute operating system commands before and after backup
jobs. These commands can execute programs, batch files or scripts.

The default path for these programs, batch files or scripts is the same as the path of the
current object (e.g., the volume, directory or file whose property sheet is open). You can
specify another path if necessary.

Be sure that you enter commands appropriate to the operating system. On Windows
systems, you can specify .exe and .bat files, such as c¢:\mybatch.bat. On NetWare
systems, you can specify .nef files, such as mybatch.nef. On Linux and UNIX systems,
you can specify shell scripts, such as myscript.sh. You can also specify any parameters
with these commands, according to the operating system.

Command |

Command to execute before backup:

Ic:\stop_acct.bat

Command to execute after successful backup:

Ic:\start_ac:ct.bat

Command to execute after failled backup:

Ic:\enor.bat

Command
tab

For example, you may want to temporarily close certain files before backing up. You
could prepare one batch file to close these files and one to open these files after a
successful backup. You could also prepare a batch file to execute if the backup job fails.
Then you would enter these commands in the appropriate fields.
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Note If a command takes more than 15 seconds to execute, TapeWare continues the job.
This is a precaution in case the command fails in some way, which would prevent
TapeWare from continuing. If the command must be run, we recommend that you assign
it to the next object up in the tree view.

Command to execute before backup TapeWare executes this command before it opens the
current object for backup. Enter the command with its path (if necessary) and any
parameters.

Command to execute after successful backup TapeWare executes this command after it
has successfully backed up and closed the current object. Enter the command with its
path (if necessary) and any parameters.

Note If the backup job includes a verify step, TapeWare executes this command if the
current object was backed up successfully. TapeWare closes the object and executes this
command. Then it performs the verify step.

Command to execute after failed backup TapeWare executes this command after it closes
the current object if the backup fails. Enter the command with its path (if necessary) and
any parameters.

Note If the backup job includes a verify step, TapeWare executes this command if the
backup of the current object fails. TapeWare closes the object and executes this
command. Then it performs the verify step.
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Communication Test Tab

Applicable Objects Muachine

Use the Communication Test tab to test the communication performance of the network.
It can also be used to evaluate the ability to transfer data under optimum circumstances.

Comm Test |

Transfer type:

[V ‘with data checking Start |

— Communication statu

Packet Mo.:

Transfer rate [KByles/zec):

Trangfer rate [MBytes/min]:

Mo. of ACKs sent:

Mo. of NACKs sent:

Mo. of timeovts:

Communication
Test tab

Running the Test

Note To accurately test network performance, stop the TapeWare service on the machine
to be tested (see Appendix E — TapeWare Service in the TapeWare Installation Guide).
Then start the TapeWare administrator and access the Communication Test tab.

1. Configure the Transfer type parameter:

Backup Simulates data transfer during a backup job. The local machine sends a large
packet; the remote machine sends small replies acknowledging receipt of the data.

Restore Simulates data transfer during a restore job. The remote machine sends a
large packet; the local machine sends small replies acknowledging receipt of data.

Large packet Send a large-sized packet of data between remote and local machine.

Medium packet Send a medium-sized packet of data between remote and local
machine.
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Small packet Send a small-sized packet of data between remote and local machine.

2. Select With data checking to send a known byte pattern between machines. The
receiving machine will verify the pattern.

3. Click Start to begin the test. As the test runs, the Communication status fields
reflect the results of the test.

4. Click Stop to end the test. The final results appear in the Communication status
fields.

Test Results

The Communication status fields display the test results:

Packet No. This is the number of data packets sent from one machine to another up to this
point in the test.

Transfer rate (KBytes/sec) The rate at which the test data packets are being transferred in
kilobytes per second.

Transfer rate (MBytes/min) The rate at which the test data packets are being transferred in
megabytes per minute.

No. of ACKs sent The number of network ACKs (acknowledgments) sent between
machines.

No. of NACKs sent The number of network ACKSs (negative acknowledgments) sent
between machines.

No. of timeouts The number of communication errors encountered. This only occurs if a
machine on the network fails to respond in timely fashion.

Note Use this information to identify current transfer rates between machines. If the rates
are less than expected, try one or more TapeWare optimization strategies.

For more information on... See...

Optimizing backup jobs by increasing data Strategies for Faster Jobs, Chapter 10 —
transfer rate Tips, Techniques and Strategies
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Connections Tab

Applicable Objects Muachine

The Connections tab shows the active connections for this machine. It is for information
purposes only.

Connections are established for varying purposes and are automatically opened and
closed as necessary.

Connections |

Active connections:

Connection | Hostname | Purpoze

0032 Local El Capitan Server Connections

g:] 0034 Local El Capitan Server U/ Databaze

Details:
Statistic | Walue -
® General Information
Femote Host Mame El Capitan Server
Purpoze of Connection Connections
Protocal Ip=
Address 7EFFO003:0030275C3001:E2E3
Source Connection |d 32 -
Destination Connection Id 32
Logical Packet Size 4200
FPhysical Packet Size 4200 -
Connections | |« | _>|_|

tab

Active connections Lists the currently active connections for this machine.

Details Shows detailed information about the selected active connection.
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Diagnostics Tab

Applicable Objects Machine, Drivers

The Diagnostics tab provides detailed information about the current machine or driver
object. It is available for all active machines and drivers, including controllers, logical
tape formats and services. It is for information purposes only.

Diagnostics |
Diagnostics information: ™ Eixed font

Statistic | Walue -

& Driver Instance Status
Load Data Ok
|z Instance Running Yes
|z Instance Registered Yes
Fegistration Object |d 8
Reference Count 1
Fegistration Other Info 000000002

® Licenze Information b
Serial Mumber 10013
Type

Diagnostics | |1 _>l_I

tab
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Drivers Tab

Applicable Objects Muachine

The Drivers tab shows the available drivers for this machine. It provides users with a
single view of all drivers associated with this machine. (The Drivers tab also appears on
the Database tab in various locations.) It is for information purposes only.

Drivers are used by TapeWare for differing purposes. The name of each folder on this tab
indicates the purpose of the drivers in that folder.

Drivers that are marked with a yellow exclamation point are currently unavailable for
some reason. The device could be initializing or there may be an actual failure. For
example, a controller driver may be marked with this icon during device initialization.
Once initialized, the exclamation disappears when you press F5. When there is an actual
failure, you must correct the problem and restart the driver. You must exit and restart
TapeWare and the TapeWare service. When TapeWare restarts, it will reinitialize these
devices.

Drivers |

it e
ata Streams
&5 DdsDatabase Connector

&3 Dds-File System Connector

|v

=-Z1 Transports

LS Wptdpx Transpart

S #pt-Tep Tranzport

=-[Z Contrallers and Devices

- CHl-dispi Adapter 0

i Dev-0.0.3.0: Archive Python
4= Dev-0.0.6.0: Seagate STTE000

@ CH-Azpi Adapter 1
-2 Logical Tape Formats
-2 Services

----- &y Svc-Base Service

----- % Swc-Connector Service
----- &y Svc-Database Service
----- &y Svc-Device Service

Drivers | | - [Z] Compressions [
tab
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Email Tab

Applicable Objects User Object

The Email tab shows the email address to which logs of jobs will be emailed when that
user is the owner of a job that runs. This tab only appears when the optional email
package has been installed and configured.

Email |

Enter email address(es] to zend logs to when jobs are completed.
For example: admint@company. com;stevel@hotmail. com

Email addiess(es]:

systemadmin@yourcompany. com

Email
tab

When email has been installed and configured, TapeWare will attempt to email the log of
every job after it has run. The log is sent to the address listed on the Email tab for the job
owner.

You can enter multiple email addresses by separating each address with a semicolon (no
additional spaces).

The address entered here need not be the address of the user. For example, you can enter
the TapeWare administrator’s address in this field for any or all users.

For more information on... See...

The owner of a job How Forcing Jobs to Run Affects
Permissions, Chapter 8§ — Running Jobs

Installing and configuring email Appendix C — Configuring Email Options,
TapeWare Installation Guide

Using email to send job logs Emailing Job Logs, Chapter 8 — Running
Jobs
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Equivalencies Tab

Applicable Objects User Object

The Equivalencies tab is used to assign an individual user effective permissions
equivalent to the effective permissions of another user.

Note that equivalencies only work in one direction; they are not reciprocal. The current
user’s effective permissions (the effective permissions of the user whose property sheet is
open) will be calculated using the direct and inherited permissions of the user they are
made equivalent to. For example, if a user named Galen Clark is made equivalent to a
user named Stephen Mather, Clark’s effective permissions are calculated using both
Mather’s and Clark’s direct permissions. However, Mather’s effective permissions
remained unchanged.

Additionally, note that users can gain direct permissions to objects either as users, as a
result of equivalencies or as members of a group. When the direct permissions result from
multiple sources, TapeWare uses all of the sources to determine the permissions.

E quivalencies I

Users ta which this uger equivalent Uzers to which thiz uger is not equivalent:

Iﬁ Stephen Mather Iﬁ Admin
ﬁ Conzervation Study Group
ﬁ User 5
Q Uszer 6

ﬁ Uzer with Access permission to volume

Equivalencies e | cadd |
tab

Users to which this user is equivalent Lists those users to whom the current user (whose
property sheet is open) is equivalent.

Users to which this user is not equivalent Lists those users to whom the current user
(whose property sheet is open) is not equivalent.

Remove To remove a user from the equivalent list, select the user from the left window
pane and click Remove. The user is moved to the right window pane.
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Add To add a user to the equivalent list, select the user from the right window pane and
click Add. The user is moved to the left window pane.

For more information on... See...

Calculating effective permissions Effective Permissions, Chapter 11 —
Advanced Permissions and Security

Examples of equivalencies Examples of Effective Permissions, Chapter
11 — Advanced Permissions and Security
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General Tab

Applicable Objects All objects

The General tab shows information and object attributes stored in the TapeWare

database for the current object.

The data on this tab is taken from the TapeWare database. For files, directories and
volumes, this data is regularly updated. Each time TapeWare opens a directory or

volume, it updates it database with any new information about these files and directories.

General |

—

Mame:

Type:

Effective permissions:
Altributes:

Size:

Last backup:
Created:
Deleted:

odified:

General Accessed:
tab

IB ackup Job

I[Sup Acc Cre Mod Del Rd'wit]

[ e =T

|n KB

I[none]

I[none]

I[none]

I[none]

I[none]

Name Shows the name of the current object. To change the name, select it and type in a

new name. An object name can be up to 256 characters long.

Type Shows the type or category of object. There are 21 object types in the TapeWare

database, plus drivers. The object names and their possible relationships to each other are

illustrated below.
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System Container
—Home Folder
User Group Folder
Backup Job
Restore Job
Verify Job
Media
—Job Folder
Job Folder
Backup Job
Restore Job
Verify Job
— Media Folder
Media Folder
Media
— Network Container
L_ Machine
[Drivers]
Controller
Device
Autoloader
Volume
File
Directory
Directory
File
— Security Container
User Object
Group Object

Bold = Container

Italic = Container
stored in
container of
same type

Effective Permissions Shows the effective permissions the current user has to this object.
Note that these are the effective permissions, not the direct permissions. There are seven
possible permissions, abbreviated as follows:

Sup  Supervisor
Acc Access
Cre Create

Mod Modify
Del Delete
Rd Read
Wt Write

Attributes Shows operating system attribute information about file or directory. The
attribute information is taken from the operating system and is updated each time the
directory that contains the file is opened. You can use this information to sort files with
filters.
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The attribute abbreviations are grouped as follows:

Ro

=
=

MO~ > O XD

Dm
Ds

Ic
D¢
Co
Cc
Mg

Read only
Read and write
Hidden
System
Execute only
Directory
Archive
Incremental
Difterential
Encrypted

Share
Temporary
Transaction
Read audit
Write audit
Immediate purge
Rename inhibit
Delete inhibit
Copy inhibit
Migrate inhibit
Sub-allocation inhibit

Immediate compression
Don’t compress
Compressed

Can’t compress
Migrated

Size Shows operating system information about file or directory size. Information about

the size of the file or directory is taken from the operating system and is updated each
time the directory that contains the file is opened. You can use this information to sort

files with filters.

Last backup Shows the date and time when this object was last backed up. You can use
this information to sort files with filters.

Created Shows operating system information about date file or directory created. The

create date is taken from the operating system and is updated each time the directory that

contains the file is opened. You can use this information to sort files with filters.
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Deleted When a file that was previously backed up is deleted, TapeWare assigns it a
delete date. When TapeWare opens a directory, it compares the files it finds with
information about instances of files in its database. When an instance of the file is found
in the database, but not in the directory, TapeWare assigns that instance a delete date.

Modified Shows operating system information about date file or directory last modified.
The modify date is taken from the operating system and is updated each time the
directory that contains the file is opened. You can use this information to sort files with
filters.

Accessed Shows operating system information about the date the file or directory last
accessed. The access date is taken from the operating system and is updated each time the
directory that contains the file is opened. You can use this information to sort files with
filters.

For more information on... See...

Calculating effective permissions Effective Permissions, Chapter 11 —
Advanced Permissions and Security

Sorting selected files according to object  Filter Selection Criteria, Chapter 5 —
attributes Selecting Files and Instances
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Groups Tab

Applicable Objects User Object

The Groups tab shows the groups to which the current user belongs. Use this tab to add
or remove a user from a group.

Groups |

Groups to which this user belongs: Groups to which thiz user does not belong:

E Conzervationists
Sequoia Study Gioup

Groups [EEsneenl] _chat |

tab

Groups to which this user belongs Shows the groups to which the current user belongs.
To add the user to a new group, select the group in the right window pane and click the
Add button; the group is moved to the left window pane. Similarly, to remove a user
from a group, select the group from the left window pane and then click the Remove
button.

Everyone group Normally, this group will be listed in this field. When created, new users
are automatically added to the Everyone group. Members of this group have Modity,
Delete, Create, Write and Read permissions to the Everyone Folder. You can remove a
user from this group by selecting the Everyone group and then clicking remove.

Groups to which this user does not belong Shows the groups to which this user does not
belong.
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For more information on...

See...

Calculating effective permissions

Assigning members to groups

Effective Permissions, Chapter 11 —
Advanced Permissions and Security

Setting Up Users, Chapter 11 — Advanced
Permissions and Security
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Instances Window

Open the Instances of... window by clicking the Check button on the toolbar of the
Selection tab of either a restore or verify job. This window is used to select an instance of
the object targeted on the Selection tab.

Each time an object is backed up, an instance of that object is created. There may be
multiple instances of objects stored on different media created by different backup jobs.
TapeWare keeps track of all the instances of each object in its database and the media on
which each instance is stored. When media is overwritten or deleted, TapeWare deletes
those instances from its database as well.

When you select an object for restoring, TapeWare initially selects the <Latest>
instance. To select a different instance, use the Instances of... window.

The <Latest> instance is a wildcard and automatically selects the most recent instance.
Which instance is selected is updated as the restore or verify job is run.

E Instances of screens.zip ﬂﬂ
Available instances:
I Backed up | Status | Media -
<Latest: L |
27 5Pm Verify compl...  Media:l
27-5ep-2002 0214 Pm Werify compl...  Medial fo
27-5ep-2002 0203 Pm Werify compl...  Media:l -
Pl | | LI—I << Mo Details |
— Detail
Data size: 2260124 bytes
Backup date: 27-Sep-2002 02:15 Pm
Modify date: 27-5ep-2002 09:13 Pm
FPhyzical stream id: O=00000000
Instance flags: 1
Stream format: MT Data Stream
Compression type: Standard
Encruption type: Mone
Start position: 0x0000000007 407640
Instance id: 000000003
Instances Object id: 000000808
window

Available Instances

Shows a list of the instances of the object and the media on which those instances are
stored.
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Details

Backed up Shows the date and time the job was run. All objects backed up during a
single job will be listed with the same date and time.

Status Shows whether or not the object was verified when the job was run. It is either
Verify complete, Verify failed or Not verified.

Media Shows the media on which the instance is stored.

Select the instance to restore and click OK.

Shows more information about whatever instance of an object is highlighted. When you
click Details, TapeWare displays the following information about the object. Click No
Details to close the Details window.

Data size Shows the size of the data fork for the selected object: 0 bytes for folders and
directories; the size of each file.

Backup date The date and time this instance was created.

Modify date The last time the object was modified. This information is recorded from the
operating system when the object is backed up.

Physical stream id Shows internal data used by TapeWare to manage the instance.
Instance flags Shows internal data used by TapeWare to manage the instance.

Stream format Shows what format the instance is recorded in. The stream format is
controlled by the Advanced Options window. You can use this information to see if you
can transfer the object from one operating system to another. Stream format can only be
set when creating instances, not when restoring them.

Compression type Shows the compression setting on the Options tab for the backup job.
Encryption type (Reserved for future use.)

Start position Shows internal data used by TapeWare to manage the instance.

Instance id Shows internal data used by TapeWare to manage the instance.

Object id Shows internal data used by TapeWare to manage the instance.
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For more information on...

See...

Selecting instances

Using filters to select instances

Selecting Instances of Files for Restore
Jobs, Chapter 5 — Selecting Files and
Instances

Backup Range, Chapter 5 — Selecting Files
and Instances
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Loader Test Tab

Applicable Objects Autoloader

The Loader Test tab lets you test the ability of the autoloader to load and unload media
to the associated device.

Click Start to begin the test. Click Stop to end the test.

Loader
Test tab

Status Shows an informational message about the current autoloader activity.

Total Moves Shows the total number of media loads and unloads performed during the
current test.



Chapter 12 — Object and Property Reference: Logon Control Tab

239

Logon Control Tab

Expiration

Applicable Objects User Object

The Logon Control tab controls the ability of a user to log on to the current TapeWare
database zone. Controls whether passwords are required, whether and when the password
must be changed, whether an account has expired and the number of connections a user

can have to the network.

Logon Contral |

r— Expiration
[T Account iz disabled

Date account expires:

ID‘I Oct-2002 _Ij

- Connection
Mumber of concument connections:

Uszer can log on from these machines:

2560

— Grace logon

[V Grace logons allowed
Limit grace logons:

Fiemaining grace logons:

K1 —

sdd. | Deite

ulul

— Password

V¥ Require password
inimurn password length:

V' Require unique passwords

[ate password expires:

Logon

¥ Force periodic password changes

Dayps between forced changes:

¥ &llow uzer to change password

02-Movy-200=

Control tab

Controls when the current account will expire. A user account can expire on a given date

or can be disabled manually.

Account is disabled Checked when the account has expired.

Date account expires Specifies a date when the account will no longer be active. When

the account expires, TapeWare disables the account and checks the Account is disabled

box. This user will be unable to log on until the Account is disabled box is cleared.

To make a disabled account active again, clear the Account is disabled box and change

the Date account expires.
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Connection

Controls the allowable machines and simultaneous logons for a user.

Number of concurrent connections Controls how many different logons a user may have
simultaneously from different machines. For example, if the Number of concurrent
connections is set to 5, this user can log on to TapeWare from up to five separate
machines at the same time.

User can log on from these machines Lists the machines from which a user can log on to
TapeWare. The user cannot log on to TapeWare from any machine unless it is listed. To
add machines, click Add... and select the appropriate machine from the Browse window.
To remove machines, select the machine and click Delete.

Note If no machine is listed, a user can log on from any machine.

Grace Logons

Controls how many times a user can log on to TapeWare after their password has
expired. For example, if the Allow grace logons box is checked and the Remaining
grace logons is set to 2, the user will be allowed to log on two times after their old
password has expired. On the third logon attempt, the user must change their password.

Note Grace logons do not function when passwords are not required, that is, when the
Require password check box is cleared.

Grace logons allowed If checked, a user can log on after their old password has expired.

Limit grace logons Shows the maximum number of grace logons allowed. For example, if
it is set to 2, the user can log on with an expired password two times.

Remaining grace logons Shows the number of remaining grace logons. TapeWare
automatically adjusts this number each time the user logs on with expired password. You
can also set this manually.
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Password

Controls whether a user must have a password to log on.

Require password When checked, TapeWare requires the user to have a password.

Note If you clear the Require password box and the user has a password, TapeWare will
continue to require that user to input their password.

Minimum password length Specifies the minimum length of the password.

Require unique passwords If checked, TapeWare only accepts the new password if the
user has not used it before.

Force periodic password changes If checked, either the user or the TapeWare
administrator must change the password per the Days between forced changes and Date
password expires settings.

Days between forced changes Specifies the interval between forced password changes.

Date password expires Calculated date of next password expiration, based on Days
between forced changes parameter.

Allow user to change password If checked, the user can change their password on their
own.

Tip The TapeWare administrator can change a user’s password without knowing the
user’s current password. TapeWare does not even ask you to enter the old password. This
is useful when the user has forgotten his or her password.

For more information on... See...

Setting up new users Setting Up Users, Chapter 11 — Advanced
Permissions and Security
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Logs Tab

Applicable Objects Backup Job, Restore Job, Verify Job
The Logs tab shows the available logs for the current job.

TapeWare creates a log for each job, according the Log option on the job’s Options tab
After the job runs, you can view or print this log to see the files that were successfully or
unsuccessfully backed up, restored or verified.

Logs |

Logs for thiz object:

F1+Aug-33 01:01 Pm
31-A0g-99 11:55 &m
26-4ug-39 06:22 P
20-A0g-99 04:44 P
20-4ug-33 04:44 P

Yiew Brint.... Lelete

Logs
tab

Logs for this object Lists the available logs for this job.

View Select a log and click to open the file in the specified text editor. (Specify the text
editor to use in the Preferences window.) You can print the log from the text editor. Note
that some logs can be quite long; check the length of the document before printing it.

Print Select a log and click to print the log. Note that some logs can be quite long; check
the length of the document before printing it.

Delete Select one or more logs and click to delete them.

Note The maximum number of logs per job is 64. TapeWare will overwrite the oldest log
when you reach this maximum.




Chapter 12 — Object and Property Reference: Logs Tab

243

For more information on...

See...

Creating logs
Accessing and printing job log
Specifying a text editor

Log Option, Chapter 7 — Job Options
Job Logs, Chapter 8 — Running Jobs

Preference Window, Chapter 12 — Object
and Property Reference
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Media Control Tab

Applicable Objects Media

The Media Control tab shows information about the current media that TapeWare stores
in its database.

Media Control I
First format; |28-ﬂug-99 0313 Pm
Last format: |28tz 83 0313 Fm
Last read: [ 284593 04:37 Pm
MEytes read: ID
Count read: |2
Last wrie: |28-Aug-99 04:37 Pm
MEptes wiitten: ID
Count written: |1
Mumber of gessions: |1
Current KBytes: |1
hedia identifier [sase22629
Media volume tag: I
Media
Control tab

First format Shows the date and time the current media was first formatted.
Last format Shows the date and time the current media was last formatted.

Lastread Shows the date and time the current media was last read. Matches the last time
files were read for either a restore or verify job or the verify pass of a backup job.

MBytes read Shows the total number of megabytes read during the last verify or restore
job.

Countread Shows the total number of times this media has been read. This number is not
reset when the media is overwritten.

Last write Shows the date and time the current media was last written to. Matches the last
time files were written to the media during a backup job.

MBytes written Shows the total amount of data written in megabytes to this media over
the life of the media.

Count written Shows the total number of times this media has been written to. This
number is not reset when the media is overwritten.
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Number of sessions Shows the number of jobs this media has been used with. This
number is reset each time the media is overwritten. In general, this number is the number
of backup jobs currently stored on the media, including the first overwrite job and
subsequent append jobs.

Current KBytes Shows the amount of data written to this media during the last backup
job in Kbytes. This number is reset when the tape is overwritten.

Media identifier Shows the unique number used internally by TapeWare to track the
media in the database.

Media volume tag Shows the volume tag for the physical media. In general, this number
equals the bar code number on the media. Used by devices with optical readers to identify
media. This is only available for media used with devices that support volume tags.

For more information on... See...

Formatting media Creating New Media, Chapter 9 — Media,
Device and Database Tabs



246 TapeWare® User’s Guide and Technical Reference

Members Tab

Applicable Objects Group Object

The Members tab shows the users that are members of the group. Use it to add and
remove members from a group. A user’s group membership is used to calculate their
effective permissions. For more information about effective permissions, see Effective
Permissions in Chapter 11 — Advanced Permissions and Security.

Members |

Members wha belong ta this group: Members who do not belong to this group:
-ﬁ Admin ﬁ Conservation Study Group
ﬁ Stephen b ather ﬁ Galen Clark

ﬁ User b

ﬁ User B

ﬁ Usger with &ccess permission bo volume

Members

tab Hemaye> |

Members who belong to this group This window shows the users that are members of the
group.

Members who do not belong to this group This window shows the users that are not
members of the group.

Add To add a user to the group, select the user in the right window and click Add. The
user is moved to the left window.

Remove To remove a user from the group, select the user in the left window and click
Remove. The user is moved to the right window.

For more information on... See...

Adding users to groups Groups Tab, User Object, Chapter 11 —
Advanced Permissions and Security

Calculating effective permissions Effective Permissions, Chapter 11 —
Advanced Permissions and Security
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Options Tab

Applicable Objects Backup Job, Restore Job, Verify Job

The Options tab on the property sheet of a job controls various parameters important to
how TapeWare runs backup, restore and verify jobs.

Options
tab

Number of Passes

Options |

Mumber of passes:

Delay between passes:

Log options:
Backup mode:
LChange mode:
Wiite mode:

Auta verify mode:
Compression type:
Auta format mode:

Mew media location:

Mew media name:

IE _% Device:
= Sauth SequaiziMetwark
15 =
ILog only failed j ll—l | _'Il
Add... [NElete
[Fun =l
Media:
P ~| =
: o j [0 South SequaiatHomekAdmin Fo
Append to all tapes -
IFuII werify j
q | »
I System j | _Il
Add... el
IAuto farmat all j st
IHome\.ﬂ-‘«dmin Folder Browse. . |
IM edia

Media Pazsword... |
Advanced Options... |

Determines how many times TapeWare will attempt to access a file. The default is 3.

If TapeWare needs to use a file that is currently being used, TapeWare waits until that
user is done with the file. Each attempt to open a file is called a pass.

For backup jobs, when TapeWare is unable to back up a file on the first pass, it attempts
to back up that file on subsequent passes. On the last pass, TapeWare opens the file in
shared mode.

Delay Between Passes

Determines how many seconds TapeWare waits before attempting the next pass. If your
historical usage suggests that many files are being opened on the last pass, consider

increasing this parameter to a higher number.
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Log Options

Determines the kind of log that TapeWare keeps of the current job. The Log options is
either None, Log only failed, Log only completed or Log all.

After a job is run, you can view or print the log to see which files were successfully or
unsuccessfully backed up, restored or verified. The default value is Log only failed,
which writes to the log any files that were not successfully backed up, restored or
verified.

None Instructs TapeWare to not keep a log of the backup job as it runs.

Log only failed Instructs TapeWare to log the name of any selected file that was not
successfully backed up, restored or verified.

Log only completed Instructs TapeWare to log the name of any file selected for and
successfully backed up, restored or verified.

Log all Instructs TapeWare to log the name of every file selected and whether or not that
file was successfully backed up, restored or verified.

Backup Mode

(Backup jobs only)

Determines whether all files or only changed files are backed up. For scheduled
automatic rotation jobs, TapeWare uses the backup mode for each backup set as indicated
on the Schedule tab; for unscheduled or manual jobs, TapeWare uses the parameters set
by the user.

The Backup mode is either Full, Incremental, Differential or Snapshot.

Full Instructs TapeWare to back up all selected files. For each file, TapeWare resets the
incremental bit in the storage management database and the archive bit on disk.

Differential Instructs TapeWare to back up all selected files that have changed since the
last full backup. When a file changes, its differential bit has been set. TapeWare does not
reset any bits.

Incremental Instructs TapeWare to back up all selected files that have changed since the
last backup. For each file, TapeWare resets the incremental bit in the storage
management and the archive bit on disk.

Snapshot Instructs TapeWare to back up all selected files. It has no effect on any future
scheduled job. After backing up each file, the archive bit is left unchanged.
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Change Mode

(Backup jobs only)

Determines what action TapeWare will perform when it fails to find the media it was
expecting to use for a job. When TapeWare runs a job, if the job uses specific media,
TapeWare scans the network for devices with that media. If it does not find the media it
expects, its response is determined by the Change mode parameter.

The Change mode is either Skip device, Force to append or Prompt.

Skip device Instructs TapeWare to skip the designated device and look for other devices
on the network with the proper media. TapeWare continues to scan for the correct media
until it is found. As a result, the job may never run if the correct media is not found.

Force to append Instructs TapeWare to append data to whatever media it finds in the
designated backup device. If it cannot find the correct media, TapeWare appends data to
whatever media is available. This option will ensure that the job runs, if the media
contains enough room to complete the job.

Prompt Instructs TapeWare to continue to scan for the expected media and to send an
alert warning that the proper media has not been found. This option will not allow a job
to run with any other media except with the expected media. Additionally, this option
will not search for another device that might contain the proper media.

Write Mode

(Backup jobs only)

Determines whether the old data on the media is overwritten with new data or whether
the new data is appended to the end of the old data. When media is overwritten, all of the
data previously stored on it is lost. Appending data will preserve the old data.

For scheduled automatic rotation jobs, TapeWare defaults to Overwrite all tapes; for
unscheduled and manual jobs, TapeWare uses the parameters set by the user.

The Write mode is cither Append to all tapes, Append to 1st tape, overwrite others or
Overwrite all tapes.

Append to all tapes Instructs TapeWare to append all data to the end of the media. No
data is overwritten. Select this parameter for permanent storage.

Append to 1st tape, overwrite others Instructs TapeWare to append data to the end of the
first media, but to overwrite all media that follows. For example, TapeWare will not
overwrite the first tape inserted, but will overwrite the second, third and later tapes. This
parameter is useful if you have a set of media with old data you no longer need. By
selecting this option, TapeWare preserves your most recent data on the first media, but
overwrites older, unneeded media.
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Overwrite all tapes Instructs TapeWare to overwrite all media. All data on media that is
overwritten is lost. Use this option for tapes that are going to be recycled.

Auto Verify Mode
(Backup and verify jobs)

Verifies that a file was backed up correctly. TapeWare compares the file to the original
file.

The Auto verify mode is either No verify, Full verify or Quick verify.
No verify Instructs TapeWare to skip the verification step. It is not recommended.

Full verify Instructs TapeWare to compare every selected file stored on media with the
original file from the workstation or file server. This default option is strongly
recommended.

Quick verify Instructs TapeWare to be certain that every file backed up onto the tape is in
readable condition. It does not verify that the data is correct, only that the data stored on
the tape (incorrect or not) can be read. While selecting this option can save time, it is
nonetheless not recommended.

Compression Type
(Backup jobs only)

Controls how TapeWare compresses or maintains the compression of files and
directories.

The Compression type is either None, Standard, System or Both.

None Instructs TapeWare to write all data to the tape in a decompressed format. If the
file is stored on disk in a compressed format, the file will be decompressed before
writing. This option is useful if the device supports hardware data compression and the
files are to be restored to a different operating system.

Standard Instructs TapeWare to write all data to tape in the TapeWare compression
format. If the file is stored on disk in a compressed format, the file will be decompressed
before being re-compressed by TapeWare. This option is useful if the tape device does
not support hardware data compression and the files are to be restored to a different
operating system.
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System Instructs TapeWare to write all data to tape in the same mode it is stored on disk.
If the file is stored on disk in compressed format, TapeWare will write the data in the
host’s compressed format. If the file is not compressed on disk, TapeWare will store the
file on tape in a non-compressed format. This option is useful if the hardware supports
data compression and the files are to be restored to the same operating system. This
option also gives better performance.

Note Ifthe backup device supports hardware compression, be sure to select the System
option. Then enable Hardware compression on the Advanced Options window.

Both Instructs TapeWare to write all compressed data in its compressed format. Any
uncompressed files will be stored in the TapeWare compression format. This option is
useful if the hardware does not support data compression and the files are to be restored
to the same operating system.

Auto Format Mode
(Backup jobs only)

Determines whether or not TapeWare will format media automatically.

Before data can be written to media, the media must be formatted. When media is
formatted, any data on it is lost. Tapes and other media are formatted when TapeWare
does not recognize the media, that is, when it has no information in its storage
management database about that particular media. This will occur when the media is
blank, it has been erased, it is first used or it has been deleted from the database.

The Auto format mode is either No auto format, Auto format blank media or Auto
format all.

No auto format Instructs TapeWare to send an alert to the alert window if it encounters
media that needs to be formatted (either blank or unrecognized media). While waiting for
a user reply, TapeWare scans the network for devices with the media it was expecting.
When selected, TapeWare waits for a reply to the alert before formatting unrecognized
media.

Auto format blank media Instructs TapeWare to automatically format all new or blank
media. However, if TapeWare encounters unrecognized media, it sends an alert to the
alert window and then scans the network for the media it was expecting. This parameter
can help prevent data from being accidentally destroyed by formatting, while not
needlessly querying the user before formatting a blank media.

Auto format all Instructs TapeWare to automatically format all of the media inserted into
the tape drive which require formatting. With this parameter selected, TapeWare will
automatically format all new (or blank) media and all unrecognized media.
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New Media Location

(Backup jobs only)

Specifies the folder in which TapeWare will store any new media created while the job is
run. By default, TapeWare stores media in the current User/Group folder; the media will

appear there on the Media and Database tabs. You can also store the media in a separate
media folder inside the User/Group folder.

Select the folder in which to store any new media by clicking the Browse... button. Then
select the folder from the Browse window. If the folder does not exist, use the Media tab
to create it first. Then you can select the New media locations.

When TapeWare runs any scheduled automatic rotation job, it automatically creates new
media folders for the job. The folders are organized by the name of the job and the
various rotation sets in that job. There is no reason to create these folders manually.
TapeWare will automatically create these folders for you.

Note TapeWare does not automatically create new media folders for manual jobs.

New Media Name

Device

(Backup jobs only)

Specifies the name TapeWare gives to any new media it creates while running the job.
For scheduled automatic rotation jobs, TapeWare automatically updates this parameter to
match the media’s place in the rotation schedule. For example, if the media is the first
media in the yearly rotation set, TapeWare names it ““Year Set 1:1”. (This means the
media was used with a yearly backup job and that it was the first tape in the first set.)

For manual rotation and unscheduled jobs, TapeWare assigns any new media it creates
the name listed in this field. This is also true for automatic rotation jobs that are “forced”
to run.

Specifies which tape drive or other removable media device TapeWare will use to run the
backup, restore or verify job.

By default, TapeWare sets this parameter to the network container. When running the
job, TapeWare will use whatever device it finds on the network. If there is only one
device in your storage management zone or if you only have permissions to one device,
there is no reason to change this parameter.
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Media

However, if there are several devices on your network and you need to select a specific
device, specify which device the job should use by selecting it from the Device list. (If a
machine has only one device, you can just select the machine and not the device.)

To use a device that is not shown in the Device list, click the Add... button and select the
new device from the Browse window. Then select the undesired network container from
the Device list, click Delete and confirm the deletion.

(Backup jobs only)

Specifies the media folder in which the tape or other removable media are stored.
TapeWare will look here for media to use with this job.

The default folder is the current User/Group folder. If you wish to use media from
another folder, specify which folder by selecting it from the Media list.

If you wish to use a folder that is not shown in the Media list, click the Add... button
and select the new folder from the Browse window.

Media Password...

(Backup jobs only)

When a job creates new media, you can assign that media a password. A password
prevents the media from being imported into another TapeWare storage management
database and can be an important part of your overall security plan.

To have the job assign a password to the new media, click the Media Password... button
and type and confirm your password.

Note that passwords can only be assigned when media is formatted. Additionally, media
passwords are only required when importing media.
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For more information on...

See...

Setting job options
Backup mode

Formatting media

Job Options, Chapter 7 — Job Options
Backup Mode, Chapter 6 — Scheduling Jobs

Creating New Media, Chapter 9 — Media,
Device and Database Tabs
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Permissions Tab

Applicable Objects All database objects

For user objects and group objects, the Permissions tab lists the objects to which the
current user or group has permissions. For all other objects, it shows the users or groups
that have permissions to the current object.

Use this tab to grant users or groups permissions to objects. Note that permissions can be
granted from either the property sheet of the database object or the property sheet of the
user or group. Either way, the permissions appear on the appropriate corresponding
object’s Permissions tab. For example, if Galen Clark is granted permissions to the C:
volume from the Permissions tab on his property sheet, the Permissions tab on the
property sheet of the C: volume will list Clark as a user who has permissions.
Alternatively, if Clark is granted permissions from the property sheet of the C: volume,
the appropriate permissions will appear on Clark’s Permissions tab.

Note additionally that a user has direct permissions only to those objects listed on that
user’s Permissions tab. Any and all other effective permissions to other objects are
calculated through inherited permissions, through equivalencies or through groups.

Permiszions I

Uzers or groupz which have permiszions to this object:

r— Permission
™ Supervizar
¥ Aocess
v Create
¥ Madify
v Delete
v Fead
IV white

Check Al |
Uncheck &l |

Permissions
agd. |
tab

Remove |

Users or groups which have permissions to this object Lists the users or groups which
have permissions to the current object (does not apply to either group or user objects).

To display the permissions for a user or group, select the user or group; the permissions
appear in the Permissions fields.
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To add a user or group, click Add. To remove a user or group, select the group or user
and click Remove.

Objects to which this user or group has permissions Lists the objects to which the current
user or group has permissions (only applies to group and user objects).

To see the permissions each user or group has to a particular object, select the object; the
permissions to that object appear in the Permissions fields.

To grant a user or group permissions to a new object, click Add and select the
appropriate permissions. To end permissions to an object, select the object and click
Remove.

Permissions Shows the permissions granted to the currently highlighted object, user or
group. Check or uncheck the appropriate boxes to grant or restrict permissions.

For more information on... See...

Calculating effective permissions Effective Permissions, Chapter 11 —
Advanced Permissions and Security

Assigning user permissions Permission’s Tab, User Object, Chapter 11
— Advanced Permissions and Security

Assigning group permissions Permission’s Tab, Group Object, Chapter
11 — Advanced Permissions and Security

Differing types of permissions Permissions Reference, Chapter 11 —
Advanced Permissions and Security
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Ping Test Tab

Applicable Objects Machine

Use the Ping Test tab for a machine to measure how long it takes an echo packet to travel
back and forth on the network. The packet is sent from the machine on which TapeWare
is currently running to the machine whose property sheet is open.

Click Start to begin the test. Click Stop to end the test.

Ping Test
tab

The Ping status fields display the test results:

Packet No. Shows the number of data packets sent from one machine to another up to this
point in the test.

Round trip time (ms) Shows the average time for the echo packet to travel between the
two machines.
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Preferences Window

Use the Preferences window to set certain options that control the user interface.

E%: Preferences EH

General |

— Confirmatio

[+ Confim when moving objscts

¥ Confim when copying objscts

— Tree vie

™ Smart expandable indicators

x5
Text editor:
Inotepad.exe Browse... |
Preferences
WindOW [u]:8 I Cancel | Help |
Confirmation

Tree View

+

Expand tree
icon

Allows user to determine if TapeWare will prompt before completing certain commands.

Confirm when deleting objects When checked, TapeWare opens the Confirm Delete
window before deleting an object. It requires user confirmation before deleting a database
object.

Confirm when moving objects When checked, TapeWare opens the Confirm Move
window before moving an object. It requires user confirmation before moving a database
object.

Confirm when copying objects When checked, TapeWare opens the Confirm Copy
window before pasting a copied object. It requires user confirmation before pasting a
database object.

Determines whether TapeWare calculates if containers in hierarchical, tree views have
containers within them. Determines whether or not TapeWare displays expand tree icons
next to containers that cannot be expanded, i.e., that do not contain additional containers.

Smart expandable indicators When checked, TapeWare looks in every container in the
hierarchical, tree view. If it does not have any additional containers, the expand tree icon
is not displayed.
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When unchecked, TapeWare displays an expand tree icon for every container. TapeWare
only checks if a container holds other containers when you click the expand tree icon. In
this case, the expand tree icon does not necessarily indicate additional containers in the
container. Leave this option unchecked to display the hierarchical tree faster.

Text Editor

Identifies the text editor (word processor) that TapeWare will use when displaying logs.
When you select a job log on the Logs tab and click View, TapeWare opens the log using
the specified text editor. You can change the text editor by either entering the run
command for the text editor or by clicking Browse and selecting another text editor. Note
that the default Windows text editor is Notepad.exe.
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Query Window

Applicable Objects All storage management database objects

Use the Query window to sort files for displaying on Database tab. Use it to exclude or
“filter out” files that do not meet the specified selection criteria.

Selection filters are applied to all of the volumes, folders and files ordinarily displayed on
the Database tab. You cannot apply different filters to different machines or volumes.
TapeWare uses the selection filters to sort the files and only displays the files that meet
the selection criteria.

¥ Query EHE
Backup range: |<An_|,| Datex o |
Madify ranage: |<.f3my Dater o |
Create range: |<An_l,l D ater > |
Delete range: |<An_|,| Datey oS |
Access range: |<An_l,l Datex > |
Size range: |<An_l,l Sizen > |
Instance range: |<An_|,| rurnber of instances> 55 |
Bequired attributes:
‘wildcard type: |oos =| [TRead Only 3
Hidd
Must match: I gs;ﬂ:;
Cannat match: I glffde-:ut.e Only ﬂ
Media: Exclude attributes:
South S equaoiatHaorme'ddrmin Folo | Read Only ﬂ
[Hidden

¥ Parents Dgystem o
Q [¥ Children 1 [v] | JExecuts Only =
~uery Festal | [ oo | ok | Cancel |

window

Backup range Displays files according to their backup date. The backup date is assigned
to a file each time it is backed up. The backup date for a file is the same as the /as¢ time it
was backed up.

Modify range Displays files according to their modify date. Each time a file is modified,
its modified date is updated. You can use this filter to display files whose modified date
matches your criteria. TapeWare checks the directory information on the volume to see if
the file should be included in the job.
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Create range Displays files according to their create date. When a file is first created, it is
assigned a create date. You can use this filter to displays only those files which match
your criteria. TapeWare checks the created date for each file stored in the directory of the
volume and uses this to sort files.

Delete range Displays files according to their delete date.

When files have been backed up and are later deleted, TapeWare marks the file as having
been deleted and assigns it a delete date. This filter instructs TapeWare to display only
files which have a delete date that matches the selection criteria. If a file has not been
deleted, it will not have a delete date and will not be displayed.

Access range Displays files according to their access date. Each time a file is read,
whether or not it is modified, its access date is updated by the operating system. You can
use this information to select and filter files.

Size range Displays files according to their size.

Instance range Displays files according to their instance date. Each time TapeWare backs
up a file, it creates a new instance of that file and assigns it an instance date.

Wildcard type Displays the wildcard format used by the Must match and Cannot match
filters. Select one of three types of wildcard formats: DOS, Long or UNIX.

Must match Displays files that match specified wildcards. Only files that match the
wildcard indicated in this field are selected.

Specify multiple wildcards by separating each with a semicolon (no spaces). TapeWare
displays any file that matches any one of the wildcards. For example, if you enter
*.exe;*.doc in the Must match field, TapeWare displays all files that have either the .exe
extension or the .doc extension.

Cannot match Files that match the specified wildcard are not displayed; they are
excluded. You can specify multiple wildcards by separating them with a semicolon (no
spaces); if you specify multiple wildcards, TapeWare excludes any file that matches any
one of the wildcards you specify.

Required attributes Displays files according to attributes controlled by the operation
system.

Operating systems track certain features of files called attributes that they use to manage
these files. In this field, if an attribute is checked, TapeWare only displays those files
which have these attributes.

You can select multiple attributes. In this case, TapeWare only displays those files that
meet all of the required attributes.
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Note that some of these attributes are only supported by certain operating systems. If you
specify an attribute that is specific to a particular operating system, then only files created
under that operating system will be displayed.

Exclude attributes Files with specified operating system attributes are not displayed.

This field works like the Required attributes field except that TapeWare excludes files
that match these attributes.

You can select multiple attributes. TapeWare excludes any file that has any one of the
attributes. For example, if you the Hidden and System attributes, a file will be excluded
if it has either the Hidden attribute or the System attribute.

Parents Determines whether or not the directories are displayed.

When this option is checked, TapeWare displays the directories for any object that meets
the other display criteria.

Children When this option is checked, TapeWare backs up and restores the selected files.
If you want only to back up or restored the marked directories, uncheck this option.
When the Children box is unchecked and the Parents box is checked, TapeWare backs
up the directory structure, but not the files stored in the directories (that is, in the folders).

Media Displays files which have a valid instance on the media listed in this field.

TapeWare tracks instances of files and the media on which those instances are stored.
You can use this information to sort files according to the media on which they appear.
Only files with instances on the media in the Media field will be displayed. If there are
multiple media shown in the Media filter field, only files which have a valid instance on
all the media listed will be displayed.
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Schedule Tab

Applicable Objects Backup Job, Verify Job, Restore Job
The Schedule tab controls when and how often a job is run.

Generall Selectionl Options  Schedule | Logs I Permissionsl

B ackup mode Count

Draily: IIncrementaI ﬂ |8 :II
Tupe: IEustom vl weskly IFuII ﬂ I8 j
Stattine:  [1100Fm =1 Mot [Fun = =

Yearly: IFuII j |2 j

End of week: IFrida_n,l j
— Legend

ﬂﬁ” Movember 2002 2'_;'

Warning Sun Wed

Schedule

tab To schedule: Drag legend to calendar or right mouse click on calendar.

Type
Sets the type of schedule.

For restore and verify jobs, the type is either Not Scheduled or Manual. In addition, for
backup jobs, there are eight automatic rotation schedules plus the custom schedule.

Not Scheduled The job will run only when instructed to do so. Uses parameters set on
job’s Options tab.

Manual Turns on scheduling calendar, allowing job to be scheduled to run repeatedly.
Job will run every day indicated on calendar. Uses parameters set on job’s Options tab.
User manually controls set count, media rotation, media name and backup mode.
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Start Time

Custom Turns on automatic rotation schedule. Applies to backup jobs only. Job will run
every day as scheduled in the calendar. TapeWare will automatically update the Backup
mode, Write mode, New media location and New media name parameters on the
Options tab of the job when it runs the job as scheduled. (These parameters are not
updated if the job is manually “forced” to run by a user.) Allows the user to determine the
set count for each set type; however, TapeWare will automatically control the
implementation of these features. When first selected, initially defaults to GFS-25
schedule.

Automatic Rotation Schedules There are eight automatic rotation schedules: GFS 30-tape,
GFS 25-tape, GFS 20-tape, Simple 12-tape, Simple 11-tape, Simple 10-tape, Simple 5-
tape, Simple 4-tape. Applies only to backup jobs. Job will run every day scheduled in
calendar. TapeWare will automatically update the Backup mode, Write mode, New
media location and New media name parameters on the Options tab of the job when it
runs the job as scheduled. (These parameters are not updated if the job is manually
“forced” to run by a user.) Set count for each set type is predetermined; TapeWare
automatically controls media rotation.

Specifies the time of day the job will run. Note that jobs can run concurrently.

Daily, Weekly, Monthly, Yearly

Indicates the backup mode and set count for the Daily, Weekly, Monthly and Yearly
media sets respectively. Backup mode and set Count can be set by the user when the
Custom schedule is selected.

End of Week

Indicates the day of the week that TapeWare will use to schedule Weekly backup jobs.
Change the list box to match whatever day of the week TapeWare should run weekly
jobs.
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For more information on...

See...

Differences between schedule types
Manually forcing scheduled jobs to run

Scheduling jobs to run once only

Working with the calendar

Which Built-in Schedule to Select, Chapter 6
— Scheduling Jobs

Forcing Scheduled Jobs to Run, Chapter 8
— Running Jobs

Scheduling a Job to Run Once Only,
Chapter 10 — Tips, Techniques and
Strategies

Modifying Built-in Schedules, Chapter 6 —
Scheduling Jobs
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Selection Tab

Applicable Objects Backup Job, Restore Job, Verify Job

Use the Selection tab to select the files and instances for use by the current job.

Selection |
Ia Frogram Files j | (%) | EE i | [ 1 5
E||:| I;E.‘_EI_ Metwark, | | Mame | Tupe
ElD % El Capitan Server [Dtccessories Directary
£ = T [CdCHaT Directon
¥
B0 [ 1997 Current Field Data (2 Common Files Ditectory
[ (2 Annual Sequoia Fire Stud A Direct< Directory
[ [ZJ Help Projects .
5 [0 HPFONTS [ Intermet Explorer Directary
[ Metheeting Directary
-0 [0 M3 Manual of Style ! : !
& 03 MS0ffice ([ 0nline Services Directory
B 23 Multimedia Files [Z3 Dutlook Express Directory
- 23 My Documents [CAPaint Shop Pro 5 Directory
(-0 [ Pictures [apLus! Directary
- ) T i A Tapeware Directory
[ [Z Restored 1997 Current Fil [Z Uniinstal Information Directary
F- [ 5051 Ca'windows Media Player Directary
- (1 SETUP [Owirzip Directory
-0 [ tapeware desktap.ini File
- 8 WINDOWS folder htt File
- ‘wiinhelp
. - 2 Winzip 1.
Selection -] g Windows 95 Registry
T Stk Cannnia Natahare
tab- oy i i 2

TapeWare uses the following to identify selected objects for all job types:
e The box is checked for each selected object.

e The box is grayed for each container (folder, volume, machine and network) that has
one or more selected objects.

If you select a container, all objects within that container are selected. If you add new
objects to a marked container, those objects will also be selected when the job is run.

If a container is both unmarked and not gray, it contains no selected objects and it is not
itself selected.

For more information on... See...

Filtering and selecting files for jobs Chapter 5 — Selecting Files and Instances
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Selection Filters Window

Applicable Objects Backup Job, Restore Job, Verify Job

Use the Selection Filters window to specify the selection criteria for a job. It excludes or
“filters out” files that do not match the selection criteria.

The selection filters are applied to all of the volumes, folders and files that have been
marked for backup. You cannot apply different filters to different folders or volumes. 1f a
folder or other container has been marked for backup, TapeWare uses the selection filters
to sort through the files and unmark any files that do not meet the selection criteria.
TapeWare does not use the selection filters to add files to the backup set.

The filter criteria are applied to all marked files, regardless if they were marked before or

after the filter criteria were specified. After specifying the selection filter criteria, you can
then mark or unmark files, folders and volumes for backup. Additionally, you can change
the filter criteria at any time; TapeWare will automatically reapply the new selection filter
criteria to the marked folders and files.

Y Selection Filters EHE
Backup range: |<An}l [rate: il
Modify range: |<Any [rates il
LCreate range: |<An}l [rate: il
ACCESS [ange: |<An}l [rate: il
Size range: |<Any Sizer il
Instance rangs: |<An}l nurnber of instances il
Bequired attributes:

Widcard type: |[§;35 =] [Read ory il

Must match: I S:}Iﬂdi:l':
Canngt match: I gl::.xecut.e Only LI

Media: Exclude attributes:

[CIRead Oriy ﬁl

[ 1Hidden

i Parents [ 15ustemn
Selection | ¥ Chiden K [ 1E recute Only =
Filters window ResstAl | add. | e | Cancel |

Backup range Selects files according to their backup date. The backup date is assigned to
a file each time it is backed up. The backup date for a file is the same as the last time it
was backed up.
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Modify range Selects files according to their modify date. Each time a file is modified, its
modified date is updated. You can use this filter to select files whose modified date

matches your criteria. TapeWare checks the directory information on the volume to see if
the file should be included in the job.

Create range Selects files according to their create date. When a file is first created, it is
assigned a create date. You can use this filter to select only those files which match your
criteria. TapeWare checks the created date for each file stored in the directory of the
volume and uses this to sort files for the job.

Delete range Applies only to restore jobs. Selects files according to their delete date.

When files have been backed up and are later deleted, TapeWare marks the file as having
been deleted and assigns it a delete date. This filter instructs TapeWare to only restore
files which have a delete date that matches the selection criteria. If a file has not been
deleted, it will not have a delete date and will not be selected.

Access range Selects files according to their access date. Each time a file is read,
whether or not it is modified, its access date is updated by the operating system. You can
use this information to select and filter files.

Size range Selects files according to their size.

Instance range Selects files according to their instance date. Each time TapeWare backs
up a file, it creates a new instance of that file and assigns it an instance date. For restore
and verify jobs, this is the only filter that selects instances of files, rather than files
themselves.

Wildcard type Specifies the wildcard format used by the Must match and Cannot match
filters. Select one of three types of wildcard formats: DOS, Long or UNIX.

Must match Selects files that match specified wildcards. Only files that match the
wildcard indicated in this field are selected.

Specify multiple wildcards by separating each with a semicolon (no spaces). TapeWare
selects any file that matches any one of the wildcards. For example, if you enter
*.exe;*.doc in the Must match field, TapeWare selects all files that have either the .exe
extension or the .doc extension.

Cannot match Files that match the specified wildcard are not selected; they are excluded.
You can specify multiple wildcards by separating them with a semicolon (no spaces); if
you specify multiple wildcards, TapeWare excludes any file that matches any one of the
wildcards you specify.

Required attributes Selects files according to attributes controlled by the operation
system.
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Operating systems track certain features of files called attributes that they use to manage
these files. In this field, if an attribute is checked, TapeWare only selects those files
which have these attributes.

You can select multiple attributes. In this case, TapeWare only selects those files that
meet all of the required attributes.

Note that some of these attributes are only supported by certain operating systems. If you
specify an attribute that is specific to a particular operating system, then only files created
under that operating system will be selected for backup.

Exclude attributes Unselects files according to attributes controlled by the operating
system.

This field works like the Required attributes field except that TapeWare excludes files
that match these attributes.

You can select multiple attributes. TapeWare excludes any file that has any one of the
attributes. For example, if you select the Hidden and System attributes, a file will be
excluded if it has either the Hidden attribute or the System attribute.

Parents Determines whether or not the directory information is selected.

When this option is checked, when TapeWare backs up or restores a file, it also backs up
or restores the directory information relevant to that file. This option must be checked in
order for folders and other directory data to be backed up or restored. When this option is
not checked, TapeWare will not back up or restore any parent information for any file
backed up. If unchecked, directory information about folders and volumes is not backed

up.
Children Determines whether or not the files are selected.

When this option is checked, TapeWare backs up and restores the selected files. If you
want only to back up or restored the marked directories, uncheck this option. When the
Children box is unchecked and the Parents box is checked, TapeWare backs up the
directory structure, but not the files stored in the directories (that is, in the folders).

Media Selects files which have a valid instance on the media listed in this field.

TapeWare tracks instances of files and the media on which those instances are stored.
You can use this information to sort files according to the media on which they appear.
Only files with instances on the media in the Media field will be selected for a job. If
there are multiple media shown in the Media filter field, only files which have a valid
instance on a// the media listed will be selected.
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For more information on...

See...

Using file selection filters

Selecting deleted files only

Using filters to select instances

Using filters to copy directories

File Selection Criteria, Chapter 5 —
Selecting Files and Instances

Selecting Deleted Files for Restoring,
Chapter 10 — Tips, Techniques and
Strategies

Backup Range, Chapter 5 — Selecting Files
and Instances

Copying a Directory Structure, Chapter 10
— Tips, Techniques and Strategies
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Status Tab

Applicable Objects Autoloader

The Status tab shows the device and storage status that is associated with each slot in an
autoloader. Use it to select storage slots and media or to perform various functions on the

media in the autoloader.

Status |

Loader statistics:

Device/Storage | Status | Message | o I mpDrtl
S Device 1 Empty Eomat |
[z Storage 1 Probably 4alid Manth Set 1:1 m—
[z Starage 2 Probably alid Day Set 1.1 :
= Storage 3 ProbablyValid  Month Set 1:1 e
Storage 4 Probably alid Unrecognized Format Eetuid
[ Storage 5 ProbablyWalid Dy Set 1:1 —
Starage B Unknown LofEan
[z Storage ¥ Unknown Charge Status.. |
Storage 8 Unknown
Starage 9 Unknown
Storage 10 Unknown
Storage 11 Unknown
Starage 12 Unknown
1] | i

Status Status:

tab IHeady

Stop |

Loader Statistics

Shows information about the current magazine in the autoloader.

Device/Storage Specifies the device or the storage slot.

Status Shows the current or likely status of the device or storage slot.

Valid The slot is known to hold media that is in the current database.

Probably Valid The slot held valid media previously. TapeWare verifies that the
media is valid before using it. When you exit and restart TapeWare, media marked

Valid is reset to Probably Valid.

Invalid The slot holds media that is definitely not in the current database.

Probably Invalid The slot holds media that may not be in the current database.
When you exit and restart TapeWare, media marked Invalid is reset to Probably

Invalid.
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e Empty The slot is either known to be empty or a user changed its status to Empty.

e Probably Empty The slot was empty previously. When you exit and restart
TapeWare, slots marked Empty are reset to Probably Empty.

e Unknown The status of the slot is not known, usually because it has not been used
yet.

e Cleaning Tape A user marked the slot as holding a cleaning cartridge. The number
of remaining cleaning cycles also appears. TapeWare does not verify that a cleaning
cartridge was, in fact, inserted into this slot.

o Reserved The slot was disabled by a user. TapeWare will ignore it during any job.
You can only change the status of a reserved slot.

Message Displays the name of a Valid or Probably Valid media. Also displays the
status to the slot.

Import...

Opens the Import Media window for the selected storage slots.

Format...

Opens the Format Media window for the selected storage slots.

Identify

Identifies the selected media. Reads the media header information and checks to see if
media is in current database.

Rebuild

Identifies the selected media. If the autoloader supports optical scanning of media bar
codes, TapeWare uses bar codes to identify the media, comparing it to the current
database. If the autoloader does not support optical scanning of media, TapeWare reads
the media header information and checks to see if the media is in current database.

Clean

Performs a cleaning cycle on the selected device. Select the device and click Clean. Once
complete, TapeWare decreases the Number of remaining cleaning cycles by one. This
option requires a cleaning cartridge in a storage slot whose status is Clean.
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Change Status...

Opens the Change Status window. Lets the user assign one of the following to the media
or slot:

Unknown TapeWare will identify the media in the slot before using it.
Empty TapeWare marks the slot as empty.
Clean TapeWare will use the media in this slot to perform a cleaning cycle.

Reserved TapeWare ignores the storage slot until a user changes its status again.
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Storage Tab

Applicable Objects File, Directory, Volume

Use the Storage tab to configure the Backup stream and Audit object actions for this
object.

TapeWare is capable of controlling up to 16 data streams simultaneously (up to eight
streams per device). Data streams are automatically created for each machine object; this
parameter cannot be changed.

By default, new data streams are created for each volume, while files and directories use
the data stream of their parent volume by default. For files, directories and volumes, these
parameters can be modified.

Storage I
Backup stream: L se existing stream
Audit abject actions: Audit dizable j

Storage
tab

Backup Stream

Determines whether or not a new data stream is created for the current object.

Use existing stream TapeWare does not create a new stream for this object. This is the
default value for directories and files.

Select this parameter for a volume when you do not want to create a new stream for that
volume. For example, you may wish to not create an additional stream when the volume
is only a logical partition—not a physically separate device.

Create new stream TapeWare will create a new stream for this object when running a
backup job. This is the default value for volumes.
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Select this parameter for directories and files when you want to create a new stream for
these objects. For example, to speed up a backup job, you may wish to create an
additional stream for a very large file or for a RAID device.

Audit Object Actions

Enables or disables the audit log for this object.

For more information on... See...

Optimizing backup streams Strategies for Faster Jobs, Chapter 10 —
Tips, Techniques and Strategies

Audit logs Audit Logs, Chapter 8 — Running Jobs






Appendix A — Disaster Recovery

The TapeWare disaster recovery system is designed to operate as automatically as
possible during initial preparation and recovery. Once installed, disaster recovery will
perform its tasks without any intervention by you.

In This Appendix
o Create the disaster recovery backup
e Testing disaster recovery media
e Recovering from a disaster
e Using disaster recovery with autoloaders

e Using disaster recovery with Windows active directory
Overview

TapeWare’s Disaster Recovery can be prepared using diskettes, CD-R/CD-RW or tape,
depending on computer configuration and tape drive. You create bootable media
(diskettes, CD, tape), which you use to recover your system configuration, software and
data following a system or disk failure. You can use this media to boot your system and
initiate the recovery process.

To make your disaster recovery process as easy as possible, please note the following:

e TapeWare rewrites most system configuration information to the media each time it
overwrites the media. Therefore, when making a full backup to be used for disaster
recovery, you should select Overwrite all tapes on the backup job’s Options tab.

e Disaster Recovery works best with full backups, where all disks on your system fit
on a single media. If the total amount of data on your system requires more than one
media, TapeWare still functions correctly. However, you will have to change media
during recovery. You can also use incremental and differential jobs for recovery
purposes, but you must insert the recovery media in the correct chronological order.

277
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If you have an autoloader, make sure the most recent backup media is loaded in slot
1. For more information, see Using Autoloaders with Disaster Recover later in this
appendix.

When recovering your system, TapeWare gives you the option to recover your whole
system or just the hard disk that your system boots from. If the volumes on your boot
hard disk are split among multiple physical hard disks, you should recover the entire
system and not just the boot disk. Otherwise, some system data may not be restored.

You must install the disaster recovery option and prepare bootable media on each
system that will use this feature. TapeWare does not support remote disaster
recovery. It only saves recovery information for the local system.

For example, if the tape device is connected to Machinel and you make a remote
backup of Machine2, the media will contain system configuration information for
Machinel, not Machine2. You can use the media to boot Machinel, but TapeWare
only restores system information to Machinel during recovery. All other files on the
media were backed up from Machine2. To perform disaster recovery on Machine2,
you must connect a tape device to Machine?2.

When performing disaster recovery, TapeWare assumes that major changes to your
hardware have not occurred. The hardware on the target system must be nearly identical
to the source system with the following exceptions:

You may change your video adapter as long as the new video adapter is VGA
compatible.

You may increase the size of your hard disk, but the geometry of the hard disk should
remain the same. For example, if your original system had a hard disk with 63 sectors
per track and 255 heads, then the new hard disk should be the same. The actual
number of cylinders can be larger. If the geometry has changed, TapeWare will still
use it, but the recovered operating system may not function correctly.

Your SCSI, ATAPI, Fibre Channel or USB tape drive and adapter must be the same
or use the same driver as it did when the disaster recovery media was created.

You may change network cards, USB ports and USB peripherals, except tape drives,
without restriction.

Y ou may not perform disaster recovery to a USB hard drive.

Note Ideally, you should perform the disaster recovery operation on the same computer
after replacing the faulty hardware that caused the system failure.
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Create the Disaster Recovery Backup

Preparing for disaster recovery is a three-step process:

1.

Install TapeWare and the Disaster Recovery option on each computer that will use
disaster recovery (see Chapter 2 — Windows Operating Systems and Chapter 3 —
Non-Windows Operating Systems in the TapeWare Installation Guide).

Create a full backup of your system, according to the instructions in Create Full
Backup below.

Create the bootable media (see Create Bootable Media later in this appendix). If you
have a bootable tape device, you already created bootable media when you ran the
full backup.

Test the bootable media to make sure you have created it properly (see Testing
Disaster Recovery later in this appendix).

Note We recommend that you create at least one extra set of bootable media in case the
first set fails during disaster recovery.

Create Full Backup

TapeWare automatically creates disaster recovery media whenever you run a full backup
with the Overwrite all tapes job option. To create your disaster recovery media:

L.

2
3
4.
5

Log in to TapeWare.

Insert the first disaster recovery media.

Create a backup job in the Admin Folder.

Enter a name for the job, such as Disaster Recovery Backup.

Click the Selection tab and select the check box for the local computer.

Note When creating the disaster recovery media, back up the local machine only.
Otherwise, disaster recovery may not restore properly.

6.
7.
8.

Click the Options tab. The Backup mode should be set to Full by default.
Select Overwrite all tapes from the Write mode drop-down list.

Select Full verify from the Auto verify mode drop-down list.
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9. If your backup device does not support compression, select Standard from the
Compression type drop-down list.

10. If your backup device supports automatic eject, you can configure the job to eject the
media after the job finishes. Click Advanced Options. When the Advanced Options
window appears, select Auto eject and click OK.

11. Click OK. The job appears in the Admin Folder on the Backup tab.

12. Run the job, inserting additional media as required.

Note If you have a bootable tape device, TapeWare makes each media bootable. For
example, if the full backup uses three media, all three media are bootable.

13. Once the backup job is complete, we recommend that you test the disaster recovery
media on a test computer (see Testing Disaster Recovery later in this appendix).

14. After the test is successful, store the disaster recovery media.

Create Bootable Media

Windows

After you make a full backup of your system, you must create bootable disaster recovery
media. Depending on your platform (Windows, NetWare, Linux), TapeWare lets you
create bootable diskettes or a bootable CD (CD-R/CD-RW).

Note If you have a bootable tape device, TapeWare already made bootable media when
you created the disaster recovery backup (see Create Full Backup earlier in this
appendix). However, you should still create bootable diskettes or a bootable CD
(CD-R/CD-RW) as a precaution.

Under Windows, you can create either bootable diskettes or a bootable CD. To create the
bootable media:

1. Loginto TapeWare.
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2. Select Disaster Recovery from the TapeWare Wizards tab. The Disaster Recovery
window appears.

= Disaster Recovery |

Create Diskettes

% Select thiz option to create a set of diskettes that can be used. together with a full backup, to
recover wour zystem from a complete failure.

Create CD Image

@ Select this option to create an image file that can be wiitten to a CO-R/CD-RW. This can be used
to recaver your spstem from a complete Failure,

LClaze

3. Select one of the following options:

o Create Diskettes Create a set of bootable floppy diskettes (see Windows Diskettes
below).

o Create CD Image Create a bootable CD-R/CD-RW (see Windows CD below).

4. When the Disaster Recovery window appears again, click Close.

Windows Diskettes

Windows CD

This procedure creates a set of bootable floppy diskettes that will be used to initiate a
system recovery. Windows 98/Me/NT typically requires three blank, formatted diskettes.
Windows 2000/XP typically requires four blank, formatted diskettes. Windows Server
2003 typically requires six blank, formatted diskettes. However, you may need more,
depending on your system configuration.

After you select Create Diskettes, TapeWare prepares the system information to be
copied to diskette. Each time you are prompted, label the blank diskette as directed, insert
the diskette and click OK. After all the diskettes have been created, TapeWare returns to
the Disaster Recovery window.

As soon as you create the diskettes, we recommend that you test the disaster recovery
media on a test computer (see Testing Disaster Recovery later in this appendix). After the
test is successful, store the diskettes.

This procedure creates a CD image file in your TapeWare main directory,
BOOTCD.ISO by default. Use this image to create a bootable CD. The image file
created contains the entire ISO-9660 bootable image required to boot your system and
initiate the recovery process.
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NetWare

Note TapeWare creates the CD image file; it does not create the CD itself. Use your CD
writer software and drive to create the actual bootable CD-R/CD-RW. When creating the
CD, make sure you use the write image option instead of the normal file write option.

After you select Create CD Image, the Create Boot CD Image window appears. Enter
the name of the CD image file and click OK. The default is BOOTCD.ISO.

TapeWare prepares the system information and copies it to the CD image file. After the
image file has been created, TapeWare returns to the Disaster Recovery window. Start
your CD writer software and burn the CD image file directly to the CD-R/CD-RW.

As soon as you create the CD, we recommend that you test the disaster recovery media
on a test computer (see Testing Disaster Recovery later in this appendix). After the test is
successful, store the CD.

Under NetWare, you can create either bootable diskettes or a bootable CD. To create the
bootable media:

1. Loginto TapeWare.

2. Select Other from the Available Options menu.

3. Select Disaster Recovery from the Other Options menu.

4. Select one of the following from the Available Options menu:

o Create Boot Diskettes Create a set of bootable floppy diskettes (see NetWare
Diskettes below).

o Create CD Image Create a bootable CD-R/CD-RW (see NetWare CD below).

5. When the Available Options menu appears again, press Esc twice to return to the
main Available Options menu.

NetWare Diskettes

This procedure creates a set of bootable floppy diskettes that will be used to initiate a
system recovery. NetWare 4.x typically requires three blank, formatted diskettes.
NetWare 5.x typically requires five diskettes. NetWare 6.x typically requires seven
diskettes. However, you may need more, depending on your system configuration.

After you select Create Boot Diskettes, TapeWare prepares the system information to be
copied to diskette. Each time you are prompted, label the blank diskette as directed, insert
the diskette and click OK. After all the diskettes have been created, TapeWare returns to
the Available Options menu.
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As soon as you create the diskettes, we recommend that you test the disaster recovery
media on a test computer (see Testing Disaster Recovery later in this appendix). After the
test is successful, store the diskettes.

NetWare CD

This procedure creates a CD image file in your TapeWare main directory called
BOOTCD.ISO. Use this image to create a bootable CD. The image file created contains
the entire [ISO-9660 bootable image required to boot your system and initiate the
recovery process.

Note TapeWare creates the CD image file; it does not create the CD itself. Use your CD
writer software and drive to create the actual bootable CD-R/CD-RW. When creating the
CD, make sure you use the write image option instead of the normal file write option.

After you select Create CD Image, TapeWare prepares the system information and
copies it to the CD image file. After the image file has been created, TapeWare returns to
the Available Options menu. Start your CD writer software and burn the CD image file
BOOTCD.ISO directly to the CD-R/CD-RW.

As soon as you create the CD, we recommend that you test the disaster recovery media
on a test computer (see Testing Disaster Recovery later in this appendix). After the test is
successful, store the CD.

Linux

Under Linux, you can only create a bootable CD.

This procedure creates a CD image file in your TapeWare main directory,
BOOTCD.ISO by default. Use this image to create a bootable CD. The image file
created contains the entire [SO-9660 bootable image required to boot your system and
initiate the recovery process.

Note TapeWare creates the CD image file; it does not create the CD itself. Use your CD
writer software and drive to create the actual bootable CD-R/CD-RW. When creating the
CD, make sure you use the write image option instead of the normal file write option.

Console Interface
To create a bootable CD from the console version of TapeWare:
1. Loginto TapeWare.
2. Select Other from the Available Options menu.
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X Window Interface

Select Disaster Recovery from the Other Options menu.

Select Create CD Image. TapeWare prepares the system information and copies it to
the CD image file.

When the Available Options menu appears again, press Esc twice to return to the
main Available Options menu.

Start your CD writer software and burn the CD image file BOOTCD.ISO directly to
the CD-R/CD-RW.

As soon as you create the CD, we recommend that you test the disaster recovery
media on a test computer (see Testing Disaster Recovery later in this appendix). After
the test is successful, store the CD.

To create a bootable CD from the X Window version of TapeWare:

1.
2.

> 0w

AN

Log in to TapeWare.

Select Disaster Recovery from the TapeWare Wizards tab. The Disaster Recovery
window appears.

= Disaster Recovery |

Create CD Image

@ Select thiz option to create an image file that can be written to a CO-R/CD-RW. This can be uzed
torecover wour system from a complete failure.

LCloze

Select Create CD Image. The Create Boot CD Image window appears.

Enter the name of the CD image file and click Save. The default is BOOTCD.ISO.
TapeWare prepares the system information and copies it to the CD image file. After
the image file has been created, TapeWare returns to the Disaster Recovery window.

Click Close to return to the Wizard tab.

Start your CD writer software and burn the CD image file directly to the
CD-R/CD-RW.
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7.

As soon as you create the CD, we recommend that you test the disaster recovery
media on a test computer (see Testing Disaster Recovery later in this appendix). After
the test is successful, store the CD.

Troubleshooting Disaster Recovery Backup

When creating disaster recovery backups, any of the following problems may occur:

Error Number 11 - File Not Found

Examine the twtrace.txt file located in your TapeWare installation directory. This
will list the file that was not found. All files must reside in “standard” directory
locations provided by the operating system, e.g., \WINNT\SYSTEM32\DRIVERS
subdirectory under Windows NT and SYS:SYSTEM or C:\NWSERVER under
NetWare. If the file is not a driver file for your hardware, please contact technical
support for assistance.

Error Number 1062 - Unable to open registry

TapeWare requires full access to the registry to create disaster recovery information.
Make sure you are starting TapeWare from an account with full administration
privileges.

Error Number 1523 - Get/Set Server Info Failure

An error has occurred while retrieving your disk configuration information. Consult
the twtrace.txt file for additional details on this error. It usually occurs if a hard drive
is not powered on or if a user does not have adequate system security rights.

Error Number 5 - Error opening file
Error Number 7 - File read error
Error Number 8 - File write error

An error has occurred while accessing one of the floppy diskettes. The floppy may be
defective. Reformat or replace it. Then try again.

When to Create New Bootable Media

Y our bootable media may become obsolete whenever any of the following occurs:

You update your operating system by installing a service pack or other software.
You add or remove hardware from your computer.

You change the configuration of your disk drives, e.g., adding or removing volumes
or partitions.

You change your TapeWare environment information, including changes to the
TapeWare.ini file.
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Therefore, we recommend that you create new bootable media anytime you change the
environment.

Testing Disaster Recovery Media

We recommend that you test your disaster recovery media before you have to rely on it
following a disaster. We also recommend that you create additional bootable media in
case your new hardware configuration does not support your original bootable media. For
example, if you create a bootable CD, but your new hardware does not support booting
from CD, you should also create a set of bootable diskettes or a bootable tape.

Warning Before relying on any disaster recovery media, you should verify that your
system can boot from the bootable device as described below.

To test your disaster recovery media, perform the following steps. You will not lose any
data on your system. This procedure is completely safe.

1. Make a full backup of your system and create bootable media as directed in Create
the Disaster Recovery Backup earlier in this appendix.

2. Shut down your system as normal.
3. Ifyou are using a bootable CD:
Insert the disaster recovery CD into your computer.
b. Power on your computer.

c. Perform any special steps for booting your computer from CD (refer to your
system documentation).

d. The system boots from the CD.
4. Ifyou are using a set of bootable diskettes:
a. Insert the first diskette into your computer.
b. Power on your computer.
c. The system boots from the diskette.
d. TapeWare prompts you to insert the rest of the diskettes.
5. Ifyou are using a bootable tape:
a. Remove all media from all tape drives and/or autoloader magazine slots.

b. Insert the first bootable media:
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e If you are using a single tape drive, insert the first bootable media into
the drive.

e If you are using an autoloader, insert the first (or only) bootable media
into slot 1 of the magazine. If the full backup used two or more media,
insert the rest of the full backup media into the autoloader magazine in
their proper order.

Note Slot 1 must contain the first (or only) bootable media from the most recent full
backup.

6.

7.

c. Perform any special steps for booting your computer from the tape drive
(refer to your system documentation). Most bootable drives use a
combination of power cycling and pressing the Eject button on the front
panel. Many also require that you update the computer BIOS.

d. The system boots from the tape.

If your system boots and displays the Disaster Recovery (Phase 2) screen, your
bootable media should function correctly during disaster recovery.

Available Options
Recover Boot Disk = |

Exit from Dizaster Recovery

Generation Date : 11-0ct—199%9 12:27 Pm
Host Type = Windows NT

Host Name = ¥YT_NT

Boot Drive Size : 4894 Mh

Select this option to recover your main boot disk and volumes.

Ezc=5top Enter=Select Option Fi=Help

If you are using a bootable tape, the Disaster Recovery (Phase 2) screen may not
appear. Your system may hang during startup or your operating system may not bo
from the tape. If either case, you must use bootable diskettes or a bootable CD to
perform disaster recovery. Your tape device is not compatible with bootable tape.

Select Exit from Disaster Recovery and press Enter.

Remove the bootable media and restart your computer. This ends the disaster
recovery test.

ot
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Recovering from a Disaster

If disaster strikes and you are unable to boot your system using your normal boot
procedure, use one of the following procedures to recover your system. You will need
your bootable media (diskettes, CD, tape), your most recent full backup and any
incremental or differential backups.

Note Data that has changed since the last full backup will not be restored. You must
restore the rest of your data from incremental or differential backups. Any data that has
not been backed up must be recreated. Therefore, you should only use Disaster Recovery
as a last resort.

Disaster Recovery from Diskette/CD

Note Do not restore incremental or differential backup media until after you complete
disaster recovery.

1. Ifyou are using a bootable CD:
a. Insert the disaster recovery CD into your computer.
b. Power on your computer.

c. Perform any special steps for booting your computer from CD (refer to your
system documentation).

d. The system boots from the CD.
2. Ifyou are using a set of bootable diskettes:
a. Insert the first diskette into your computer.
b. Power on your computer.
c. The system boots from the diskette.
d. TapeWare prompts you to insert the rest of the diskettes.

3. Insert the first disaster recovery media.
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Note For disaster recovery, use only full backup media that were created with the
Overwrite all tapes option. After disaster recovery is complete and your system has
restarted, use the standard TapeWare options to restore any incremental or differential
media to your system. The standard TapeWare restore procedure optimizes restoration
and restores incremental and differential media faster than the disaster recovery process.

Available Options
Recover Boot Disk |

Recover En ysten
Exit from Disaster Recovery

Generation Date : 11-0ct—199% 12:27 Pm
Host Type : Windows NI

Host Name © ¥YT_NT

Boot Drive Size :@ 4894 Mb

Select this option to recover vour main boot disk and volumes.

Esc=S5top Enter=Select Option Fi=Help

4. When the Disaster Recovery (Phase 2) screen appears, select one of the following
options:

e Recover Boot Disk Select this option to only recover the boot disk. Use it if your
boot disk is corrupt or if you replaced the boot disk. This option does not usually
affect the data on other hard disks.

o Recover Entire System Select this option to recover data to multiple hard disks,
including the boot disk. Use this option if you replaced one or more hard disks.

Press Enter.
If a warning screen appears, read it and then press F10.

Read through each information screen. Press F10 to advance to the next screen.

S e

When the first confirmation message appears (Are you sure?), select the appropriate
Yes option and press Enter.

9. When the second confirmation message appears, select Yes, Perform the Recovery
and press Enter.

The system does not require any input from you until it finishes restoring the first
media to your system. Restoring the first media can take from 15 minutes to two or
three hours, depending on the amount of data on the media, the speed and capabilities
of the tape drive and whether you are recovering the entire system or just the boot
disk.
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10. After the system has restored the media, it asks for the next media to restore. Select
Yes or press F10 to restore another media.

11. After restoring the last media, remove the disaster recovery CD or diskette.
12. Press Esc. A message screen appears.
13. Press F10. TapeWare restarts your computer.

14. You can now use TapeWare to restore the data from your incremental and differential
backup media, if needed.

Disaster Recovery from Bootable Tape

Note Do not restore incremental or differential backup media until after you complete
disaster recovery.

1. Remove all media from all tape drives and/or autoloader magazine slots.
2. Insert the first bootable media:
e Ifyou are using a single tape drive, insert the first bootable media into the drive.

e Ifyou are using an autoloader, insert the first (or only) bootable media into slot 1
of the magazine. If the full backup used two or more media, insert the rest of the
full backup media into the autoloader magazine in their proper order.

Note Slot 1 must contain the first (or only) bootable media from the most recent full
backup. When you use the Overwrite all tapes option, TapeWare makes each media
bootable (see Create the Disaster Recovery Backup earlier in this appendix). For
example, if the full backup uses three media, all three media are bootable.

3. Perform any special steps for booting your computer from the tape drive (refer to
your system documentation). Most bootable drives use a combination of power
cycling and pressing the Eject button on the front panel. Many also require that you
update the computer BIOS.

Note For disaster recovery, use only full backup media that were created with the
Overwrite all tapes option. After disaster recovery is complete and your system has
restarted, use the standard TapeWare options to restore any incremental or differential
media to your system. The standard TapeWare restore procedure optimizes restoration
and restores incremental and differential media faster than the disaster recovery process.
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S e

10.

11.
12.

Available Options

Recover Entire System
Exit from Disaster Recovery

Generation Date : 11-0ct—199% 12:27 Pm
Host Type : Windouws

Host Name © ¥YT_NT

Boot Drive Size :@ 4894 Mb

Select this option to recover vour main boot disk and volumes.

Esc=S5top Enter=Select Option Fi=Help

When the Disaster Recovery (Phase 2) screen appears, select one of the following
options:

e Recover Boot Disk Select this option to only recover the boot disk. Use it if your
boot disk is corrupt or if you replaced the boot disk. This option does not usually
affect the data on other hard disks.

o Recover Entire System Select this option to recover data to multiple hard disks,
including the boot disk. Use this option if you replaced one or more hard disks.

Press Enter.
If a warning screen appears, read it and then press F10.
Read through each information screen. Press F10 to advance to the next screen.

When the first confirmation message appears (Are you sure?), select the appropriate
Yes option and press Enter.

When the second confirmation message appears, select Yes, Perform the Recovery
and press Enter.

The system does not require any input from you until it finishes restoring the first
tape to your system. Restoring the first tape can take from 15 minutes to two or three
hours, depending on the amount of data on the tape, the speed and capabilities of the
tape drive and whether you are recovering the entire system or just the boot disk.

After the system has restored the tape, it asks you to insert the next tape to restore.
Select Yes or press F10 to restore another tape.

After restoring the last tape, remove the tape.

Press Esc. A message screen appears. Then TapeWare restarts your computer.



292

TapeWare® User’s Guide and Technical Reference

13. You can now use TapeWare to restore the data from your incremental and differential

backup media, if needed.

Troubleshooting Recovering from a Disaster

When attempting to recover your system, the following are common errors that occur:

Error Number 1523 - Get/Set Server Info Failure

This message appears when TapeWare cannot reconfigure the disk drives and
volumes on the target system. Make sure that all disks are powered on and ready and
that any new disks are the same size or larger than the old disks. Make sure that the
geometries of any new disks are also the same size or larger. Make sure you have
enabled logical block addressing in your BIOS configuration and that any SCSI
controllers are configured the same as when you created the recovery tape. If you
changed SCSI adapters, TapeWare may not be able to access any peripherals from
the new adapter unless it uses the same driver as the old adapter.

Unable to boot from tape

This message appears if the tape does not contain a valid disaster recovery boot track.
Try another tape or tape drive, if available.

Dynamic disk failure

In some dynamic disk configurations under Windows 2000/XP/Server 2003,
including RAIDs and mirrors, you may receive a dynamic disk failure message. The
layout is usually recovered successfully. You simply have to re-activate the mirror
set.

Using Disaster Recovery with Autoloaders

When using Disaster Recovery with an autoloader, remember the following:

Make sure the most recent full backup media is loaded into slot 1 of the autoloader.
TapeWare will only boot from the tape in slot 1. Make sure the media was created
using the Overwrite all tapes option.
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TapeWare will restore all media that are contained in the autoloader during the final
recovery process. Therefore, make sure that you only load media in the autoloader
that you will need to restore during recovery. For example, if you are using the
Simple 10-tape schedule, TapeWare will have four daily differential backups, two
weekly full backups and two monthly full backups. You should only perform disaster
recovery with the latest full backup. After your system has been recovered, use the
standard TapeWare restore procedures to recover any other changes from the
differential backups.

Remove all media not associated with the recovery from the autoloader. If the full
backup spans more than one media, put the additional full backup media into
additional slots. TapeWare will then restore these media along with the slot 1 media.

Note Slot 1 must contain the first (or only) bootable media from the most recent full
backup. When you use the Overwrite all tapes option, TapeWare makes each media
bootable (see Create the Disaster Recovery Backup earlier in this appendix). For
example, if the full backup uses three media, all three media are bootable.

Using Disaster Recovery with Windows Active Directory

When performing disaster recovery on a system with Windows Active Directory, use the
following general steps:

L.

A e A A

Perform the general system-level disaster recovery to restore the basic system data.
When the Starting Windows screen appears during system startup, press F8.
Select Directory Services Restore Mode and press Enter.

Log in to the system.

Log in to TapeWare.

Create a restore job.

Select Windows Active Directory for the restore job from the Selection tab.

Run the restore job.

Exit TapeWare.

10. Restart the computer, letting Windows load normally.

11. Verify that Windows active directory is running properly.






Appendix B — Troubleshooting Guide

This appendix contains useful information about commonly encountered problems and
frequently asked questions when using TapeWare.

In This Appendix
e Troubleshooting Backup Jobs
e Troubleshooting Restore Jobs
e Troubleshooting Verify Jobs
e Troubleshooting Backup Devices
e Troubleshooting the Storage Management Database

e Troubleshooting Error Messages

Note Please refer to the TapeWare Installation Guide for useful information about
installing TapeWare.

Troubleshooting Backup Jobs

When | run a backup job, it uses the backup device on my local machine
instead of the one on the server.

On the Options tab of the job, you have probably accepted the default Network device
selection. When this is enabled, TapeWare will use any device on the network, in this
case, your local backup device.

To send the job to a specific device:

1. Access the Options tab for the backup job.

295
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2. Delete the current network device:

a. Select the path to the device in the Device field.

b. Click Delete. The path disappears from the Device field.
3. Add the local device:

a. Click Add. The Browse screen appears.

b. Select the local device.

c. Click OK. The path to the local device appears in the Device field.

My scheduled job is not running.

First, make sure the job is scheduled. Check the Schedule tab for the job’s properties.
After reviewing the schedule, close the properties sheet or the job will not run. Then
check the Queue tab to verify that the job is scheduled.

Second, if you have not installed TapeWare as a service, make sure TapeWare is open
and running. If you exit TapeWare, the job cannot execute. We recommend that you log
out of TapeWare to prevent unauthorized access to TapeWare.

Third, if you have installed TapeWare as a service, make sure the service has been
started.

To start the service on a Windows computer, access TapeWare Service Control from
the Start menu.

On a Linux or UNIX computer, open a terminal window (if necessary). Then access the
directory where you installed TapeWare, e.g., usr/local/tapeware. Type ./twunxsve.

For additional information, see Automatically Running Scheduled Jobs in Chapter 8§ —
Running Jobs and Logging Out and Running Scheduled Jobs in Chapter 2 — TapeWare
Workplace.

| have two tape drives, but it is only using one to run a job.

TapeWare uses “streams” to divide a job up and to assign the job to devices for backup.
By default, it creates a new stream for each disk volume to be backed up, e.g., one each
for C: and D: drives. If you only have a single volume, TapeWare only creates one
stream by default.

To use multiple devices, you must first add each device to the device list. Access the
Options tab for the backup job. Then click Add to display the Browse screen. Select the
local device and click OK. The path to the local device appears in the Device field.
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To create additional streams for different objects, change the Backup stream parameter
to Create new stream on the Storage tab for each object. Then the streams will be
distributed evenly across all available backup devices. For further information, see
Storage Tab in Chapter 12 — Object and Property Reference and Strategies for Faster
Jobs in Chapter 10 — Tips, Techniques and Strategies.

Note Since multiple streams run concurrently, creating multiple streams on the same
physical disk drive does not necessarily result in faster backup jobs. The drive tries to
stream to multiple devices at once, which requires numerous seek and read commands
from various sectors at the same time.

How do | replace media in a rotation group?

TapeWare automatically creates a series of folders and media for use with rotation jobs.
These folders control the daily, weekly, monthly and yearly media.

To remove a media that is lost or damaged physically, select the media on the Media tab
and delete it. When you use replacement media, TapeWare will automatically format it if
necessary.

To move media to an offsite location, create a new media folder called Offsite Media (or
similar) in your User/Group folder. Then drag the media to this folder. If the media is
required by TapeWare during the rotation schedule, it will automatically create a new
media to replace the media that you moved offsite.

How can | tell when the next job will run and which media is required?

Click on the Wizards tab and select Instructions and Logs.

How can | easily view the logs for each job?

Click on the Wizards tab and select Instructions and Logs. Tab to the Logs screen and
view any available log.

How can | determine which files were not backed up?

Check the Details section of the job log for any failed objects. Access the Logs tab for
the backup job and select the date of the backup you want to check. TapeWare uses the
text editor specified on the Preferences screen to display the job log. Then you can save
the log to a file after editing. TapeWare can also print the log directly to the printer.

Note You are only working with a copy of the log. The original log is still available.
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Troubleshooting Restore Jobs

| can’t restore a backup to a different operating system.

Windows, NetWare, DOS, Linux and UNIX systems store information in different
formats. For example, if you backed up NetWare information in a compressed format,
Windows cannot read the NetWare compressed data.

To restore to a different operating system, even to a different version of the same
operating system, you must create the backup in a generic format.

Note If you did not create your backup in a generic format, you may not be able to
restore it to a different operating system. You should either restore it on a similar
operating system or create a new backup.

1. Access the backup job’s Options tab.

2. Click the Advanced options button. The Advanced Options window for the job
appears.

3. Deselect the Native data streams format option. When you run the backup job,
TapeWare decompresses the data and strips the information specific to the operating
system before backing it up.

Note You may lose security information under certain operating systems.

For additional information, see Moving Data Between Operating Systems in Chapter 10
— Tips, Techniques and Strategies.

How can | restore data to a different file name?

Select the file, directory or volume you wish to restore with a different name. Then open
the properties sheet for that object. On the General tab, type in the new name and press
OK.

For additional information, see Restoring Files with New Names in Chapter 10 — Tips,
Techniques and Strategies.
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How can | restore data to another location?

To restore data to another location, open the Selection tab of the restore job. Click on the
directory or file you want restored to a different location, then drag that object to the new
target location. To use the keyboard, use CTRL+C to copy the object and CTRL+V to move
the object to its new location.

If you have not backed up the target directory, that is, the directory to move the files to, it
will not be displayed. In this case, right-click the files or directories to move and then
select Move from the shortcut menu. In the Confirm Move window, click Browse to
select a new target location.

How can | restore all the files from a single instance?

Every instance of a file or directory backed up during a single job has the same instance
date. You can use this information to select all the files from a single backup job.

On the Selection tab of the restore job, highlight the file, directory or volume to restore.
Press the Select Instance button on the tool bar to open the Instances of... window.
Select the date of the instance you want restored. All children (objects) having the same
instance will also be selected.

For additional information, see Selecting Instances from a Specific Job in Chapter 10 —
Tips, Techniques and Strategies.

How can | determine which files are on particular media?

Click on the Wizard tab and select Media Content. Follow the tree and pick the media
you want information about.

When restoring, | get many alerts. What is wrong?

If you select many devices or set the Device field on the Options tab of the job to
Network (the default setting), TapeWare will attempt to complete the restore job using
all the devices listed or found. If a device does not contain media or the device contains
the wrong media, an alert is sent. This alert informs you to put the desired media into the
appropriate device.

For example, suppose you are restoring from a single media but the Device field on the
Options tab lists four devices. If the target media is in the third device listed, TapeWare
will issue two alerts, one for each of the first two devices. These alerts can be ignored.

Also note that you do not have to insert the requested media into the device. To fulfill the
request, you can place any media required by the job into the device. TapeWare will then
use the media that you actually did put into the device.
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If you want the job to use a specific device, first delete the Network object in the Device
field. Then click Add and add the specific device you want the restore job to use.

Does TapeWare back up files as compressed?

TapeWare will copy files to tape in compressed format without decompressing them first.
This significantly enhances the speed of the backup.

Troubleshooting Verify Jobs

| occasionally get a ‘stream sync error’ when verifying media.

This is usually caused by a physical read problem from the backup device. The data
TapeWare expected from the media was not found. This can be caused by:

e Bad media: Try replacing the media.
e Read errors on the drive: Try cleaning the drive heads.
e SCSI errors: Try checking the SCSI termination.

e Driver errors: Try checking to see that you are not using a real mode ASPI drive.
Check your config.sys file for something like:

devi ce=ASPI 4DCS. SYS, ASPI 8DCS. SYS. . .

Troubleshooting the Storage Management Database

How do | select the location of the storage management database in a
network installation?

The network location of the storage management database can be very important. On
larger networks, to minimize the time required to perform disaster recovery, install the
storage management database on a dedicated storage management server. This server
performs no operations except the storage management processing. Then install the tape
devices to the servers to be backed up. If the storage manager server fails, no data is lost
and recovery of the server can proceed in a non-critical manner. If any other server fails,
recovery can be quickly performed because the storage server is still operational.
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On smaller networks, you can install the storage management database on the same
server as the tape devices. Recovery does not take as much time because the databases
are smaller.

For additional information, see Managing the Storage Management Database in Chapter
10 — Tips, Techniques and Strategies.

How do | create a storage management zone?

When you install TapeWare, you can choose to either join an existing storage
management zone or create a new zone. The storage management zone is associated with
the same computer on which its database is installed.

To create a new storage management zone, run the TapeWare installer. When prompted,
enter the name for the zone and the disk location for the zone database. The default
location is the TapeWare directory on your system, e.g., ¢:\Program Files\TapeWare
on a Windows computer.

For additional information, see Chapter 2 — Windows Operating Systems and Chapter 3
— Non-Windows Operating Systems in the TapeWare Installation Guide.

When recovering from a storage server failure, does TapeWare recover all
of the database information?

Most of the database information is restored when you restore the storage management
database. The only thing that will not be restored is the complete log of the job that was
running when the database was backed up. The reason for this is that the log is not
written until after the job has completed. Jobs are not completed until the database is
written to the media.

Troubleshooting Error Messages

Error 51 - Database corrupt appears during a backup or when adding a
new object.

Normally, if the database is corrupted, TapeWare automatically repairs it during
initialization. However, the quick check used during initialization may not detect any
errors. To force TapeWare to repair the database:

1. Stop the TapeWare service.
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Error 212 -

Error 630 -

Windows.

2. Edit the TapeWare.ini configuration file in the directory where you installed
TapeWare. Change the line that reads repairDatabase=No in the [configuration]
section to repairDatabase=Yes.

3. Start TapeWare.

4. When the database repair message appears, click Yes. TapeWare automatically
repairs the database and changes the configuration file line back to
repairDatabase=No.

Unknown error appears when | restore files under Windows.

Windows stores security information in the data stream on the backup media. This
information depends on the registry from the file’s original location. If you are restoring
to a different system or are restoring files to the same machine with a new registry, the
security information on the media is no longer valid.

To prevent this problem, open the Advanced Options window from the Options tab of
the restore job and clear the Parent security and Child security options. This causes
TapeWare to restore the data in the file, but not the security information, such as the
owner or access control lists for the file.

Unable to create a directory appears when | restore files under

This message appears if you do not have the appropriate Windows rights to the hard drive
during the restore. Make sure you have full control on the CREATOR OWNER and
SYSTEM rights on the Local Disk Properties screen for the hard drive. Then try again.
After you have restored the files, you can change the Windows rights to their original
settings.
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